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1. Introduction
	The modern web developer has a plethora of tools available when designing webservices. When deciding how API calls should be made, the choice will likely consider REST, GraphQL or SOAP types of requests. The benefits and drawbacks of each of these will be compared below.
			2. REST
	A) REST – Representational State Transfer is a web application programming interface design model first described in [1]. It is a system design which is proposed to allow for low amounts of coupling between applications over a large network (such as with microservices) [2].
	These interactions between services are made using the HTTP protocol to communicate information. This follows the standard format of a Request line (information detailing the nature of the http request), headers (metadata about the request and the required response format, such as authentication) and a body if required (the information for the web server to actually process, such as an id) [3]. 
	REST API configuration should follow the definitions described by their creator [1]. These are:
· Uniformity – The API should follow a pre-defined set of uniform arguments and data configurations (such as JSON or XML). All endpoints should be specific to their required function and be concise in their nature. Each resource needing to be accessed should have one endpoint alone to achieve this. Access to these functions should be made using HTTP with the configured keywords (GET, POST, DELETE etc).
· Heterogeneity – The APIs should be able to be developed independently from each other, without the need for any knowledge beyond the required endpoints and data formats needed to communicate.
· Stateless – Each API request needs to be treated as a completely new request. The API server will not store any additional information about previous requests directly. In the case of a stateful client application, the API requests made should contain all of the information required to action the requests, meaning once the call is made no further back and forth requests need to be made in order for the original request to be actioned.
· Caching – Client requests made should enact caching, to reduce the need for constant ‘duplicate’ requests to be made to populate the client.
· Layering – Similar to a system such as TOR [4], REST systems should only have knowledge of their direct neighbours, and not necessarily their place in the overall architecture.
· Serving Code – Code is allowed to be returned directly from an API should it be needed.
[4] describes a more concise set of requirements to generalise the nature of REST. These are simple:
· Applications should be split down into many succinct endpoints
· Use of standard verbs (GET etc) should be used to ensure data is handled in the same way.
· APIs should be discoverable by sending further endpoints back or having a discovery endpoint itself.
	B) Benefits – The benefits of the REST design pattern are generally noted  [6] [7] as the following: 
1. Flexibility – REST APIs support whatever format of data the designer wishes such as JSON or XML.
2. Efficiency – The use of lightweight HTTP requests reduces network bandwidth. These APIs when designed with heterogeneity in mind are also small in both code length and hence runtime.
3. Heterogeneity – Because the API endpoints are split into their specific functions, this makes them easy to develop independently within the application as it is unlikely that two developers would ever need to be working on the same method or piece of code at the same time. 

Furthermore, because the API is independent of any clients, they can be modified such that the client will not experience any downtime or disruption of usage as for new functionality, a new endpoint can simply be made.

	C) Drawbacks – Whilst there are considerable benefits to traditional REST API formatting, there are some notable potential drawbacks – Note, potential as some of the drawbacks listed are purely opinions and are subjective to the context of describing a specific example.
1. Security – As messages are passed over HTTP and hence non encrypted, authentication headers, confidential information, session ids etc can be intercepted. In their raw state REST endpoints are easily prone to DDoS attacks, SQL injection attacks also. Many more threats are listed below via OWASP, the leading open-source web security organisation [8]
2. Generalisation - [9] postulates that there are potentially too few REST verbs to enact modern functions. He proposes these be expanded to better accommodate potential use cases (APPLY, a catch all verb with specific instructions in case of an error). 
3. Implementation - [10] describes that a RESTful API can only ever be as good as the designers who implement it. If the system is implemented badly and does not follow the original tenets described in [1], it can become unwieldy and difficult to maintain.
4. Scalability – Whilst the API can horizontally scale, to extract the exact data required for many different applications, more and more endpoints are required which can become difficult to manage.
3. SOAP
	A) SOAP – Simple Object Access Protocol is another web communication data interface similar to REST in that it also can be enacted through HTTP requests. It provides a clear structure to the passing of data between two services following the SOAP standards. Initially created by Microsoft to allow for the onset of smaller web services. It is notably dated when compared to modern API implementations.
	SOAP functions by passing data via XML documents where all of the information about the data is passed as one script. This contains data about the specific SOAP format being used (the environment version), the target API and the specific data to look for. Below is an example request for a user lookup via SOAP: 
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Fig. 1 - User Lookup SOAP API [11]
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Description automatically generated]SOAP is normally configured following the example below [11]: 
	The basis of which is:
1. Client sends the request information to a local SOAP service.
2. SOAP request is generated and sent to the target SOAP service running on the web application.
3. Web application looks up the SOAP environment information to be able to decode any specific parameters passed in the requests
4. SOAP API processes the request as required.
	SOAP requests must follow a specific format which is described in the SOAP-env variable at the top of the request. This format can then be checked by the receiving API to allow the request to be decoded as is required.
	Upon release, SOAP provided a more enterprise level API design tool than others of its time (exacerbated by industry reliance on Microsoft), however as is discussed later, is unlikely to realistically compete with REST or other API design patterns.
	B) Benefits – At the time of initial release SOAP provided a number of similar benefits to REST. Some of these however are not as prudent in the modern era.
· Error handling – SOAP systems have in built error handling to deal with document errors [12]. 
· Independence – SOAP can be written in any programming language as it uses its own internal formatting when transmitting requests.
· Platform Independence – SOAP services can be deployed on any platform with web availability.
· Scaling – Similarly to REST, as SOAP can use HTTP protocols it scales easily [13].
	C) Drawbacks 
· Slow – As large XML documents can be passed to the API, these must be parsed and evaluated.
· Reliance on SOAP configurations – The SOAP API relies on access to the SOAP definition provided in the request.
· Use of WSDL – Using a web services description language means that there is little discoverability in a SOAP API.
· XML – SOAP can only be configured to use XML formats. This means that it is heavily limited in the modern web environment which have many different dynamic client types, which in term would have to use a more complex data structure to match each individual SOAP endpoint.
4. GraphQL
	A) GraphQL – Graph Query Language differs from the two above listed API types by redefining how data should be requested from a database. It is a query language similar to SQL in that the client defines the exact data it requires from the API. 
	Because of this, endpoints can be condensed specifically to the data types they are intended to serve. They can then take in any field as part of the GraphQL request and simply select that field from the database sitting behind the API. An example of this is shown below: [image: A picture containing diagram

Description automatically generated]
Fig. 2 GraphQL query example [14]
	This data definition methodology relies heavily on data schemas being defined rigorously so that the graphing can simply map data together 
	B) Advantages – GraphQL has a number of industry described advantages as described below [15]. This list is not exhaustive:
· Data Defined Requests – GraphQL queries will only ever fetch the exact data they require. No additional data is fetched and hence heavily relies on the speed of the backend database
· Agile – A GraphQL API does not heavily need to be modified when client applications are changed, as the data handling is only done in the client. The API only has to check that the data that is requested exists, which it should as long as the client has been designed with the same original schemas.
· Simple – Once the data schemas are created, the API is simple to write and configure, as few endpoints are required, only really an ingress for data requests. 
· Microservicing – As a GraphQL API sits as a single instance, it fits well with modern microservice architecture. It is also able to communicate out to many different data stores as long as the data schema is mapped to detail what data sits where, and how the relationships are defined.
	C) Disadvantages 
· Complexity – Queries can become complex and have multiple levels which slows down the application as there is still reliance on the supporting databases
· Caching – Queries are not unique to each endpoint. This can make caching the data difficult in the client as each query will point to the same endpoint, but with different values.
· Rate limiting – This can be complicated to define for GraphQL endpoints.
5. Literature Review
	A concise literature review has been conducted to compare the three listed API types.
[16] compares REST and GraphQL APIs and measures their response time for various requests via JMeter. It finds that under load for the given system, GraphQL performed better than REST, however for large volumes of data, REST exhibited more performance.
[17] executed a similar investigation, however found that for their application, REST performed the best overall in terms of speed when compared to the amount of data processed.
[18] evaluates the use of REST and GraphQL as an intermediary step on top of a industry standard communication platform OPC UA. Their evaluation found that for singular data entries, REST outperformed GraphQL, however for all other uses, GraphQL was the successor. It should be noted that also, these frameworks were found to be less performant than simply using the original platform.
[19] again poses a similar experiment into the performance metrics of REST vs GraphQL. Their results differ in the fact they include hardware statistical evaluations. It was found that REST was more performant in response time for their application, however was significantly more costly on the hardware. They hence recommended that GraphQL would be the correct choice for their implementation.
All of the above indicate the benefits of both REST and GraphQL and detail the fact the exact implementation and use case for the system should be considered before choosing the type of API. E.g., [19] recommends that GraphQL is better suited to a rapidly changing client application, as is suggested by the benefits discussed in 4.B. 
[20] whilst slightly outdated does describe design considerations when choosing between SOAP and REST. It evaluates that vendors still do provide SOAP products which should be considered when designing a system. It also notes that ultimately it is a choice between developers to decide which they prefer. 
[21] finally investigates the performance of a SOAP and REST API when applied to a mobile computing scenario. It was found that the execution time was 200% slower for the SOAP API and 250% higher in energy consumption. 
	It should be noted that it would seem the benefits listed above, along with the research provided that the SOAP web services are simply not as effective as either REST or GraphQL, which are found to be situationally better than each other.
	Furthermore, GraphQL style data schemas can be implemented via REST APIs using similar data model tools such as JPA as part of Spring Boot.
Assignment video link: https://youtu.be/hh87wt81U98
References

[1] 	R. T. Fielding, "Architectural Styles and," University of California, Irvine, 2000.
[2] 	L. Gupta, "REST Architectural Constraints," 9 March 2022. [Online]. Available: https://restfulapi.net/rest-architectural-constraints/. [Accessed 10 November 2022].
[3] 	IBM, "HTTP requests," IBM, 13 10 2021. [Online]. Available: https://www.ibm.com/docs/en/cics-ts/5.3?topic=protocol-http-requests. [Accessed 10 11 2022].
[4] 	N/A, "https://www.torproject.org/," TOR Project, [Online]. Available: https://www.torproject.org/. [Accessed 10 11 2022].
[5] 	M. Fowler, "Richardson Maturity Model," 03 March 2010. [Online]. Available: https://martinfowler.com/articles/richardsonMaturityModel.html. [Accessed 10 11 2022].
[6] 	mailgun, "What is a RESTful API, how it works, advantages, and examples," 29 November 2021. [Online]. Available: https://www.mailgun.com/blog/it-and-engineering/restful-api/#chapter-5. [Accessed 11 November 2022].
[7] 	MuleSoft, "Top 3 benefits of REST APIs," 2022. [Online]. Available: https://www.mulesoft.com/resources/api/top-3-benefits-of-rest-apis. [Accessed 11 November 2022].
[8] 	OWASP, "REST Security Cheat Sheet," [Online]. Available: https://cheatsheetseries.owasp.org/cheatsheets/REST_Security_Cheat_Sheet.html. [Accessed 11 November 2022].
[9] 	G. Prasad, "What Are The Drawbacks Of REST," 03 May 2013. [Online]. Available: http://wisdomofganesh.blogspot.com/2013/05/what-are-drawbacks-of-rest.html. [Accessed 11 November 2022].
[10] 	R. George, "Are these valid disadvantages of a REST-ful API?," July 2015. [Online]. Available: https://stackoverflow.com/questions/31164701/are-these-valid-disadvantages-of-a-rest-ful-api. [Accessed 11 November 2022].
[11] 	Oracle, "Simple Object Access Protocol Overview," 2001. [Online]. Available: https://docs.oracle.com/cd/A97335_02/integrate.102/a90297/overview.htm. [Accessed 11 November 2022].
[12] 	Geekboots, "Advantages and disadvantages of RestAPI over SOAP," 22 April 2020. [Online]. Available: https://www.geekboots.com/story/advantages-and-disadvantages-of-restapi-over-soap. [Accessed 22 November 2022].
[13] 	CareerRide.com, "What is SOAP," 2016. [Online]. Available: https://www.careerride.com/SOAP-What-is-SOAP.aspx. [Accessed 11 November 2022].
[14] 	HOW TO GRAPHQL, "GraphQL is the better REST," [Online]. Available: https://www.howtographql.com/basics/1-graphql-is-the-better-rest/. [Accessed 12 November 2022].
[15] 	Java Point, "GraphQL Advantages and Disadvantages," 2021. [Online]. Available: https://www.javatpoint.com/graphql-advantages-and-disadvantages. [Accessed 11 November 2022].
[16] 	M. Mikuła and M. Dzieńkowski, "Comparison of REST and GraphQL web technology performance," Journal of Computer Sciences Institute, vol. 16, pp. 309-316, 2020. 
[17] 	M. Śliwa and B. Pańczyk, "Performance comparison of programming interfaces on the example of REST API, GraphQL and gRPC," Journal of Computer Sciences Institute, vol. 21, pp. 356-361, 2021. 
[18] 	R. Ala-Laurinaho, J. Mattila, J. Autiosalo, J. Hietala and H. Laaki, "Comparison of REST and GraphQL Interfaces for OPC UA," Computers, vol. 11, no. 5, 2022. 
[19] 	A. Lawi, B. L. E. Panggabean and T. Yoshida, "Evaluating GraphQL and REST API Services Performance in a Massive and Intensive Accessible Information System," Computers, vol. 10, no. 11, 2021. 
[20] 	M. M, J. Nickerson and S. K, "Developing web services choreography standards—the case of REST vs. SOAP," Decision Support Systems, vol. 40, no. 1, pp. 9-29, 2005. 
[21] 	A. Mushtaq, M. F. Zolkipli, J. M. Zain and S. Anwar, "Mobile Cloud Computing with SOAP and REST Web Services," Journal of Physics, vol. 1018, no. 1, 2018. 



 



image3.png
query {
User(id: “er3tgd39friw”) { &
name
posts {
title
}
followers(last: 3) {

name

}
}
¥

HTTP POST [@)

“posts”:
{ title: “Learn GraphQL today” }

1,
“followers™: [
{ name: “John" },
{ name: “Alice”
{ name: “saran”

I8

that the
/ the nested structure defined in the query.

& of the servers response follows preci





image1.png
Example 1-1 SOAP Request for Address Book Listing Service

<soap-ENV:

nvelope
ENV="http://schemas .xnlsoap.org/soap/envelope/”
‘http://waai.u3.0rg/1999/ XL Schema- instance”
‘http: //vaat.u3.org/1999/XIIL Schema">

"urn:unm-oracle-com: AddressBook”
ittp: //schemas . xnlsoap. org/soap/encoding/"
http://schemas .xnlsoap. org/soap/envelope/">
<nameToLookup xsi:type="xsd:string” xmlns:xsi

John B. Good

</nameToLookup>

</ns1:getaddressFrontiane>

</50aP-ENV:Body>

</SOAP-ENV: Envelope>

ittp://vaws.u3.0rg/1999 /XL Schena-instance”>
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