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1.Introduction
The research that will be carried out is to compare and analyse the IPV4 and IPV6 networks. This research will also cover the aims of the research and will detail the risks and limitations that come with this research.

2.Background

Internet protocol
 
The IP in IPv4 and IPv6 stands for internet protocol. This specifies the technical format of packets and the addressing scheme for computers to communicate over a network. Most networks will combine IP with a higher-level protocol which is TCP (transmission control protocol. This will establish a virtual connection between a destination and a source [1].

In internet protocol there is two IP connections, these connections are IPV4 an IPv6. The reason to analyse and compare both IP connections. Is that they are both used to create a network and to have the network operate at an efficient rate. 

Through comparing the two protocols the aim is to analyse both protocols and to analyse the strengths and weaknesses of IPv4 and IPv6. To carry out the comparison research will need to be made on both the IP networks. The research can greatly improve the comparisons and the analysis of both IP networks. 

Aims and Objectives

The research will compare the network performance of IPv4 and IPv6. The aim of this comparison is to see which network performs more efficiently.

Both networks have their strengths and weaknesses. For this comparison it will be important to compare how each network operates and which one is better suited for the networking world. The key aim of this research will be to look thoroughly into each network and discover which one is the better network.

An additional objective for this research is to finish the project and research within the allocated time. By having this objective this will help to keep organised with certain tasks and it can also help with any progress updates. As in order to complete this research a timeframe has been give and the research will be applied to this time frame.

To follow on with the objectives of this research proposal. Will be to keep this project as realistic as possible. So, by this it means to make sure that the project can be completed realistically with the sources required. For example, realistically this project can be completed via research on websites, books etc. so it is important to consider how this project can be completed realistically.


For a final objective of this project it would be important to monitor the progress report on the current research and project. By setting this as an objective it will help to store [progress that has been made on the project as well as help with analysing the state of the project. So, by analysing the progress of this proposal and project this can benefit the work. It can benefit by allowing an easy way to assess how far the work has come from the beginning as well as measuring how much the work has improved from the beginning to the end of the project.

Outcome
For all research projects it is important to consider the outcome of the research that is being conducted. For the outcome of this research that is being conducted the outcome that is aimed for is to determine whether IPv4 or IPv6 is the better protocol. Not only deciding which is the better network but to look over the analysis and to see the pros and cons of each network. As even though if one network proves to be more efficient than the other, then the comparison can be looked over to see what IPv4 and IPv6 offers as internet protocols. As having many choices in networking can be very beneficial for different situations.  This is due to that IPv4 and IPv6 will be similar but will have different pros and cons. Which can be important when deciding which protocol to use.  So, the overall outcome is to gather as. Much information as possible on each protocol and to analyse the two protocols.

Industry

The industry that this research takes place in will be the computing industry. This research does focus in the networking industry but as the computing industry is unable to operate without networking. This research can be considered to be involved in the whole of the computing industry.

The computing industry has always been growing and making advancements as time has passed. The importance of the computing industry in the modern world Is vital to humanity. This is due to the fact that almost every building in the modern world will have technology in the building

The reliance on the computer industry and technology has become so vital that computers can be used to save lives. The way computers have been used to save lives is by having them utilised in hospitals and doctor buildings. The way they are used is to gather information from the patient in the hospital. This information is vital to the doctors and nurses as this information can help gather critical information from the patient such as blood pressure, heart rate and so on. Another way is that once this information has been gathered. This information can then be stored on the patient’s data file. So, if any future problems were to occur then the hospital could refer to the patient’s previous health by looking up the patients stored information.



As well as hospitals computers are as equally as important to a normal home or to a business that is either thriving or a new start up business. So, computers have become so important that hospitals and business would find it very difficult to operate without computer system or without networking. Another bonus the computer industry has provided to the world is that business can operate and communicate with each other despite being located in separate countries. So, this also allows companies to expand in to different countries. 

As explained, it is clear to see that the computer industry holds a very critical place in the modern world and to humanity. As networking is what will keep the world connected and as explained can help businesses or to save lives. So, the computer industry is important to be analysed and to be monitored for any improvements or to spot any faults.

IPv4 and IPv6 as explained is two internet protocols that allows for devices to be connected to the internet via their addressing system. This is key for any computer systems that exist as this address is what provides the system with the access to the network. Without an assigned address the device cannot be identified and will have no access to the network. This would be very harmful to any business, hospital or any device. As a device that has no connection to the network has a very limited use. This is due to the fact that a device that is connected to the network can be used in so many different ways. For example research can be made on various topics or research that can help students with their education , help business expand and communicate over their network , help hospital to save lives or to assist a patient with any problem, to help the police keep the world safe by using devices that are connected to the network. 

There are many reasons for this research to be conducted in this industry. As IPv4 and IPv6 is very critical to the world and humanity. So, it is clear to see why the comparison will be taken seriously and will involve the computing industry. As Ipv4 and IPv6 is responsible for allowing devices to access and connect to the network via their addressing system.

In the computer industry the IPv4 and IPv6 comparison has been done before and has been done many times. So, there is gap for this topic, and it shows that this topic is considered interesting as many people have covered this topic. Even though this comparison has been done many times before, this will be used as an advantage which will be explained later on in research strategy. 










IPv4
Ipv4 is the fourth version of internet protocol IPV4 is used to identify devices on a network through an address system [1]. As well as being used for identifying devices IPV4 is also used for data communication over a wide variety of networks. IPv4 is a connectionless protocol used in packet switched layer networks [2]. 

The IPv4 protocol will assign the devices by a 32-bit address, this assigned address is what will be used to identify the devices that have been connected on an Ipv4 connection. By using the 32-bit address Ipv4 will run into a problem that there is a limit to the addresses that can be assigned [1]. So, this means that one day the IPv4 will run out of assigned addresses.  The reason that the IPv4 connection will run out of addresses is that any device that has been connected will automatically be assigned and address. The devices will be Computers, smartphones and games consoles [1]. These devices require an address to connect to a network.  Without an assigned address the device will not be able to connect to the network and will have to operate without a network connection.

The 32 bit address is assigned by five different classes A, B,C,D and E, Classes A to C has a different bit capacity for addressing the network host, class D is purely reserved for multicasting and Class E is reserved for future use [2].

Subnet mask
· Class A 255.0.0.0 /8
· Class B 255.255.0.0 /16
· Class C 255.255.255.0 /24
· Class D 255.255.255.255 /32 [2]

By assigning these classes this allows the IPv4 to assign addresses within these 4 classes as E is reserved for future use. The reason for these classes existing is so that the IPv4 can orderly assign the addresses and to limit the address capacity.

For example, with the Class B /16 subnet mask, the network address of 192.168.0.0 will be able to use the address range of 192.168.0.0 to 192.168.255.255. by operating in this range, the network host will be able to use any address within this range. The address that can’t be used is 192.168.255.255 as this address is reserved for broadcasting over the network [2].

By using the above example, it is clear that through the classes it greatly limits addresses that can be assigned to devices within a network. This limit capacity will be a weakness for the IPv4 network as there will come a time where no more addresses can be assigned to devices. Which will leave devices with no way to access the network. The maximum number of end users IPv4 can be assigned to is 232.

The design of IPv4 did not take any consideration into the current/future growth rates of the internet. In the modern world there has been a rapid development of devices that will operate on an internet connection. This has led to the IPv4 running out of addresses to be assigned. Due to the lack of consideration this has led to the creation of IPv6 which a newer and updated version of IPV4 is [3]. 

IPv6
IPv6 was designed to overtake IPv4 and to allow more address to be created [1]. Though this protocol will look to overtake IPv4 in the future it will also run alongside its predecessor. By having this new. Model created this will open a pathway for more addresses to be created and to be assigned to different devices. 

Whereas the IPv4 addressing will use the 32-bit addressing format. As explained previously the 32-bit addressing for the IPv4 has been proven to be limiting the amount of addresses that can be distributed. As the IPv6 is the upgrade of IPv4 making advancements and improvements over the IPv4 model. Ipv6 is using the 64-bit address system this will give address to an estimated 340 trillion devices which is way more than the 32-bit address could distribute [4].

The 64-bit address system will look to split the address into 8 different hexadecimal groups whereas the Ipv4 32-bit address will have 4 groups.

· IPv4 1.160.10.240 [1]
· IPv6 3ffe: 1900:4545:3:200: f8ff: fe21:67cf [1]

With the IPv6 method as this allows for various combinations of many different hexadecimal numbers and letters. This will open a gateway for more addresses to be created using different combinations. The important factor with the 64-bit address is that by having the ability for various combinations this would make it so that the combinations are endless, resulting in a lower chance of the IPv6 running out of addresses to assign. 

For the IPv6 model it has not only improved upon the address system, but the model has been designed to be a total improvement of the IPv4 model. The improvements that have been made is IPv6 can handle packets efficiently, performance has been improved as well as the increase on security features [4]. 

In terms of iPv6 being deployed, the first deployers where carrier networks and ISPs (internet service providers) within their network but mobile network companies are currently pushing the charge of deploying IPV6. An example company is T mobile USA has more than 90% of its network traffic passing through the IPv6 network, following closely behind T mobile USA in the IPv6 charge is Verizon their IPv6 traffic percentage is at 82.25%. whereas Comcast and AT&T has only 63% and 65% [4].

By these statistics it is noticeable that the Ipv6 protocol is still new, but it is already being implemented into companies’ networks. So, the push to overtake IPv4 is ever present, the companies would have acknowledged the improvements of the IPv6 model as they were quick to implement it.  




Compare

In the table below is a table that was retrieved from a website called Electronic design. This table contains details on both Ipv4 and IPv6 highlighting the features of both of the Network protocols. This table will be used as an example for the comparison that is being carried out. This table can be used for future use, but this table will only be used for example. By using this as a template. With the new found information then this template could be reviewed as a way to present the final comparison. This can also help as a way to present the comparison as well as produce new ideas. For example, this table highlights key features of both IPv4 and iPv6. To improve on this table with the information that has been gained. A brand-new set of tables can be made individually for both IPv4 and IPv6 as the article this table was involved in as create in 2012 which was 7 years ago. In that 7-year period this makes the table outdated but not unrealisable as it can be still be assessed. By creating new individual tables this would help with the comparison by researching if there are any new features introduced or if this table doesn’t include any of the features that have been found with the research. Once the individual tables have been created then another could be created directly comparing IPv4 and IPv6 advantages and disadvantages. The advantage and disadvantage table would be utilised by making the comparison easier and will make it so the comparison will not be time consuming. By creating the table and reducing time on comparison this would allow easier comparison by being able to directly gather information from advantages and disadvantages which will be used to create a report of the comparison.

IPv4/IPv6 Comparison
	 
	IPv4 
	IPv6 

	Address
	32 bits 
IPv4 1.160.10.240 [1]

	128 bits 
IPv6 3ffe: 1900:4545:3:200: f8ff: fe21:67cf [1]



	Packet size
	576 bytes required; fragmentation optional
	1280 bytes required without fragmentation

	Packet fragmentation
	Routers and sending hosts
	Sending hosts only

	Packet header
	Does not identify packet flow for QoS handling
	Contains Flow Label field that specifies packet flow for QoS handling

	
	Includes a checksum
	Does not include a checksum

	
	Includes options
up to 40 bytes
	Extension headers used for optional data

	DNS records
	Address (A) records,
maps host names
	Address (AAAA) records,
maps host names

	
	Pointer (PTR) records,
IN-ADDR.ARPA DNS domain
	Pointer (PTR) records,
IP6.ARPA DNS domain

	Address configuration
	Manual or via DHCP
	Stateless address autoconfiguration (SLAAC) using Internet Control Message Protocol version 6 (ICMPv6) or DHCPv6

	IP to MAC resolution
	broadcast ARP
	Multicast Neighbour Solicitation

	Local subnet group management
	Internet Group Management Protocol (IGMP)
	Multicast Listener Discovery (MLD)

	Broadcast
	Yes
	No

	Multicast
	Yes
	Yes

	IPSec
	optional, external
	required


[5]

3.Research methods

Philosophy

For this project an analyst approach will be taken. The reason this approach will be taken is to compare IPv4 and IPv6 via the research that has been carried out.  Once the research has been conducted and the information has been documented.  Then the documented information will need to be analysed to compare the two protocols. As well as taking the analyst approach this research will also be approached with an open mind. As both protocols will have their own benefits.  So, it would be important to approach with an open mind with no preference to either of the protocols being compared. As for example if this research was approached with a preference to the IPv6 protocol then this would hinder the comparison and would make it an unfair comparison towards the IPv4 protocol.

Strategy

The strategy for the research will be to document all findings. The documentation will be the key to store all the information that is being gathered. As this is a research proposal for a comparison then the information will need to be held and will need to be used.

The next part of the research strategy will be to analyse the documented information. Once the information has been gathered the information will then be used in the comparison of IPv4 and IPv6.  To gather the information a wide range of sources will be utilised, for example websites, books, reviews e.g. these are just examples of where the information can be sourced from.

The risks when using this strategy to gain the required information. This is a big risk as for example if an article was being analysed to gain information then this article needs to be written by a professional person, not only should the article be written by a professional person but there is also the risk of the article being outdated. So, if the article was written about IPv4 in the last 5 years then this can be considered reliable as IPv4 is the predecessor to IPv6 and has been around longer. 
Whereas when studying IPv6 more modern and up to date articles will be needed as Ipv6 is still new to some companies. This is due so that if false information was gathered then this could make the comparison an unfair one. Which will greatly hinder the project research.  

With this research proposal there is many other strategy considerations that can be used. For example, a questionnaire could be taken. The consideration with the questionnaire is that there may not be enough people with the knowledge about IPv6, but they may have the knowledge and understanding of   IPv4. So, the questionnaire will be looked over and considered. In order to execute the questionnaire efficiently the right people who understand networking will need to be given this questionnaire. As to make the comparison fair the people taking the questionnaire will need to understand both IPV4 and IPv6.

As mentioned about a questionnaire being considered. The types of questions would be having you worked with ipv4? have you worked with IPv6?  how would you describe the IPv6 connection when you studied it? these are just sample questions that could be involved in the questionnaire if it was produced. These types of questions are vital to the comparison as the questions would be aimed at networking people who understand IPv4 and IPv6. So, this information will be vital to gather as the answers would be coming from people who have worked on an IPv4 or Ipv6 connection or both of them. It is crucial that networking people are targeted for this questionnaire because as they are working in the networking world it is in their best interests to understand the IPv4 and IPv6 connection. 

To follow on from this comparison has been done before online.  The way this can be used beneficially for research strategy is that these comparisons can be viewed by searching this topic online. By reviewing the comparisons that have been carried out the results that these people have gathered can be assessed as this research is doing the same topic.  By being able to reference this information more knowledge can be learnt about each of the networking protocols.
















4.Risks and limitations

As the project selected is a comparison project there will be risks and limitations to the conducted research.  As stated in the aims and objectives section there is a risk and limitation with time constraint. Time constraint is both a risk and A limitation as timing can strain the research progress. It can stress the research progress by making it so that the required research will need to be completed within a time frame to complete the research. The risk with this is that there is an abundance of research. To be done to complete this project. As there is a lot of information then research can take up a lot of time. When research is taking up a lot of time this could hinder other parts of project. As time and effort will be focused on research.

As well as time constraint another risk could be the quantity of information that has been acquired. This is another risk because there isn’t way to decide if the individual has done enough research. The only way the individual can decide they have done enough research is by reviewing the information they have gathered. In time constraint situations some of the research work can be either false or unreliable information. So, it is important that time constraint is taken seriously when approaching this project. As well as time constraint it is vital that the right information has been gathered for the comparison.

When it comes to limitations there is a wide range of information on IPv4. As iPv4 has been around for a long time and is still being ran alongside iPv6. The limitation will lie with IPv6 as mentioned the IPv6 is the latest and upgraded version of IPv4. Which is looking to replace IPv4 in the networking world. so even though IPv6 is currently being utilised in some companies. This does not mean that there is as much information covering IPv6 when compared to IPv4. So, this could be a limitation to the comparison due to the lack of compared information.

5.Data evaluation

For data evaluation the data that has been collected will be used to compare IPv4 and IPv6. Once this data has been evaluated and analysed this will reveal a lot of information on both IPv4 and IPv6. By retrieving and evaluating the data the comparison can then be made fairly. The comparison is the prime aim of this research to compare which is better Ipv4 or IPv6. Once the comparison has been completed then the primary aim has been fulfilled. 

Additionally, to carry out data evaluation the aims and objectives will be reviewed once the sufficient data has been gathered. By looking at the aims and objectives this will operate as a task and tick box list. So, by having the aims and objectives to compare the data to this will help to make sure. That the research is staying on track with the tasks that have been carried out to complete the aims and objectives. As the aims and objectives are vital to the project once identified what the aims and objectives are. Then the tasks for the research shall follow the criteria to successfully complete all the aims and objectives that have been identified.


6.Resources and planning 

For this project the resources that will be required is a computer system. For this computer system to document the information, Microsoft word will be needed to help document all results. 

Gant chart

This gant chart will label the tasks that will be carried out over the whole project line from start to finish. This will be a very helpful tool in this project as this will assist with keeping track on progress and will also help with completing tasks within the timeframe each task has been allocated. Whereas if there was no gant chart created then it would be difficult to map out the project. 

	







7.Conclusion

To conclude this research proposal. The aims and objectives have been identified and will be aimed to meet as well as the aims and objectives the expected outcome was also identified. The outcome is what will be expected at the end of the research and the project completion.  The background of this topic and why this research is necessary and relevant, once the background was covered Ipv4 and iPv6 was covered briefly to show understanding on both internet protocols. Once this was completed then the research methods and planning were a task that had to completed with thoughts on how the research and the project will be completed. As well as identifying the research methods and strategy for planning the completion of the project. A gant was created that listed task that will be completed over the project’s timeline, even though this gant chart identified the tasks this gant chart also listed each task start and end date and the duration period between start and end date. The gant chart will greatly help manage the tasks and will also benefit to keep tasks be completed on time and within a time frame.
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