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[bookmark: _Toc130233824]VIRTUALISATION
Virtualisation is a concept that enables allows the user to create virtual resources in the cloud, including virtual networks, servers, storage devices. This technology transforms the physical hardware resources into the virtual ones making it more economical, scalable and efficient. It enables the division of a single computer's physical components (such as storage, memory, and processors) into various virtual computers[1]. 
The primary method of computing is being fastlyincorporated by virtualizations in the cloud computing. One of the significant advantages of virtualization is that it facilitates the sharing of software among few clients and organizations[2].
Hypervisor is the core idea behind virtualisation. The partitioning of the resources on the physical machine is done the hypervisor, which is used to operate the virtual machine[3].
Virtualisation is achieved by joining several levels of virtualization, such as physical, storage, network, and application virtualization. Users can manage and configure these tiers using the cloud software.
To begin the interaction with virtualisation, users transmit the requests for virtual resources using cloud software, which forwards the requests to the hypervisor. The hypervisor then assigns the user the desired number of resources after checking for available resources[3]. Fig. 1 shows the probable architecture of the same.
Few examples of virtualisation in cloud computing are Google Cloud’s Compute Engine, EC2 Service by Amazon Web Service, and Azure Virtual Machine by Microsoft Azure.
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Figure 1: Architecture for virtualization
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A virtual machine, usually abbreviated as VM, is a computer similar to a laptop, smartphone, or server. This system is usually equipped with discs for file storage, CPU,RAM, an internet connection if required. VMs are often considered to be software-defined computers or virtual computers within real servers, and exist solely as code, although the elements that make up a physical computer (commonly referred as hardware) are actual and physical[4].
VM is a kind of computer case which performs similar to a real computer. Usually such files are known as images. VM can work in a window as a distinct computing surrounding, frequently to run a completely different operating system or acts as the user's complete computer experience, as it is common on many user’s work systems. As the VM is partitioned off from rest of the computer system, the main operating system of the host computer cannot be affected by the software’s running inside a virtual machine[5].
The term virtual machine can also be referred to as a virtual server, ora virtual server instance (usually referred to as VSI), or a virtual private server.
Virtual machines offer a number of benefits, which are as follows[6]:
· Multiple Virtual Machines can operate on one physical machine, significantly reducing the need to buy a new server each time a different OS is required.
· By adding extra physical or virtual servers and distributing the workload among several VMs, VMs make it easier to scale the applications, resulting in the improvement of speed and accessibility.
· VMs could be moved around the physical computer of the network as needed. As of which, workloads may be allocated among servers with extra processing capability. In the hybrid cloud scenarios, where the computing resources are shared between the cloud service provider and the data centre, virtual machines can also migrate between cloud environments, and on-premises.
· Due to the fact that VM functions under several operating systems, having a guest system on a virtual machine helps the user to run a software with ambiguous security, and at the same time protecting the host operating system. Quite better security forensic results are possible through the use of VMs, which are usually used to research the computer viruses securely while separating them from their respective host computers.
· Creating a virtual machine is quicker and simpler than installing an operating system on a physical server as virtual machine may be cloned with an operating system already installed. Software testers and developers establish new environment to fulfil the tasks as and when required.
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Organizations may access their crucial data with the help of cloud computing from multiple locations by just having an internet connection. As a result, personnel are no longer confined to their working hours or their office and can work from anywhere, that is, from restaurants, or home, or beach, or even their automobiles. The term "cloud computing" can be used for a variety of services, including backup, storage, software, and hosting services, but the goal has always been the same: limitless, on-demand accessibility to data.
Organizations may benefit significantly from working in the cloud, including improved collaboration, quick turnaround, and simple access. Yet, security issues and limited customization choices are pitfalls of cloud computing[7].
Cloud computing services include data storage as well as useful applications like accounting software, remote desktop hosting, and customer support software. These services can be categorized further into different models having various benefits[8]:
· Infrastructure as a service (IaaS): IaaS enables users to rent the IT infrastructure from a cloud platform, often on a pay-as-you-go basis, including virtual machines, servers, networks, and storage. IaaS services allow the small organisations to take advantage from configurations that serve to various workload requirements. Microsoft Azure and Amazon Web Services are two popular examples of IaaS.
· Platform as a service (PaaS): PaaS is said to be the third and most complicated layer of cloud computing. Platform-as-a-service is a group of cloud-based services that let organisations create and maintain different applications efficiently and quickly without the need for the on-site infrastructure frequently required for app development. Platforms like Salesforce.com and Heroku are part of this strategy.
· Software as a service (SaaS): Software-as-a-service allow consumers to access applications online. SaaS can be accessed using a web browser, a desktop client, or an API that is incorporated into the mobile operating system or user's desktop. SaaS applications permit the employees to work on the specialised computer programmes, take important files, and co-operate on projects. Users of software-as-a-service often have to pay a yearly or monthly membership fee. Google Workspace and Microsoft Office 365 are two examples of SaaS.
Table 1 shows the comparison of the three services.
Table 1: Comparison of IaaS, PaaS and SaaS
	Comparison Basis
	IaaS
	PaaS
	SaaS

	Use
	Give cloud based services
	Hardware & Software available over Internet
	Available through third party

	Users
	Network Architects
	Developers
	End Users

	Model
	Gives virtual computing resources through Internet
	Gives tools required for developing an application
	Service model to host software and makes it available for clients

	Technicality
	Requires technical knowledge
	Basic knowledge required to setup
	No requirement to learn the technicalities

	Usage
	Used to skilled developers
	Used by mid – level developers
	Used by entertainment users

	Flexibility & Scalability
	Both, highly scalable and flexible.
	Only highly scalable for various business requirements according to resources
	High scalability for mid and small enterprises
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High availability systems are quite reliable and continue operation even though critical components might fail. They have high resilience.
Use of RDS gives a high availability in conjunction with the Multi Availability Zone deployment. Thus, RDS would automatically provision a database replica in a different zone of availability. In case the main database is down, the users would automatically be redirected to the other zone of availability[9]. This paradigm is shown in Fig. 2.
[image: Multi-AZ database deployment]
Figure 2: Employing Availability Zones, Regions and Resource Groups for higher uptimes
In case of no cost limit, redundancy should be introduced to ensure high uptimes. Redundancy introduction and its affect on uptime can be explained using the Fig. 3, where a clear demarcation among the two scenarios is visible. To ensure a higher uptime, this redundancy can be expanded to different tiers, which is seen in Fig. 4[10].
To prevent, this under certain limits, the redundancy can be limited based on the requirement and a lower uptime can be considered[11]. The Fig. 3 and Fig. 4 shows the probable calculations.

[image: ]
Figure 3: Comparison of uptimes with different redundancy levels
[image: ]
Figure 4: Expansion of redundancy to different tiers for even higher uptimes
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[bookmark: _Toc130233829]AUTHENTICATION
A security process ensuring the identity of users is known as authentication. Typically, this is started by entering a login and password. In addition, the website may provide a one-time password (OTP) to further verify that the individual attempting to sign in is legitimate. In some circumstances, multi-factor authentication is deployed in order to maintain increased security[12]. 
[bookmark: _Toc130233830]AUTHORIZATION
Granting a user permission to access a certain file or acode or a certain level of data is the process of authorising access with respect to system security. The term “authorization” is frequently used interchangeably with access control or client’s privilege. An excellent example of authorisation is allowing someone to download a particular file from the server or granting specific people admin access to the app[12].
Authorization is always done after authentication in safer contexts. A company’s administrator team must first ensure that the employees are who they say they are before giving them the access to the required resources or files.
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Table 2 shows the difference between the terms authentication and authorization.
Table 2: Difference between Authentication & Authorization
	Parameter
	Authentication
	Authorization

	Purpose
	Verification of Credentials
	Granting/Denying Access

	Verification/ Validation
	User verification
	User Validation

	Working
	User logs in to the system via password Or OTP 
	Security team grants or deny the access of information

	User Visibility 
	Partially
	No

	Transmission of Information
	Information is transmitted through ID tokens
	Information is transmitted through access tokens

	Techniques
	Some common authentication techniques used are: 
Password based authentication
Two factor authentication or Multi-factor authentication
Single sign on (SSO)
	Authorization techniques popularly used are: 
JSON web token authorization
Open ID authorization
Role-based access control
O Auth 2.0 authorization

	User Control
	User can change the password as and when required
	User does not have the control to change the level of access provided to them
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Multi-factor authentication is used to ensure whether the user's identity is real or not. A user must provide more than one criterion, or proof, to be authenticated. Adding an extra layer of authentication factor in order to enhance the security is one of the main objectives of multi-factor authentication. A well-planned MFA approach aims to hit a balance between the security and the user convenience[13]. 
Minimum of two of the below three credentials are required in MFA[13]:
· User-generated information, such as a password or PIN
· User-owned items like a smart card or smartphone
· User-identifiable traits like voice recognition or fingerprints
MFA has two subsets: 2FA and 3FA. The procedure is known as two-factor authentication if two types of authentications are employed (2FA). Three-factor authentication, or 3FA, is the name given to the technique if three are utilised. 
For instance, user must input a password along with the fingerprint scanned in order to open their phone.
MFA may be used to provide single sign-on (SSO) authentication, which many users find convenient. Users are authenticated with SSO before being granted access to all applications linked to their account. It does away with the necessity for many passwords, but the security risk is larger. In addition to offering ease, configuring MFA to permit a comparable choice improves security.
This security feature is provided by several service providers and other vendors so that you may further secure your gadgets and account information.
[bookmark: _Toc130233833]BENEFITS OF MUTLI-FACTOR AUTHENTICATION
Given the reality of the secured environment and legislation in action today, a number of organizations have implemented multi-factor authentication.
MFA will only become more common as more complicated security rules are required by compliance requirements like NIST and GDPR. Yet, considering how easy it is to implement and the security it offers, all the teams and employees stand to benefit from this.
· Organizations must reduce the risk; hence the reason MFA is rapidly increasing. This flawless authenticated solution is important in a world where identity harvesting is a continuous danger and more than 80% of accounts hijacking incidents are brought on by stolen or insecure passwords. Through MFA, access is given based on numerous criteria, lowering down the possibility that passcodes would be stolen. It offers a high level of protection compared to the destructive assaults that may cost organizations millions of dollars[14].
· Companies need extremely complex MFA resolutions to handle more complicated access requests as the workplace grows and a lot of employees work outside the office premises. Whenever a user requests the access to a software or an information, adaptive multi-factor authentication, nothing like traditional multi-factor authentication, evaluates the risk the user poses by taking into consideration the context-relevant information like the user's location and device [14].
· As many passwords as a person needs to remember, the worse their remembering habits become. Passwords are very difficult to remember. Also, it's important to refrain from burdening the administration personnel with passcode resets once they've applied strict password regulations in order to safeguard the organization[14].
MFA protects the personnel who use them, and the equipment they are using without any need for time taking resets or complex procedures. By providing consumers a numerous range of options or just demanding extra criteria, whenever necessary, organisations may also make these things easier for users.
With the straightforward implementation and maintenance along with its connection with an extensive variety of applications of multi-factor authentication, IT staff are freed up, can even utilize this time on other important tasks.
[bookmark: _Toc130233834]LEAST PRIVILEGE PERMISSIONS
The principle of least privilege (PoLP) is a concept through which it is ensured that a particular user has access to specified data, resources and applications, required for completion of their responsibilities or tasks[15].
Through application of this principle, the attack surface is minimized. This reduces the areas for a malicious user to use the access to the privileged data and thus perform an attack. Through least privilege permissions, the administrative rights and the superuser rights are protected. The movement of malware is reduced since the users will not be allowed to install unknown and unauthorized software. The movement of the network laterally is also stopped, through which the attack could be done on other devices connected as the malware entry is limited. The performance of operations is improved because the system downtime is reduced which could be a result of the breach, spread of malware or due to incompatibility issues among the applications. There is a protection of the system against the human error which could be a result of the negligence[15].
[bookmark: _Toc130233835]NETWORK SECURITY GROUPS
Network security group has certain security rules which either allow or deny the flow of traffic, either, inwards or outwards from the various sources of networks.
Through network security groups, there is complete control over the inbound and the outbound traffic. There is possibility to manage access for various resources such as virtual machines, load balancers, etc. by creating rules which could filter out the traffic using IP address, protocol, port etc. NSGs prevent unauthorized access through blocking of unwanted traffic, therefore, assisting in defending of the resources against the unauthorized access and other actions. In a NSG it is possible to define granular security policy for particular subnets or virtual machines, thereby, increasing the level of security. NSGs are highly scalable and could be used on a lot of virtual networks and could adapt changes in the network. To provide higher security and for central administration, NSG automation can be used and linked to other cloud services[15].
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Bastions are able to give a secured access for RDP and SSH connections to every virtual machine in the network that is created. Through the use of Bastion, the virtual machines are protected from exposure of RDP/SSH ports to the external users, thus, giving a secured access to them[16].
A key benefit of bastion is that it adopts a cloud type of architecture. Because of this there is prevention for O&M to create interruption due to single points of failure. Through this there is a high performance, maturity and high security of the assets. Bastion gives a reliable and secured O&M capability. This helps running of efficient and smooth O&M on operating systems while giving full audit record. Moreover, central management is also made possible under certain circumstances. Bastion gives the provision of global deployment and supports two factor authentication. Its dual engine architecture is an added advantage that ensures higher stability. Another major advantage is the ease of use of bastion and ease of upgradation[17].
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