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[bookmark: _Toc236082039]Abstract
The increasing adoption of cloud computing, hybrid working and AI has significantly expanded the modern cybersecurity threat landscape, making traditional perimeter-based security approaches less effective. This report critically examines the implementation of Zero Trust Architecture (ZTA) as a security strategy designed to address these challenges through continuous verification, least privilege access and continuous monitoring. The research evaluates key principles, technological enablers and implementation challenges associated with ZTA. This includes Identity and Access Management (IAM), Zero Trust Network Access (ZTNA), micro-segmentation and Secure Access Service Edge (SASE). The report applies these findings to a CISO proposal for Aegis FinTech outlining security governance, regulatory compliance with GDPR and DORA, risk management and a 12-month implementation roadmap. The findings demonstrate that ZTA can significantly strengthen organisation resilience if implemented correctly when supported by continuous improvement, effective governance and appropriate security controls.
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Introduction
The rapid increase in cloud computing, hybrid working and artificial intelligence (AI) has significantly increased the complexity of modern organisational environments. Therefore, traditional perimeter-based security models which assume that users and devices operating within an internal network can be trusted have become inadequate for protecting data. Organisations must now adopt modern security approaches capable of continuously monitoring activity, identifying any threats and responding quickly and efficiently to any security incidents. [1]
The following report examines the implementation of Zero Trust Architecture (ZTA) as an approach to address all of the above challenges. It identified its core principles, and how they would help an organisation reduce the likelihood and impacts of cyber-attacks, alongside the technological enablers required in order to implement an effective ZTA. The report also critically evaluates the benefits, limitations and challenges associated with implementing ZTA, including financial costs, technical complexity, legacy system integration and potential impacts on user productivity.  Rather than presenting Zero Trust as a single solution, the report considers it as a long-term strategy requiring continuous monitoring, effective governance and ongoing investment. It further examines how technologies such as Identity and Access Management (IAM), Multi-factor Authentication (MFA), Zero Trust Network Access (ZTNA), micro-segmentation, Security Information and Event Management (SIEM) and Secure Access Service Edge (SASE) can support the implementation of Zero Trust principles.
A critical evaluation will follow where ZTA is evaluated based on its benefits and potential challenges. Despite there being a number of challenges to implementation, it concluded that its principles can significantly strengthen an organisation’s security posture by reducing excessive access, limiting lateral movement and the improvement of suspicious activity detection. However, the effectiveness of the architecture depends on accurate configuration, strong governance and regular policy reviews. Therefore, ZTA should be considered a risk reduction strategy rather than a complete replacement.
Following this, a case study is completed through the development of a practical project proposal for Aegis FinTech preparing to expand its services into the European Union (EU). The proposal applies the findings from the ZTA research completed in task 1 and applied this in real world context and outlines the establishment of a dedicated Information Security Unit. It includes recommendations for organisational design, policy development, regulatory compliance, technical security architecture and business continuity. A 12-month roadmap is proposed to provide a phased approach towards implementing the ZTA and strengthen the organisations overall cyber security.
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[bookmark: _Toc236082041]Task 1 – Implementing a Zero Trust Architecture
As cyber attackers employ more advanced techniques, organisations must implement dynamic security controls supported by ongoing monitoring to effectively mitigate risks. Research suggests that Zero Trust Architecture (ZTA) is well-suited to addressing this challenge because it operates on the “Never Trust, Always Verify” ensuring that every user, device and application is continuously authenticated and authorised before access is granted. [2]
ZTA is especially effective within modern IT environments as most often depend upon cloud platforms, software as a service (SaaS) applications, bring your own device (BYOD) policies, mobile device, internet of things (IoT) devices and hybrid working policies. As organisational data and services have become increasingly distributed across cloud-hosted resources such as Microsoft 365, Azure and other SaaS platforms, relying on network-based security controls to protect these resources becoming less effective. The ZTA allows for these resources to be authenticated and validated based on their user identity, device used, device location rather than assuming trust based on network location.
The widespread use of BYOD and mobile devices introduces additional security challenges as personal devices such as smartphones and tablets may not meet organisational security standards. Zero Trust mitigates these risks through constant device verification, MFA and conditional access policies ensuring that only compliant and trusted devices can access sensitive information. [3]
In addition, the growing number of IoT devices being used significantly expands the attack surface available to threat actors. Many IoT devices have limited built in security features, making them targets for cyber-attacks. Zero Trust reduces this risk by enforcing strict segmentation, continuously monitoring device activity and restricting device access to only the resource they require. [4]
Similarly, hybrid working environments require employees to access corporate resources securely from a variety of locations and networks. Zero Trust provides consistent protection regardless of where users are working, eliminating the assumption that users connecting from within the corporate network are inherently trustworthy. By continuously monitoring access requests and enforcing least-privilege access principles, ZTA delivers a flexible, scalable and adaptive security model that aligns with the demands of modern organisations. [5]
[bookmark: _Toc236082042]Modern Cybersecurity Threats
Modern cybersecurity threats are becoming increasingly more dangerous as organisations rely more on technology and digital systems. Cyber attackers are continuously developing new methods to exploit weaknesses and are beginning to user smarter, automated and more advanced tools such as Artificial Intelligence (AI) to carry out attacks that are more difficult to detect and prevent. This further highlights the importance of implementing mitigation measures such as ZTA.  
Ransomware is one of the most serious threats that organisations face daily. It involves attackers deploying malware to a device which encrypts files and systems preventing access until a ransom is paid. Attackers tend to steal sensitive data prior to encrypting the data and threaten to release this data to the public if the ransom is not paid quickly, further putting pressure on the business. [6] Zero Trust can limit the impact of ransomware by restricting lateral movement applying least privilege access and continuously monitoring users and devices. However, ZTA does not prevent ransomware completely. If an attacker compromises an account and successfully satisfies authentication requirements, additional controls such as endpoint detection, behavioural analytics and network segmentation are still required. [7]
Insider threats are yet another major risk to an organisation. These occur when employees, contractors or other trusted individuals misuse their access to systems and information deliberately or accidentally leading to data breaches, unauthorised disclosure of sensitive information, financial loss and operational disruption. As these individuals already have authorised access to the system, it is very difficult to track and prevent. [8] Continuous monitoring can help identify unnatural behaviour, but excessive monitoring may create privacy concerns and employee resistance. 
Supply chain attacks target trusted third-party suppliers or software to gain access to larger organisations and businesses. By compromising a supplier, attackers are able to spread malware and gain unauthorised access to multiple organisations through the one supplier. This can lead to the attackers obtaining confidential information, credentials and could potentially lead to ransomware further costing companies money and their reputation. [9] 
Phishing is fast becoming one of the most common cyber threats especially with the use of AI. It uses fraudulent emails, messages or websites to deceive users into revealing personal information, credentials or downloading malicious software. Modern phishing attacks are becoming increasingly convincing, often using personalised messages and realistic content. This often leads to credential theft which allows attackers to gain unauthorised access to systems. [10] A ZTA would also implement multi-factor authentication. MFA itself is not completely immune to attacks where attackers use token theft or social engineering but can significantly reduce the likelihood of them breaching the system. [11]
[bookmark: _Toc236082043]Core Principles
The core principles of a ZTA are aligned with the concept that no device, network or user is automatically verified. The ZTA operates on a “Never Trust, Always Verify” basis. [2] This means that every user access request must be authenticated and authorised regardless of if the user is domain joined or not. 
The ZTA separates networks into smaller, isolated segments and applies specific user access controls to each one. Rather than allowing users access across the entire network, it restricts access to only the systems they require.  Users will be given least privilege access which means that they will receive the minimum level of access required in order to carry out their role. This limits the amount of potential damage if an account is compromised. The security system that is implemented by an organisation should be limiting any lateral movement and containing all threats in the event there is a breach. [12]
Continuous authentication is one of the main core principles of the ZTA because users and devices are not trusted indefinitely after their initial login. Access is continuously monitored and reassessed based on factors such as user behaviour, device security, location and the sensitivity of the data requested. Where a user’s assessed risk profile changes such as through the detection of suspicious behaviour or the compromise of an associated device, access and privileges may be restricted or revoked. [13] This allows organisations to react more efficiently and effectively to any potential threats and prevents any unauthorised access to sensitive information.
[bookmark: _Toc236082044]Technological Enablers
Technological enablers are fundamental to the implementation of a ZTA as they provide the technical capabilities required to enforce continuous verification, grant specific access controls and real time security monitoring. Key technological enablers include multi-factor authentication (MFA), micro-segmentation, Zero Trust Network Access (ZTNA), endpoint detection and response (EDR) and security information and event management (SIEM).
ZTNA is extremely useful as it can replace an organisations Virtual Private Network (VPN) solution by providing application specific access rather than granting users full access to an entire network once they have connected. This approach aligns more closely with the ZTA principle of least privilege as users are only granted access to what they need based on their role. Access decisions can also be monitored and checked more closely based off the user’s behaviour, device and location rather than the user just connecting to a VPN. [14]
The successful implementation is not solely dependent on this, however. Effective governance plays a huge role in ensuring that the policies, responsibilities and processes required by an organisation are clearly defined, effectively implemented and consistently maintained to support the successful adoption of a ZTA. Governance should define access policies, data protection requirements, risk management responsibilities and compliance obligations whilst also ensuring that security controls are reviewed and regulated regularly. 
Secure Access Service Edge (SASE) is another important technological enabler of Zero Trust because it combines networking and security capabilities through cloud-based services. It can incorporate technologies such as ZTNA, secure web gateways and firewall-as-a-service, allowing security controls to be applied closer to users and devices regardless of their location. This is particularly beneficial to organisations that are reliant on cloud-based and hybrid environments. [15]
Identity and Access Management (IAM) is yet another technological enabler of ZTA as it provides the foundations for managing user’s identities, devices and access controls. The IAM systems allow for organisations to verify who the user is and grant access based on their roles. However, IAM systems must be maintained and updated on a regular basis as outdated permissions could cause vulnerabilities within the system and would then undermine the benefits of Zero Trust. [16]
Cloud Security Posture Management (CSPM) is another technological enabler of ZTA as it provides continuous visibility and monitoring of an organisation’s cloud infrastructure. CSPM tools can identify security misconfigurations, excessive permissions and potential compliance violations that could increase organisation’s vulnerability to cyberattacks. This supports the principles of Zero Trust by ensuring that cloud environments are continuously assessed rather than being assumed to be secure after their initial deployment. However, similarly to all technological enablers, the CSPM tools must be configured and maintained effectively as inaccurate security policies or failure to address identified vulnerabilities could reduce the effectiveness and leave weaknesses within the cloud environment. [17]
[bookmark: _Toc236082045]Challenges of Implementation
Despite the numerous benefits associated with implementing a ZTA, there are several significant challenges that an organisation may face. One of the first challenges an organisation may face is the high startup costs for setting up a ZTA. Organisations often must invest in new security technologies such as Identity and Access (IAM) solutions, multi-factor authentication (MFA), security monitoring tools and network segmentation. Staff may also require further specialised training to carry out their roles effectively and manage the new security framework which increases the costs of implementation more. 
Another challenge of implementation of the ZTA is the complexity. Many organisations rely on legacy systems and applications that were not designed to operate within a Zero Trust environment. Integrating these systems with modern security controls can be difficult and time-consuming, often requiring significant changes to existing infrastructure. For larger organisations, implementing a ZTA across all departments, devices, users and applications can be a complex and lengthy process that requires extensive planning and ongoing management. 
The user’s experience and productivity could be significantly reduced if Zero Trust controls are not implemented correctly. Due to ZTA requiring constant verification and validity, employees may be required to complete additional authentication steps to access these resources. Whilst these controls improve security massively, it can sometimes cause frustration among users and lead to reduced efficiency if security measures are perceived as overly restrictive. 
Moreover, Zero Trust is not a one-time solution and requires continuous monitoring, maintenance and updates. Cyber threats are constantly evolving and organisations must regularly review access permissions, monitor user behaviour and update security controls in order to remain effective. This creates an ongoing administrative burden and requires dedicated security personnel to manage the environment successfully. [18]
[bookmark: _Toc236082046]Critical Evaluation
Implementing a ZTA can significantly improve an organisations security posture. However, its effectiveness must be evaluated against the financial, technical and operational challenges associated with implementation. ZTA should not be viewed a single solution that eliminates cyber risk but as a long-term security strategy that requires continuous investment, governance and maintenance.
One of the main advantages of ZTA is that it provides stronger protection for modern IT environments. Traditional perimeter-based security measures assume that users and devices inside the network can be trusted which is increasingly ineffective due to cloud services, hybrid working and mobile devices. ZTA removes this assumption by continuously verifying users and devices before access is granted. This allows access decisions to be based on factors such as identity, device security, location and behaviour, providing a safer security approach.
ZTA can also reduce the potential impact of successful cyberattacks by applying least privilege access and network segmentation. Users and devices are only provided access to the resources required to the role, reducing the attacks surface and limiting lateral movement. This is particularly beneficial against threats such as ransomware, where attackers often attempt to move across a network after compromising an account or device. However, the effectiveness of these controls depend on accurate access policies and regular reviews. Poorly configured permissions could reduce the security benefits of ZTA and potentially create new vulnerabilities. Also, poorly maintained policies may create excessive access permissions, meaning that ZTA does not automatically eliminate lateral movement. 
Another significant benefit is improved security for remote and hybrid working. Zero Trust Network Access (ZTNA) can replace the traditional VPN approaches by providing access to specific applications rather than granting users full access to the entire network. This supports least privilege and is more suitable for modern cloud-based environments. However, ZTNA must be implemented alongside identify management, endpoint security and monitoring technologies to provide effective protection.
Despite these benefits, implementation can be costly and technically complex. Organisations may need to invest in IAM, MFA, ZTNA, endpoint detection and SIEM. Legacy systems may also be difficult to integrate modern security controls, potentially causing disruption and requiring significant planning. These costs may be particularly challenging for smaller organisations, although they should be balanced against the potential financial and reputational damage caused by a cyberattack. 
User experience is another important consideration. Constant authentication requirements may frustrate employees and negatively impact productivity if controls are implemented unnecessarily. This could even encourage users to bypass security measures. 

	Advantages
	Disadvantages 

	Improved Security 
	Complex Implementation

	Reduced Attack Surface
	Higher startup costs

	Improved security for remote/hybrid working
	User frustration

	Enhanced Monitoring 
	Increased admin overhead

	Improved Compliance
	Performance decline

	Protection against insider threats
	Ongoing maintenance

	Better cloud security 
	



Overall, the benefits of ZTA generally outweigh its disadvantages when it is implemented appropriately. It can limit lateral movement, improve monitoring and strengthen security for cloud and remote environments. However, ZTA is not a one-time solution. The benefits are reliant on constant detailed monitoring, regular policy reviews, effective governance, user awareness and investment. Therefore, ZTA should be viewed as a risk-reduction strategy rather than a complete replacement for endpoint protection, user awareness and incident response.
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[bookmark: _Toc236082048]Executive Summary 
Aegis FinTech Innovations Ltd. is a London-based company developing an AI-powered analytics platform. The company have recently been granted series B funding of which they plan to expand into the European Union (EU). The board of directors are concerned that this growth will lead to an increase in cyberattacks, operational disruptions and financial struggles. It is thought that the company will be the target of ransomware attacks, supply chain attacks, cloud-based threats and data breaches. There is also concerns regarding General Data Protection Regulation (GDPR) and Digital Operations Resilience Act (DORA). Due to their expansion, they are required to demonstrate effective compliance.
The following proposal outlines a strategy for establishing an information security unit that is responsible for securing Aegis FinTech’s assets, maintaining regulatory compliance, to GDPR and Dora, and supporting the company’s future growth. The proposal aligns with the research completed in task 1 which critically evaluated the implementation of a Zero Trust Architecture (ZTA) as a modern approach to address and mitigate any risks or threats. The research concluded that traditional perimeter-based security has become obsolete due to the increase in hybrid working, cloud-based software and mobile devices. As a result of this, this proposal highlights the Zero Trust principles, which will be implemented, including continuous verification, least-privilege access and continuous monitoring. 
The Chief Information Security Officer (CISO) will design a clear organisational structure containing specialist roles required to manage the security risks posed towards Aegis FinTech. Some of these roles include:
· Cloud Security Architect 
· DevSecOps Engineer
· Security Operations Personnel
· Data Protection Officer
These roles will ensure that security is integrated into cloud infrastructure, software development, data protection and day to day operations. This unit will also work closely with other departments such as the legal and compliance teams to ensure that the security decisions support the organisations wider strategic objectives.
A policy framework will be introduced to address the key risks identified through the task 1 research. This will include the creation of the policies regarding the secure use of AI and cloud services, hybrid working and third party and cloud vendor risk management. These policies will establish clear responsibilities, security requirements and risk management processes while supporting the principles of least privilege, continuous verification and continuous monitoring. Attention will be given to third party suppliers due to the potential for supply chain compromises. 
The proposal also establishes a regulatory compliance roadmap to support Aegis FinTech’s planned expansion into the EU. This will focus on GDPR requirements and DORA requirements and how they can be aligned with the organisations security strategy, ensuring that regulatory obligations are met whilst strengthening data protection, operational resilience and overall cyber security. The implementation that is put in place will be an ongoing project supported by constant monitoring, review and governance rather than as a one-time fix.
Technically, the proposal recommends a ZTA which is supported by recognised frameworks such as NIST CSF 2.0. Some of the key technologies used for the ZTA include:
· Identity and Access Management (IAM)
· Multi-factor Authentication (MFA)
· Zero Trust Network Access (ZTNA)
· Micro-segmentation
· Security Access Service Edge (SASE)
· Security Information and Event Management (SIEM)
These controls will improve visibility, monitoring and restrict unauthorised access, reduce the potential for lateral movement and support the early containment of cyber threats. 
A strategic risk assessment will be undertaken to identify and evaluate relevant risks based on their likelihood, potential impact and risk level. Each identified risk will be accompanied by a brief description of and appropriate mitigation measures designed to reduce its potential impact and likelihood of occurrence.
A comprehensive incident response plan and business continuity plan will be developed to ensure Aegis FinTech can effectively respond to contain and recover from cyberattacks. Disaster Recovery plans will also be outlined in the case there is a system outage.
Strong governance will support the implementation of the ZTA. A 12-month strategic roadmap will priorities the risks identified in task 1 during the initial stages of implementation, followed by a detailed plan on how the proposal can be carried out. It is vital that the roadmap is to ensure that there is full compliance with both GDPR and DORA.
[bookmark: _Toc236082049]Organisational Design and Resourcing 
The image shown below demonstrates the structure of Aegis FinTech.
[image: ]Figure 1 – Organisational Structure for Aegis FinTech [19]
[bookmark: _Toc236082050]Chief Information Security Officer (CISO)
The Chief Information Security Officer (CISO) is responsible for overseeing an organisations overall information security strategy and ensuring its assets, data and systems are adequately protect from cyber threats. The CISO works closely with senior management to identify security risks, develop appropriate policies and implement technical and organisational controls to reduce these risks. The role also involves ensuring regulatory compliance to GDPR and DORA alongside supporting business continuity and promoting a strong security culture across the organisation. [20] Within Aegis FinTech, the CISO is responsible for developing and leading the Information Security Unit and ensuring that cybersecurity supports the organisation’s growth, regulatory requirements and business objectives. 
[bookmark: _Toc236082051]Data Protection Officer
The Data Protection Officer (DPO) is responsible for overseeing the organisation’s compliance with data protection legislation and ensuring that personal data is processed lawfully, fairly and securely. The DPO provides guidance on data protection requirements, monitors compliance and is a point of contact for data subjects and relevant regulatory authorities. [21] Within Aegis FinTech, the DPO would work closely with both the board of directors and the CISO to ensure that cybersecurity controls support GDPR compliance and protect sensitive customer and organisational data. 
[bookmark: _Toc236082052]Risk and Compliance Manager
The Risk and Compliance Manager is responsible for identifying, assessing and managing the organisation’s operational, cybersecurity and regulatory risks. They ensure that appropriate controls, policies and procedures are implemented to reduce identified risks and that the organisation remains compliant with relevant laws and regulations. Within Aegis FinTech, the Risk and Compliance Manager would work closely with CISO to monitor risks, support GDPR and DORA compliance and report significant risks and compliance issues to both the DPO and board of directors.
[bookmark: _Toc236082053]Operation and Incident Response Manager
This role is responsible for coordinating the organisation’s day-to-day security operations and managing the response to cybersecurity incidents. Within Aegis FinTech, this role would work closely with the monitoring executive and CISO to respond to threats such as ransomware, data breaches and unauthorised access while ensuring that incidents are well documented.
[bookmark: _Toc236082054]Cloud Security Architect 
The Cloud Security Architect is responsible for designing and maintaining secure cloud infrastructure and ensuring that cloud services are protected against cyber threats. They develop security architects, implement controls such as identity management, encryption, network segmentation and cloud monitoring. [22] Within Aegis FinTech, the cloud security architect would be important for protecting the organisation’s AI powered financial analytics platform and ensuring that cloud services are securely configured in line with Zero Trust principles. 
[bookmark: _Toc236082055]Monitoring Executive
The Monitoring Executive is responsible for overseeing the organisation’s security activities and ensuring potential threats and suspicious activity are identified promptly. This role helps ensure that Aegis FinTech maintains continuous visibility of its systems and can respond quickly to cyberthreats.
[bookmark: _Toc236082056]Identity and Access (IAM) Manager
The IAM manager is responsible for managing user identities, access permissions and authentication requests. They ensure RBAC are implemented following the least privilege principle. Within Aegis FinTech, the IAM manager would oversee MFA, RBAC to reduce the risk of any unauthorised access and support the implementation of Zero Trust principles. They will also conduct regular access reviews, ensuring permissions are amended where required. [23]
[bookmark: _Toc236082057]DevSecOps Engineer
This role is responsible for integrating security into every stage of the software development cycle. They implement automated security testing and vulnerability scanning to address security issues before software is published. Within Aegis FinTech, they would work closely with all teams ensuring that security is embedded through the development process and aligns with Zero Trust principles. 
[bookmark: _Toc236082058]AI Security Specialist
The AI Security Specialist is responsible for securing the organisation’s AI systems and ensuring that AI is used safely, ethically and in accordance with the organisation’s policies and procedures. Within Aegis FinTech, they would protect the AI-powered financial analytics platform ensuring that outputs remain secure, reliable and in line with the organisation’s policies.
[bookmark: _Toc236082059]Policy Framework Development
[bookmark: _Toc236082060]Acceptable use of Artificial Intelligence Policy
The acceptable use of Artificial Intelligence (AI) policy establishes the requirements for the secure, responsible and appropriate use of AI technologies within Aegis FinTech. It ensures that employees, contractors and third parties only use approved AI systems for legitimate business purposes and do not input confidential information, personal data, financial information or passwords into unauthorised platforms. The policy also requires all AI-generated content to be reviewed by an appropriately qualified employee and ensure that AI systems comply with relevant security, privacy and regulatory requirements, including GDPR. The CISO and DPO will oversee the policy’s implementation, while any misuse, data breach or security incidents involving AI must be reported immediately.
[bookmark: _Toc236082061]Hybrid Working and Remote Access Policy
The hybrid working and remote access policy establishes the security requirements for employees, contractors and third parties accessing Aegis FinTech’s resources outside the traditional office environment. All remote access must use approved devices, secure authentication methods such as MFA and authorised access solutions such as ZTNA. All devices used should be kept up to date with updates, protected with appropriate security measures and not shared with unauthorised individuals. The use of public Wi-Fi should be limited where possible and access to sensitive information must be done through the approved systems. Access to sensitive resources will be based on the least privileged principle and can be restricted if the device is thought to be compromised. Any suspected loss of a device, unauthorised access or security incidents must be reported immediately.
[bookmark: _Toc236082062]Third Party Access and Cloud Vendor Risk Management Policy
This policy establishes the security requirements for external suppliers, contractors and cloud service providers that access Aegis FinTech’s resources. All third parties must undergo appropriate security and risk assessments prior to access being granted. Access will be based on the least privilege principle. They must use authentication measures such as MFA and will be monitored regularly to identify any suspicious activity. Suppliers must also meet relevant security and regulatory requirements such as GDPR where applicable. Access must be reviewed regularly and remove when contracts end or when no longer required. Any potential data breach’s or security incidents must be reported immediately.
[bookmark: _Toc236082063]Regulatory Compliance Strategy 
Data protection legislation establishes the legal framework governing how organisations, including businesses and public sectors, collect, process, store and use personal data. In the UK, this is regulated using the General Data Protection Regulation (GDPR).  [24] In preparation for FinTech’s expansion into the EU, they must ensure that they are compliant with Digital Operational Resilience Act (DORA). This establishes requirements for managing cyber risks, reporting major incidents, testing digital operation resilience and overseeing third party providers. [25]
Maintaining compliance with GDPR and DORA is essential for organisations because it ensures that appropriate measures are implemented to protect personal, financial and operational data from misuse, cyber threats and loss of data. Failure to meet these regulatory requirements may result in significant financial penalties, legal consequences and reputational damage, whilst potentially undermining the trust of customers, investors and stakeholders.  For financial companies such as Aegis FinTech, regulatory compliance is therefore fundamental not only to fulfilling legal obligations but also to protecting sensitive information and maintaining business continuity.
	Period
	Task

	0-3 months
	Conduct a GDPR data audit and DORA gap analysis. Establish governance responsibilities and identify key compliance risks.

	4-6 months
	Implement policies and controls for data protection, risk management, incident response and business continuity.

	7-9 months
	Test security controls, disaster recovery procedures and incident response plans. Assess third party suppliers.

	10-12 months
	Conduct a final GDPR and DORA readiness review. Fill outstanding gaps and establish continuous monitoring and regular compliance reviews.


[bookmark: _Toc236082064]Technical Standards and Architecture
The NIST Cybersecurity Framework (CSF) 2.0 provides a structured approach for organisations to manage and reduce cybersecurity risks. The framework is organised around six core functions:
· Govern 
· Identify
· Protect
· Detect
· Respond 
· Recover
For Aegis FinTech, NIST CSF 2.0 provides a suitable framework for supporting the implementation of Zero Trust principles, strengthening cybersecurity governance and aligning security controls with the organisation’s operational and regulatory requirements. [26] 
[image: What Is Zero Trust Network Access (ZTNA)]Figure 2 – Zero Trust Network Access chart [27]
The chart above illustrates the main components of Zero Trust Network Access (ZTNA). Rather than automatically trusting users because they are connected to an organisation network, ZTNA requires each access request to be evaluated before access to applications or resources is granted. 
The first stage is validating the device. This involves assessing the security and compliance status of the device. This is important as a legitimate user may be attempting to access organisational resources from an insecure or compromised device.
The second stage is to validate the user. This will involve authentication methods such as username and password, MFA, biometric verification and passwordless authentication. ZTNA does not assume that a user is trustworthy simply because they have successfully logged in previously. The user’s identity and risk level may be continuously reassessed throughout the session.
The final stage is the access being granted.  Access is restricted according to the user’s role, requirements and level of risk. This follows the principle of least privilege, meaning users receive only the minimum access required to perform their duties.
This reflects the wider Zero Trust principle of “Never Trust, Always Verify”. Unlike a traditional VPN which would provide broad access to the network, ZTNA provides more application-specific access based on the identity of the user, the status of the device and level of risk associated with the access request.
[bookmark: _Toc236082065]Strategic Risk Assessment
	Risk
	Description
	Likelihood
	Impact
	Risk Level
	Mitigation

	Ransomware
Attack
	Attackers encrypt company systems and data preventing access resulting in data theft in operational disruption until a ransom is paid.
	High
	High
	Critical
	EDR, MFA, ZTNA, micro-segmentation, vulnerability scanning

	Phishing Attack
	Attackers use deceptive emails to trick employees into revealing credentials, sensitive data and downloading malware.
	Medium
	High
	High
	Awareness training, phishing simulations, MFA, anti-phishing controls and zero trust access policies

	Credential Theft
	Users’ credentials could be stolen through phishing attacks, poor password complexity which could lead to unauthorised access to systems or sensitive data.
	Medium
	High
	High
	MFA, passwordless authentication, least privilege access, strong password policies, continuous authentication

	GDPR non-compliance
	Failure to comply with GDPR may result in penalties, fines and legal action.
	Medium
	High
	Critical
	Encryption, access controls, privacy policies, data retention policies, compliance audits, data protection impact assessments (DPIAs)

	DORA non-compliance
	Failure to meet digital operational resilience act measures may result in penalties, fines and legal action.
	Medium
	High
	Critical
	ICT risk management framework, incident reporting procedures, business continuity and disaster recovery plans, third party risk management, regular audits

	Data Breach
	Unauthorised access and theft of data caused by cyberattacks, insider threats or security control weaknesses.
	Medium
	High
	Critical
	Data encryption, network segmentation, continuous monitoring

	AI Vulnerabilities
	Could allow attackers to manipulate and steal confidential data that’s put into it.
	Medium
	High
	Critical
	AI governance, monitoring, data protection, vulnerability testing

	System Downtime
	Cyberattacks, server or infrastructure failures that could cause critical systems unavailable.
	Medium
	Critical
	Critical
	Disaster recovery, business continuity, regular backups, incident response



[bookmark: _Toc236082066]Incident Response and Business Continuity 
Aegis FinTech’s incident response process will follow a structured lifecycle consisting of preparation, detection, containment, eradication, recovery and communication. [28]
Preparation – this will ensure that the organisation has appropriate policies, trained personnel and response procedures in place before an incident occurs.
Detection – this will involve identifying suspicious activity through security monitoring and reporting mechanisms.
Containment – this is where the impact and spread are limited using the Zero Trust principles. 
Eradication – the malicious software and vulnerabilities will be removed here alongside securing compromised accounts. 
Recovery – this will focus restoring affected systems, potentially using backups.
Communication – this will ensure that relative internal and external stakeholders are informed of this attack/outage in a timely manner.
For Aegis FinTech to carry out their proposed expansion into the European Union, there is a significant need for them to invest in their business continuity plans. As the company expands, its operations become increasingly dependent on digital infrastructure, cloud services and critical data, operational disruptions could have significant financial, regulatory and reputational consequences. Business continuity planning should be supported by comprehensive disaster recovery procedures that establish how critical systems and services will be restored following any cyber incidents. In addition, Aegis FinTech should maintain secure and regularly tested backups to ensure critical data can be recovered without relying on compromised infrastructure. Regular Testing of this should be carried out to help verify that recovery procedures are effective and enable the organisation to minimise downtime while maintaining essential operations during and following a major outage.
[bookmark: _Toc236082067]Governance and Strategic Roadmap
[bookmark: _Toc236082068]0-3 Months – Assessment and Foundations
The first quarter will establish the foundation for the ZTA. Aegis FinTech will be required to conduct an inventory of users, devices, applications, cloud services and critical data to identify its most important assets and security risks. Governance structures and Zero Trust policies will be established. 
Identity and Access Management will be reviewed, focusing on ensuring excessive permissions are removed and permissions are only given based off the user’s role. Multi-factor Authentication will be required for all those with privileged accounts. 
[bookmark: _Toc236082069]4-6 Months – Identity, Devices and Monitoring
The second quarter will strengthen identity and device security. MFA will be mandatory for the whole organisation, whilst least-privilege access controls are implemented. Endpoint Detection Response will be deployed to protect endpoints from threats such as ransomware. A SIEM platform will also be implemented to centralise all security logs and improve visibility of suspicious activity. This supports the continuous monitoring principle identified in Task 1. 
[bookmark: _Toc236082070]7-9 Months – Network and Cloud Security
The third quarter will focus on reducing lateral movement and improving cloud-based security. Critical systems will be segmented to limit the impact of a successful cyberattack. ZTNA will be introduced to provided application-specific access instead of full access across the network through the VPN. 
[bookmark: _Toc236082071]10-12 Months – Testing, Monitoring and Improvement
The final quarter is to assess and evaluate whether the implemented Zero Trust principles are effective. The CISO will conduct penetration testing, vulnerability assessments and ransomware simulations to ensure the organisation has the ability to detect, contain and recover from cyberattacks. Backup restoration procedures and incident response will be reviewed by the cyber security team and used to deliver a long-term strategy for improvement.
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Conclusion
The increasing complexity of modern digital environments has demonstrated the limitations of traditional perimeter-based security approaches. This report has critically evaluated Zero Trust Architecture as an effective security strategy for addressing modern cybersecurity challenges through continuous verification, least privilege access, micro segmentation and continuous monitoring. While ZTA provides significant benefits, including reduced attack surfaces, improved protections against threats such as ransomware, its effectiveness depends on accurate implementation, strong governance and ongoing investment. Challenges including implementation costs, technical complexity, legacy system integration and user acceptance must be carefully managed to ensure successful implementation.
The application of ZTA principles within the Aegis FinTech case study demonstrates how research findings can be translated into a practical cybersecurity strategy. By aligning with NIST CSF 2.0 and developing compliance strategies for GDPR and DORA, the organisation can improve its security posture whilst supporting its future EU expansion. Furthermore, the risk management approach, incident response procedures and 12-month roadmap provided a structured pathway towards improving their cyber security. To conclude, Zero Trust should not be considered a standalone security solution but a long term framework that, when combined with effective governance and continuous monitoring and improvements, enables organisations to better protect critical data and respond effectively to evolving cyber threats. 
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