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Warm-up
Based on your acquired skills from previous lab works, complete the
following.

Build a Simple Network using Cisco Packet Tracer as per the topology
given below

Topology:

Requirements
» Use Packet Tracer to create the above recommended topology
Ad(ditional:

» PC running Windows 10 with at least one Ethernet network interface card
(NIC).

» Connectivity to the Internet

n.kaliyamurthy@uwtsd.ac.uk



ACCA4024

Task 1: Calculate the IP address of the hosts using the below details.

Addressing Table 1.1

Device Interface IP Address Subnet Mask
PC-A NIC 11000000.10101000.00000001 .00001010 | /24
PC-B NIC 11000000.10101000.00000001 .00001011 | /24

Open the Windows Calculator application. Click Start, type Calculator. Select
Calculator in the resulits.

Calculator

= STANDARD

CE c
7 8
4 5
1 2
+ 0

= o

MS

X
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The calculator displays the other modes supported. Clicking a
calculator option displays a customized calculator intended for a

specific function.

Practice switching between calculator modes to see which options

The Windows calculator supports different types of
calculators. In the previous figure, the Standard mode is
displayed. The standard mode calculator is useful for most
basic tasks. If your calculator screen looks different, it may be
because you opened in a different mode.

The Windows calculator provides other useful calculator
modes. To switch between calculator modes, click the Menu
icon (=) located to the left of STANDARD in the application
window.

Calculator -

= CALCULATOR

Standard

Scientific

Programmer

Date calculation

they provide. CONVERTER 1
Convert between number systems. Select the Programmer mode Volume )
calculator. Length :
The Programmer calculator supports four numbering systems HEX Weight and Mass
(Hexadecimal), DEC (Decimal), OCT (Octal), and BIN (Binary). S 3
€32 Settings

= PROGRAMMER

HEX 0

DEC 0

OoCcT 0

BIN 0

QWORD MS M~
Lsh Rsh Or Xor Not And
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Select each number system and record which numbers are active in the following
modes.

Decimal Mode DEC 0,1,2,3,4,5,6,7,%,9,°

Binary Mode R’ o,\

Hexadecimal Mode HEY A,B,C,DE,F 1,2,%3,4,5,6,%590
OCtaIMOde OCT O,(,Z,3,q,§,6,?

Why do you think the other numbers are grayed oyt? /
Because Vuose difftrent modes donk requit UPOTE Y one

JZ' wwes {yaumber .

Click DEC. Using your mouse, click on the number 8 followed by the number 6 on the
number pad. The decimal number 86 has now been entered.

Now click on BIN. What happened to the number 86 listed in the textbox at the top
' ?

ofthe window? .y, 86 daci~al no. o> canverted

A o~ a,q,u-\’uM ‘% 1o\

oiver oL\0O

Enter the number 150 and select BIN.

What is the binary equivalent of 1507
looet olto

Clear the binary value in the window. From Binary mode, type in the following binary
number: 10001010. Select the DEC.
What is the decimal equivalent to the binary number of 100010107

137

Convert the following decimal numbers to binary.

Decimal Binary
52 ool o\o0
/8 o(oo Lllo
129 (060 ocool
242 it oolo

Convert the following binary numbers to decimal.

Binary Blsasy. DeC ren
1100 0010 (94
0011 1111 63
1011 0011 | 7@
1011 1001 L$5
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Convert host IP addresses.

Computer hosts usually have two addresses, an Internet Protocol (IP) address and an
Ethernet Media Access Control (MAC) address. For the benefit of humans, the IP
address is normally represented as a dotted decimal notation, such as 192.168.10.2.
Each of the decimal octets in the address or a mask can be converted to 8 binary bits.
Remember that the computer only understands binary bits. If all 4 octets were
converted to binary,

How many bits would there be? I

IP addresses are normally shown with four decimal numbers ranging from 0 to 255
and separated by a period.

As per the above addressing table (1.1), convert the binary to decimal

11000000.10101000.00000001 .00001010 92. 16%. . lo

11000000.10101000.00000001 .00001011 192 . (7. - |

Convert host IP subnet masks.

Subnet masks, such as 255.255.255.0, are also represented as dotted decimal. A
subnet mask will always consist of four 8-bit octets, each one represented as a decimal
number. With the exception of decimal 0 (all 8 binary zeros) and decimal 255 (all 8
binary ones), each octet will have some number of ones on the left and some number

of zeros on the right. Convert the 8 possible decimal subnet octet values to binary.

Notation Network Host Binary

124 24 8 11111111.11111111.11111111.00000000
Decimal Binary Binary Decimal

0 0 11111111 25<

128 1000 0000 11111111 255

192 oo poo00 11111111 255

224 ljto 0000 00000000 o

240 it 0000

248 e (000

252 e oo

254 wua  wud

255 uteuut
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Manipulate powers of 2 to determine the number of hosts on a network

Binary numbers use two digits, 0 and 1. When you calculate how many hosts can be
on a subnetwork, you use powers of two because binary is being used. As an example,
we have a subnet mask that leaves six bits in the host portion of the IP address. In this
case, the number of hosts on that network is 2 to the 6th power minus 2 (because you
need a number to represent the network and a number that can be used to reach all
the hosts—the broadcast address). The number 2 is always used because we are
working in binary. The number 6 is the number of bits that are used for the host bits.

Change the calculator view to scientific mode. Input the number 2. Select the x¥ key
on the calculator, the key which raises a number to a power. Input the number 6. To
compete the operation, click on the = key, press Enter on the keyboard, or press the
= key on the keyboard. The number 64 appears in the output. To subtract two, click
on the minus (-) key and then the 2 key followed by the = key. The number 62 appears
in the output. This means 62 hosts could be utilized.

Using the previously described process, determine the number of hosts if the following
number of bits are used for host bits.

No. of Bits Used for Hosts No. of Hosts
3 &

8 25 ¢
12 yoay
17 (31670

Use the above techniques and covert the below values to a readable IP address and
Subnet mask

IP Address Subnet Mask
PC-A | NIC 11000000.10101000.00000001 .00001010 124
PC-A | NIC 9z . lgq X ( _ 1O 255.155. 1s5.9°
PC-B | NIC 11000000.10101000.00000001 .00001011 124
PC-B | NIC (2. o8& . L - UL 255. 1S5 .255 . ©

Use the above IP Address and subnet mask to configure the PC’s in the topology.

Is the Ping between PC- A and PC- B Successful?
Vess Nt e ebveenn. PC A a—-a O

/
W Oy Swceenh e
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Task 2: Confiqure Wireless Router to the network with DHCP, basic security

and remote access.

Add a laptop and a wireless router to your existing topology (For this lab, we are

using WRT300 N Wireless Router)

Click on Network Devices - Wireless Devices and drag and drop the above device

E1 PS K Fsl

[Wireless Devices]

> < o) de——

|Wireless Devices Ctrl+Alt+W

O Type here to search

Follow the Step by Step Instructions

ol .’ el
PC-PT 22?,3,5:3' T PC-PT
PC-A PC-B
-
\ ~ 7z
WRT300N

Wireless RouterQ

I Wireless Routerd - o X

Physical  Config _CUI_ Attibutes

Automatic Configurstion - DHCP

" Hoet Name:
" Doman Name.

utu Stze: | 1500

o Aress w w0 | s

Suoret Mask: 2552552550

Click on the Router = Select
GUI

GUl Attributes
—

Change the Router IP from
192.168.0.1 to 192.168.1.1

Select Wireless &> Change the Network Name

provaEIST Size: 1500

Network Setup

e 1P A e e | . \_

Subnet Mask: 255.255.255.0 ~

DHCZ:;’:;; Quor. @ Enadled O Disabled DHCP

Reservation

Start IP Address: 192.168.1. 100

Maximum number

of Users: 0

IP Address Range: 192.168.1. 100 - 149

Client Lease Time: 0 minutes (0 means one day)|

Static DNS 1: |0 0 0 0
Static DNS 2: 0 0
Static DNS 3: 0 .0 0 0

0 0

WINS:
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(SSID) to My_Class and SSID Broadcast to Enabled.

B Wireless Routerd

=
oo - .
s e  —
Rodo Bare: Auto v
Wide Crannet Aute v
Sundard Chanvel 1.24126H
Y- ® Craves O Onsties —

Don’t forget to “Save Settings” all the time. (It will be at the bottom)

irecerss i e o]

Select Wireless - Wireless Security > Change the Security Mode to WPA2

Personal and assign the password as cisco@123

B Wireless Routerd

Select Administration > Change the Router password to password123 and enable

remote management
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Weo Uity Access:

Remote Upgeade:

Aliowed Remote Ip Adsress

Remots Management Port: 006

(7" T——

Save the configurations (at the bottom) and close the Wireless Router.

Add a laptop in the topology. Click on the Laptop and in the Physical Settings, Power
Off > Drag and remove the NIC and add WPC300N (Wireless Adapter/ Receiver)

fasdciraeacon ivws ® oo
/med D@ Curty  Oouwe  rgemy  Avii

22
b

4 8l

e ot 5 e on
Py Vi Lo Vi
- oms v ? 4706 wrwent

physica Conng  Ueskiop  Programming  Amnibutes

MODULES Physical Device View
WPC300N — OiopaSe Zoom Out
PT-LAPTOP-NM-1AM .
PT-LAPTOP-NM-1CE
PT-LAPTOP-NM-1CFE
PT-LAPTOP-NM-1CGE
PT-LAPTOP-NM-1FFE
PT-LAPTOP-NM-1FGE
PT-LAPTOP-NM-1W
PT-LAPTOP-NM-1W-A
PT-LAPTOP-NM-1W-AC
PT-LAPTOP-NM-3G/4G

FIAAR TUR-NM-TW-A - PT-HEADPHONE
PT-LAPTOP-NU-1W-AC PT-MICROPHONE
Customize - Customize .
Icon in 4 Icon in L
Physical View Logical View
The Linksys-WPCI00N mocule provides one 2 4GHz -'w-m The Linksys-WPC300N module provides one 2 4GHz wireless
mmwam Ehamt ke AN scontt, interface suitable for connection to wireless networks, The module
supports protocols that use Ethernet for LAN access
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T

#® Laptopo - o x

| ®Laptopo - o X

g

After doing these steps, you should see the IP address, Subnet mask and default

¥ Laptopo - =] X

Prysical  Config Programmng  AlSutes

Jussico
e

ok ot (e

Below s & list of avallable wireless netwares. To search for more wireless networks, cick
netwen, e wireless netware.

mame. To conect 1o that network, cick the Connect butlon delow

241T

W

WRTI0ON
Wireless Routerd

gateway is configured using DHCP successfully.

Record the following from the Laptop:

IP Address
Subnet Mask

Default Gateway

(97.164.( .00
255 .255. 1s<.0

(92 . (8. ( -V
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Was the Ping from your Laptop to the Wireless Router (Default Gateway)
successful? ue

For your understanding: Follow the same steps and configure Wireless connection
(as per the topology below) in PC-B and record the following

Lapiop-PT

Record the following from PC- B:

IP Address Q2.8 . (. (o¢
SubnetMask zss . 7295 295 .0

Default Gateway (92 -fe&.) .t

PC.
Was the Ping from your kaptee to the Wireless Router (Default Gateway)
successful? “u e
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Task 3: Observe the conversion of URL to an IP Address.

Domain Name System (DNS) is invoked when you type a Uniform Resource Locator
(URL), such as http://www.cisco.com, into a web browser. The first part of the URL
describes which protocol is being used. Common protocols are HTTP (Hypertext
Transfer Protocol), HTTPS (Hypertext Transfer Protocol over Secure Socket Layer),
and FTP (File Transfer Protocol).

DNS uses the second part of the URL, which in this example is www.cisco.com. DNS
translates the domain name (like www.cisco.com) to an IP address to allow the source
host to reach the destination host.

Use your PC/Laptop with Internet Connection for this task
Right-click Start and select Command Prompt.

At the command prompt, type ping google.com and press enter. The computer needs
to translate google.com into an IP address so it knows where to send the Internet
Control Message Protocol (ICMP) packets. Ping is a type of ICMP packet.

The first line of the output shows google.com converted to an IP address by DNS. You
should be able to see the effect of DNS even if your school has a firewall that prevents
pinging, or if google has prevented people from pinging their web server.

Then, type ping cisco.com and press enter. The computer needs to translate
cisco.com into an IP address so it knows where to send the Internet Control Message
Protocol (ICMP) packets. Ping is a type of ICMP packet.

The first line of the output shows cisco.com converted to an IP address by DNS. You
should be able to see the effect of DNS even if your school has a firewall that prevents
pinging, or if Cisco has prevented people from pinging their web server.
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Which IP address is shown on your screen?

Domain Name: 601‘)‘(”- - con-

IP Address:  2.1¢, §¢.72(06 .46

Domain Name: C(SCo.comn

IP Address: 7. 62 -H . 145

Is it the same as the one shown in the figure?
no

At the command prompt, type the nslookup command and press enter.

Command Prompt - nslookup

Microsoft Windows [Version 10.0.10586]
(c) 2016 Microsoft Corporation. All rights reserved.

C:\Users\Bob>nslookup
Default Server: google-public-dns-a.google.com
Address: 8.8.8.8

C:\Users\n.kaliyamurthy>nslookup
Default Server: ttrouter
: 192.168.1.1

The two images shows the Default DNS Server was configured to use a Google DNS

server in the first and ttrouter in the second.

What is your Default Server listed as?
(}n}(vLOvUVL

After issuing the previous nslookup command, notice how the command prompt
changed to a single >. This is the nslookup program’s prompt. From this prompt, you

can enter commands related to DNS.

At the prompt, type ? to see a list of all the available commands that you can use in

nslookup mode.
At the nslookup prompt, type google.com.

What is the translated IP address?

2000 :1460:L4009: 900 : 200€ ap TE.Sg.ZI0.HG

Is the IP address an IPv4 address or an IPv6 address?
The (P displar)s botn (Pl o~d [Pv6.

Is it the same as the IP address shown with the ping command? :3_1,5
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Reflection

How is a DNS useful to connect to a network service or to browse a webpage?

& M—‘MMM e need o wroi~o (P
Mdf{)y\,&a S ok P

Q- ‘ckeer— w"\ Lo e Eo conNnne Y o

a e oo i— SLAJ,'QL /Wouo}—& o~ N.e/‘c'oaag_

Learnings from this lab:

v

AN NEEN

AN NN

<

Build a Simple Network
Understand and configure IP Address
Use Ping/ Trace route Utility to check the connection status

Use ipconfig /all command to determine the MAC address of a Windows
computer on an Ethernet network.

Analyze a MAC address to determine the manufacturer.
Analyze the Wired and Wireless Network connection.
Analyze Address Resolution Protocol (ARP).

Connect to a Wireless Router and configure the basic settings in a
wireless router

Use nslookup command to understand the url to ip conversion
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