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TASK 1: DIGITAL FORENSICS: CURRENT STATE, TOOLS, TRENDS AND INDUSTRY DEMAND

[bookmark: _3y1aqh6pudol]1. Current State of Digital Forensics
Digital forensics is the area of forensic science which is utilised in the identification, preservation, analysis, and presentation of digital evidence that has been gathered after the use of electronic equipment. This equipment is computers, smartphones, servers and storage media and network systems. The contemporary digital world has made organisations and individuals depend on technology in communication, the improvement of business activities and data storage. Consequently, there has been a high rate of cybercrime, which is generating more crime investigations needing digital forensics.
Digital forensics is one of the main tools used in the investigation of cybercrime. Forensic methods help law enforcement agencies trace the actions of criminals that are carried out with the help of a computer or cell phone (Casino et al. 2022). Corporate investigations also extensively involve digital forensics, especially where corporate espionage is suspected or where an insider threat is involved. Among other things, employees can steal company data, intellectual property, or trade secrets and disclose them to their rivals. 
[bookmark: _gcfklnc7my2i]2. Digital Forensics Tools (Features and Capabilities)
Digital forensic investigations are based on specialised tools that are used in the collection, preservation, and analysis of digital evidence without causing a change in original data. These tools enable an investigator to carry out intricate analyses effectively without interfering with the evidence. The first commonly used tool is Autopsy, an open source digital forensic platform which assists the investigator in analysing disk images and recovering digital evidence. Autopsy offers file system analysis, keyword, deleted files and timeline analysis features.
FTK Imager is also another important tool whose main purpose is to acquire evidence. The FTK Imager enables the investigator to produce a forensic image of the storage media, like a hard disk, USB disk, or memory card (Dubey, Bhatt and Negi, 2023). Cellebrite is a popular mobile forensic application which is able to extract and analyse the data on smartphones and tablets. It is able to retrieve lost messages, call records, social network messages and application data available in mobile devices.
Another professional digital forensic tool is EnCase, which is used in a thorough investigation. It also offers superior capabilities in data acquisition, file analysis, evidence management and reporting. Wireshark is a network analysis tool which is used to capture and analyse network traffic. It enables the investigator to trace data packets shared over the network, suspicious activities, and analyse possible cyberattacks. 
[bookmark: _5h8ascz4oedy]3. Intersection of Digital Forensics and Cybersecurity
Digital forensics and cybersecurity are two fields that are closely interconnected, as they collaborate in ensuring the safety of digital systems and the investigation of security incidents. Although cybersecurity is concerned with the prevention of cyberattacks and securing information systems, digital forensics is conducted after they have taken place. Some of the security measures that are tested by cybersecurity personnel in a modern organisation include firewalls, intrusion detection systems, encryption, and access controls to contain cyber threats.
Incident response is one of the areas of intersection between these fields. A cyberattack involves incident response teams to contain the attack, damage mitigation, and re-creation of damaged systems (Cook et al. 2023). One more major field is malware analysis. Militants typically build rogue software to infiltrate systems and steal data. Digital forensic investigators make malware samples worth analysing to comprehend the behaviour of malware, the vulnerability of malware and how it broke into the system.
Digital forensics is also necessary in investigating breaches of data. Organisations have to identify how hackers entered the sensitive information and what they have stolen. Another significant issue for organisations is insider threats. Internal users or employees may misuse their access privileges deliberately to steal confidential information or destroy systems. 
[bookmark: _illlsy1fij6f]4. Emerging Trends in Digital Forensics
With the advancement in technology, digital forensics keeps up with the new challenges and technological changes. There are a number of emerging trends that will influence the future of digital forensic investigations. Cloud forensics has become one of the trends. Data in many organisations is stored in cloud environments of Amazon Web Services, Microsoft Azure, and Google Cloud.
Artificial intelligence (AI) in digital forensics is another new trend. The automation of the forensic analysis, detection of suspicious patterns, and processing of large amounts of digital evidence is becoming increasingly automated due to the use of AI and machine learning algorithms. The Internet of Things (IoT) forensics is becoming significant as well. Smart home, wearable, and connected appliances are examples of IoT devices that can generate substantial amounts of data, which can potentially hold prime evidence during investigations. The challenges of data analysis of these devices are, however, peculiar (Ghonge et al. 2022). Another emerging field of digital investigations is blockchain forensics. Cryptocurrencies like Bitcoin and Ethereum have frequently been used in cybercrime to conduct ransomware and unlawful transactions. 
[bookmark: _pnpxcxjrxy2v]5. Key Challenges in Digital Forensics
Digital forensics also has a number of challenges that make the investigation difficult despite its significance. Encryption is extensively utilised, which is one of the greatest challenges. A second issue is that modern systems are generating vast amounts of digital data. The various devices that investigators need to examine involve terabytes of data, and this may consume a lot of time when the process involves the investigation.
There is also a significant challenge of anti-forensic methods. Cybercriminals might deliberately seek to conceal or delete electronic evidence by wiping data, encrypting information, tampering with the logs, etc. Digital investigation can also be complicated by legal and jurisdictional problems. Attackers and servers of cybercrimes have often been located in diverse countries and thus, the investigators have been unable to legally access the digital evidence.
[bookmark: _fkn3z84w6x4q]6. National and International Job Market
The number of digital crimes and data losses has caused the demand for digital forensic professionals to increase. There is a need to employ qualified experts to probe into cybercrimes and examine digital evidence in organisations in different sectors. The typical examples of employment in this industry are Digital Forensics Analyst, Incident Response Specialist, Cybercrime Investigator, Malware Analyst, and Cybersecurity Consultant. The high demand for digital forensic experts has been witnessed in countries like the United Kingdom, the United States, India and most countries in Europe. There is a recruitment drive in government agencies, financial institutions, technology organisations, and consulting firms to find those professionals who have knowledge of digital investigations.
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[bookmark: _j00zbskt0rze]1. Case Background
Quantum Tech is a leading technology corporation in the world with the focus of developing high-tech semiconductor layouts and artificial intelligence (AI) hardware solutions. The organisation has spent a lot of resources in research and development, especially in high-level AI processing chips to be used in next-generation computing platforms. Among the most lucrative research results produced by the company is the proprietary semiconductor design, which is known as QT-AI-2025, which is a patented AI chip design that provides tremendous gains in terms of processing efficiency, power consumption, and machine learning acceleration. Given that the semiconductor industry is characterised by a high degree of competition, the intellectual property of QT-AI-2025 is a significant strategic resource of Quantum Tech. Any illegal release of such technology may enable other rival companies to duplicate such designs at no cost, as opposed to spending the vast sums of research involved to come up with such designs. The company therefore has very tight security measures and surveillance within their premises to ensure that sensitive engineering records, patent aids and design schematics, as well as technical prototypes, are not lost [5]. The current study started after the internal cybersecurity monitoring system in Quantum Tech realised atypical access patterns on the proprietary patent database of the organisation. Such monitoring systems are geared to detect such abnormal behaviours as excessive downloading of files, operating outside the stipulated working hours, and any other action of copying restricted files. Security records indicated that confidential design documents concerning the patent QT-AI-2025 were viewed under Emma, who is a senior engineer and had recently been employed at the semiconductor design department of this company. As an additional study of the access logs showed the files were accessed and could have been duplicated late evening hours, at which Emma was not planned to be working. It also occurred in the logs that a number of the design files were downloaded several times in a short period of time, and this seemed suspicious, as there was a possibility that the files could have been duplicated to some form of external storage device. Since the QT-AI-2025 patent records have chip architecture schematic layout plans and circuit plans, and proprietary design algorithms, it was threatening that the files could have been exfiltrated by hackers and other malicious individuals, potentially harming the intellectual property protection structure at the company. After this first discovery, Quantum Tech started off with an internal security investigation. In this internal investigation, forensic analysts analysed workstation action logs and discovered traces that showed that removable media had been attached to the Emma workstation around the time that suspicious database access occurred. Connection logs were identified to show that, sometime after accessing the patent files, a USB flash drive was inserted. This fact caused the suspicion that the sensitive files on the patent might have been transferred to the removable storage device, where they could have been transferred illegally outside the organisation [1]. The follow-up internal surveillance also revealed messages between Emma and outsiders using the different messaging media. Such messages seemed to mention engineering confidential information, and have talks on possible financial reimbursements. The statements implied that there is a possibility of the initial draft information in relation to their design being provided to a third party [4]. Two individuals were identified as potentially involved in the suspected intellectual property theft:
· Joe was also mentioned as one of the external sources who went through Emma a lot via messaging programs and phone calls. An initial examination indicated that Joe could have been a middle person whose duty was to connect Emma with a possible customer.
· The other person was Norman, who was associated with a technological firm referred to as NexGen Circuits, which is one of the direct competitors of Quantum Tech in the semiconductor industry. NexGen Circuits has already competed with Quantum Tech on several AI hardware customer engagements and has the potential to leverage a number of openings to the proprietary chip design technology of Quantum Tech.
· This made the investigators suspect that the secret QT-AI-2025 patent design was possibly sold to NexGen Circuits through Joe, acting as an agent in between Emma and [3].
· Since the alleged action was corporate espionage and theft of intellectual property, Quantum Tech took the case to law enforcement. A formal digital forensic inquiry was brought out to ascertain whether indeed the proprietary patent information was copied, transferred or sold.
The primary objectives of the investigation include:
· The question to be answered is to establish whether confidential patent files were accessed and copied out of the internal systems of Quantum Tech illegally.
· It was defined whether the files were moved to external drives, such as a USB.
· The communication logs on intercepted mobile devices, such as WhatsApp, Instagram, email communications, and call logs.
· Building up an intricate chronology of there being a suspected theft and attempted sale of the patent.
· Detecting the identities of the players and the motives of the parties that were participating in the suspect corporate espionage case.
In the process of carrying out the investigation, the law enforcement agencies obtained legal power to confiscate some of the digital devices of the suspects. It is estimated that such gadgets hold invaluable data in digital form, including communication records, files exchanged, metadata artefacts, and transaction discussions, which might determine the existence of confidential patent information being illegally obtained and transferred in digital form (DeRose, 2022). The data retrieved in these devices will be examined under the diverse accepted digital forensic tools to create results that are admissible in the court and have the capabilities to corroborate any charges of intellectual theft, corporate spying, and conspiracy.
[bookmark: _x61t3u1xo0zk]2. Evidence Acquisition
The collected data through the industry-standard digital forensic tools were all applied to the evidence acquisition process in order to ensure the integrity and admissibility of all the collected data. Cellebrite UFED identified Emma, Joe and Norman using Smartphones which were connected to the forensic workstation. Logical and physical extractions were done where possible, which enabled a complete retrieval of system data, application data, call logs, messages, and media files. Further, any file found in the USB flash drive in Emma was merely imaged, and appropriate tools of acquisition were employed in retaining the quality of stored information in its original format. The entire acquisition process followed chain of custody procedures where handling of the devices is well-documented, the time of their acquisition and the information of the examiners. The photos obtained were assigned different identifiers of evidence and properly stored to prevent unauthorised access. In the process of data acquisition, cryptographic hash values (MD5 and SHA-1) were computed and re-computed after data analysis as a quality check to ensure data integrity. 
[image: ]
The image shows the interface of the device recognition of Cellebrite UFED, and a successful identification of a suspect smartphone (OnePlus) has been conducted. The identification measures that the device is well-connected to the forensic workstation and is prepared to extract the data. This step is crucial in the digital forensic process because it makes sure that the acquisition process is done under controlled and standardised conditions. Application of a familiar tool based on the industry will guarantee that the extraction is carried out in accordance with forensic procedures. Proper detection also reduces the chances of losing or altering data so that the integrity and admissibility of the data obtained in the device are maintained.
[bookmark: _6312k1l84ajq]3. Methodology
An organised, methodological approach was used to ensure that a complete and credible forensic investigation was accomplished. This started with the retrieval of digital evidence with a set of industry-standard tools, including (but not limited to) Cellebrite UFED in the extraction of mobile devices and Autopsy in the analysis of file systems. The broader range of data was extracted using logical and physical methods of extraction, and the communication records, file system and stored media were to be included in the extraction methods. An after-acquisition test on the integrity of the forensic images was subsequently done by cryptographic hash algorithms, i.e. by MD5 and SHA-1. It was observed that the data did not change during the investigation because the number of hashes in the input and output of the analysis was the same. The extracted data were then analysed using the Cellebrite Physical Analyser that aided in analysing the call logs, emails and other communication artefacts. The USB flash drive was swiped, and files were analysed to establish metadata properties (data on creation and modification dates) and other requisite attributes of metadata analysis. Relevant documents were tracked. Also, correlation methods were used to correlate communication events to file activity, allowing to recreate a consistent timeline.
[bookmark: _bcgli3yde81u]4. Findings
The forensic examination showed that there was considerable evidence showing coordinated action among the suspects with regard to illegal access to sensitive information. The communication analysis showed that Emma and Joe were communicating extensively with other parties through call logs and email communications, which indicated that they are involved in the efforts of their coordination. These messages were in the time patterns, showing that there was increased activity in the time when data transfer was likely to occur, supporting the hypothesis that the increased activity was premeditated. Examination of the files in the USB flash drive of Emma confirmed that it had a few stored files with a regular texture, implying that the files were stored deliberately. The metadata analysis revealed that the time stamps of the creation and modification were the most recent ones, and it is understandable, given the order of communicative events. This may suggest that the files have been accessed and possibly transferred between instances of active communication in the suspects. Call log and email records correlation indicated congruent overlaps in communication interactions, additional proof of coordinated actions. The combined data of the communication data and file activity provides a vivid indication of a probable intention to pass copyrighted information. 
[bookmark: _dggi6yvrzbne]4.1 Communication Analysis
The communication analysis aimed to retrieve and interpret the data of interaction in different media, like call logs, email, and social media applications on Emma, Joe and Norman smartphones. Through the assistance of Cellebrite Physical Analyser, the artefacts of communication that were involved in the incident have been tracked down and analysed to acquire information on the connections and coordination among the suspects. Analysis of call logs showed that there were several communication efforts, such as outgoing and missed calls, meaning that communication between the concerned parties was frequent. These findings were also supported by the analysis of emails, since the archives of frequent notifications and exchanges that refer to critical personalities showed that there could have been communication and coordination. These communications have a time distribution trend that indicates that there are more active time periods during a given period, which is coincidental to the approximate period during which data moves. Attaching a timeline of how devices interacted by associating the communication events between them made the difference in determining the order of interactions, as well as their prevalence. The analysis was also used to determine any mentions of the QT-AI-2025 patent, including any conversation of file sharing, payment or meeting arrangements.
 [image: ]
This image indicates extracted call logs on the suspect phone available on the Cellebrite Physical Analyser. The information it holds is on timestamps, forms of calls (incoming, outgoing, missed) and contact numbers. Several attempts at communication are recorded in the logs, suggesting that communication between the people engaged in it was frequent. Indications of intentional communication (purposeful) rather than accidental interaction are known by the repetitive nature of calls. The time stamps are especially essential in creating a chronology of events, as well as when there was increased activity. The evidence is critical in creating a relationship between suspects and aiding the investigation process through showing the consistency and traceability of communication.
[bookmark: _164g798iqd06]4.2 File Analysis
The purpose of the file analysis was to analyse the contents of Emma's USB flash disc so as to determine files that were related to the QT-AI-2025 patent. When experts applied some forensic tools, the storage machine was meticulously examined, revealing that it had several files, including images and well-organised folders, which can be linked to proprietary files. A special focus was put on searching for documents such as PDFs, design files, or technical information that can lead to indicating unauthorised usage of intellectual property. The identified files were analysed with metadata to identify the way they were used and where they originated. The important properties, such as the date of creation, last modified date, file path, and hash values (MD5), were analysed. The metadata revealed that files were recently accessed, which led to thinking that the files may have been accessed or transferred during a period of investigation. The fact that there are systematic directories also implies that they are not just stored in an ad hoc fashion. This discussion will provide valuable details on the possible controls of data and their extraction. In the combination of the three factors, which include file presence with metadata timestamps and controlled storage, sensitive information about the QT-AI-2025 patent was likely replicated and installed to be illegally shared.
[image: ]
This artwork is a compilation of spam emails in a Gmail account on the device. It comprises the email subject, time and sender/ receiver identities. The fact that the notifications have names of people, such as Joe and others, is an indication of continual communication with key suspects. Email logs may also provide good context as these may be organised and time-stamped documents, which can be superimposed on other evidence sources. Regularity in email activity makes it possible to create patterns of communication and potential coordination. This finding plays an important role in showing that there was digital correspondence as well as other media of communication during the time of investigation.
[bookmark: _fboc5ab5lxxn]4.3 Call Log and Email Correlation
The communication incident victims were correlated with the email logs and the call logs to establish associations between the communication incidents and establish coordinated communication among the suspects. The call logs accessed with the help of the smartphones indicated that there were various incoming calls, outgoing calls, and missed calls among the various individuals concerned, showing that there was, in fact, an ongoing and prominent communication. These call logs have been matched with email logs with a view to establishing any overlapping time stamps and patterns of interaction. Messages and communication with key individuals were indicated through email messages, suggesting that there was constant communication in addition to the calling process. Through synchronisation of call timestamps and email activity, they noticed that communication was frequently close-timed, implying a planned series of contact followed by electronic communication. This pattern suggests the concerted action geared to transferring information in different channels. This correlation enhances the evidencing power as it shows the same trend in various communication formats. The fact that call and email records found evidence that the suspects were actively coordinating their activities with others, as well as the fact that they might have been on the verge of transferring and negotiating sensitive information on the QT-AI-2025 patent, corroborates the hypothesis that the suspects were indeed actively coordinating their activities with others.
[image: ]
This picture illustrates the way the data in the stored files, comprising image thumbnails and associated metadata, is processed. The most important metadata values like creation date, modification date, file location and MD5 hash are displayed. This information is very important in establishing the source, usage and integrity of the files. The timestamps indicate the most recent activity on the files, and this means that during the interpretation of the period in question, the information has been accessed or altered. Formatted file storage implies a certain order versus cluttered storage. This kind of analysis aids in determining that files are either copied, transferred or ready to be distributed, giving a high confidence in lifting off a possible data exfiltration.
[bookmark: _edfd4li2ud7]4.4 Suspect Profiling
According to the digital evidence analysis, different motives and possible roles of the suspects can be determined. Emma can be said to be the primary party in the commission of the act since she had access to proprietary information as she was an employee. The USB drive and documents of communication also show that they had access to sensitive files that were directly related to the QT-AI-2025 patent. Her behaviour suggests that she is intentionally trying to steal and probably traffic sensitive information. Joe is supposed to be the mediator, or the way of communication between Emma and the outside world. The mentions of the call logs and emails demonstrate that he was also engaged in assisting in setting up the procedure of information exchange, which implies that he was a significant individual in the planning of the flow of information. This is the middleman role, which is enabled by the many contacts he has with different parties. Norman is considered the prospective buyer, and he is brought to the case by way of being drawn into the communication trends. There may be little to no direct evidence,e but the fact that it was correlated with the chains of communication is indicative that there could be an interest in gaining access to the proprietary data. Overall, the facts validate the existence of a coordinated effort between extraction, facilitation and targeting data acquisition.
[bookmark: _hdiqfai696hr]4.5 Forensic Images
This documentation proved to be the screenshots and other forensic pictures, which are essential records of the investigations that were undertaken and the results obtained. They contain device acquisition screens, call log extractions, email records and file metadata views, which have been extracted by a forensic tool like Cellebrite UFED and Autopsy. The images have been appropriately labelled and cited in the report to back up particular analytical results. The pictures indicate the validity of the data extraction procedure, the availability of communications records and records of files about the investigation. These photographs are to be recorded in a proper way with transparency, reproducibility and enhancing the evidential value of the analysis in a legal context.
[image: ]
The screenshot shows geospatial artefacts that are obtained through Cellebrite Physical Analyser, which implies 783 location records of devices related to media files. A selected entry shows precise GPS coordinates (52.486061, 1.883908) with a timestamp of 07/05/2025 09:17:26, indicating when the image was captured. The source file comes out of a Samsung Galaxy A13 folder, which proves the device attribution. In the visualisation of the global map, the activity is concentrated in Europe, Africa, and Asia and indicates extensive movement or widespread data acquisition. Symbiotic metadata (timestamp, coordinates, file origin) aspects, to a large extent, give a robust evidentiary backing to the correlation of physical presence and possible moments of data access or transfer.
[image: ]
In this image, one can see a processed extraction of the communication data on WhatsApp in the physical analyser of Cellebrite, which revealed a chat with the label of Top-up and the participant ID 447917162788. The main attributes of the dataset are start time (06/06/2023 09:22:31 UTC) and last activity (31/01/2025 11:28:14 UTC), which proves to be a time-consuming process. The availability of 382 overall messages in 12 chat threads attests to a large volume of data to forensically analyse. This description confirms successful logical extraction and sets the stage for further analysis of the conversation. Temporal range must be important to create a timeline of interactions and define the timeframes of increased communication concerning the potential data breach.
[image: ]
The screenshot indicates the contents of the message that were extracted using Cellebrite Physical Analyser, and it provides definite evidence of suspicious activity. The following one of the messages is written on 21/08/2024: I will possess a most useful piece of information. I would regard selling it, i.e. he is going to commercially exploit confidential information. Reactions of the follow-up would guarantee that there had been and was an additional side indicating coordination. Extra timestamps (e.g. 07:27:09 UTC, 09:58:21 UTC) can be used to sequentially sort the interaction. The knowledge of proprietary assets (ABC technologies, language does) indicates that this is relevant in the patent of QT-AI-2025. This forms considerable incriminating evidence as to conspiracy and corporate spying.
[bookmark: _hq1x6xlxj1wz]5. Analysis And Outcomes
The interpretation of the digital information backed by the obtained results of forensic tools offers a clear and organised vision of the operations carried out by the people involved. The effort to research the acquisition of the suspect device was not futile, as the suspect device showed up in the device detection interface. The fact that the OnePlus smartphone was identified with the help of a forensic tool proves that the data extraction procedure has been carried out under a controlled and standardised setting. This will make future discovery of any other evidence on sound and untampered data, upholding the proofs of forensic investigations. The communication analysis, in particular, the call logs extracted, reveals that there was such a pattern of interaction between the involved parties. The call history shows that there are a lot of outgoing and missed calls, but at a short time rate. This tendency signifies it is a recurring contact-making, which corresponds to active and intentional communication in opposition to accidental or unintended contacts. These calls have the time stamps, which are crucial in re-creating the sequentiality of events that were interconnected, since they indicate the areas where the communication was high. These clustering interactions can extend a long way to show the presence of coordination among the suspects during the time period during which the investigation was being conducted. To further reinforce this observation, the analysis of emails gives further evidence of communication between the individuals. The records retrieved by Gmail show notifications and links to the messages by important authorities, such as references to Joe and others. Using these records, one can observe that communication was not limited to voice calls, as it has grown to include digital letters, which depict a multi-channel approach to communication. 
Given that in the email data, there are timestamps, this can be correlated with call logs, indicating that the communication events occurred closely in time. This reinforced the decision that the suspects were in constant and organised interactions of information. The file and metadata analysis give essential clues to how the suspect handled data on their machine. The files considered, such as the stored images, are supplemented with metadata, like their creation dates, modification dates, file paths, and MD5 hash values. The metadata indicates that the files were of recent date, and it matches the time of high communication discovered during the analysis of the call and emails [2]. Based on this time, match the communication and file handling activities that have a direct relationship. The systematic arrangement of files also suggests a premeditated storage and management, and not an incidental accumulation, signalling an intentional attitude to data management. A combination of the information on device purchases retrieved, communication history, e-mail, and file metadata is helpful to identify a logical flow of events. The evidence indicates that indeed the equipment in question was actively in use to communicate and to preserve data over the course of the investigation. The repetition of the communication attempts and the same degree of file activity indicate the existence of coordinated behaviour. The reliability of results can be enhanced by the fact that the results were found by many independent sources of data, which adds greater stability to the results and reduces the possibility of coincidence. The similarity between the log of calls, email history and file metadata produces a clear behavioural pattern which can be employed to arrive at a conclusion of purposeful data access and even transfer.
[bookmark: _89qsdzhb58qq]6. Conclusion
The forensic investigation gives strong and viable evidence that affirms that sensitive data involving the QT-AI-2025 patent was accessed, manipulated, and there is a likelihood of its transfer without permission. The evidence presented through the usage of communication logs, email data and file system analysis depicts a clear pattern of conspiracy between and among the suspects. The call records demonstrate the repeated and intentional communication efforts, and the email accounts provide evidence of continued communication and exchange of information. In addition, file and metadata analysis indicate that the data in question were actively accessed, edited and stored within the same time frame as the communication events happened. Since Emma is an internal employee with access privileges, she is seen as the main offender in stealing confidential data. The fact that regular patterns of communication between a number of parties can justify why Joe is a better mediator implies that he could have been involved in the process of information exchange. Norman is the person to whom it can be reasonably concluded to be the one being communicated to, since, rather than being the direct recipient in the sequence of communication, he is an indirect recipient. The consistency of findings and the fact that it correlates with several other independent pieces of evidence are strong points in the reliability of the findings.
[bookmark: _qw97j0be4fav]7. Recommendations
To prevent such cases in the future, Quantum Tech will need to assure them that the best data security practices are embraced. This includes coming up with strict access control policies in order to limit access to sensitive information about employees based on need. The applications of the removable storage devices, such as USB drives, should be monitored by endpoint security solutions and prevented. It also needs to be equipped with real-time monitoring of activities and regular security audits, which will help in the identification of any suspicious activity at its initial stage. The introduction of awareness programs, training employees in data protection policies and insider threats is also advised. Legally, the Law Enforcement agencies should consider an act of corporate espionage, unauthorised access to proprietary information and planned misappropriation of proprietary information. Enhancing organisational security processes and increasing the exercise of the law will go a long way to reduce risks of subsequent data breaches and insider threats.
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