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Acronyms:
GUI – Graphical User Interface
CAINE Computer Aided Investigative Environment
RAM – Random Access Memory
OS – Operating System
UI – User Interface
IEMI – Intentional Electromagnetic Interference

1. Introduction
The author has been tasked with analysis of cyber forensic tools as well as the case study and will first begin with an introduction of UK court law and a brief overview of cyber forensic fundamentals as well as introducing the research project and case study. Whilst the author assumes the reader will have an adequate knowledge of the topics already this introduction will clarify some of the finer points that may be discussed in the following report.

1.1 UK Court Law
Digital evidence and cyber forensics holds a major part within UK courts, now, more than ever. [1] With evidence ranging from simply a devices location at a certain time right the way through to digital plans for pre-meditated crimes, the UK courts have become inundated with digital evidence in recent years owed to the increase in prevalence of cyber-crime and use of digital mediums in once non-digital crimes. As this work is specialist as well as being within a developing field prosecution and defence may call upon expert witnesses to present and validate the evidence. [2]

As a result of this increase in digital evidence there has been a number of pieces of legislation published governing such digital evidence and their proceedings within the UK justice system, these include the Data Retention and Investigatory Powers Act 2014 an act governing the retention of certain communications data [3], the Regulation of Investigatory Powers Act 2000 regarding legislation on; interception of communication, acquisition and disclosure of data supporting communications, employing surveillance, use of covert human intelligence sources as well as the means for accessing and decrypting encrypted or password protected data.[4] As well as the Investigatory Powers Act introduced in 2016 which consolidated the powers already provided to law enforcement but brought in overhauled methods of oversight and authorisation governing these powers and provided safeguard methods that accounted for the digital age of the evidence provided [5]

1.2 Cyber forensics
Cyber forensics is the investigation of and acquisition of data from digital sources and covers a wide variety of sources and mediums. [6] In terms of the crimes perpetrated they fall mainly into 2 categories, 1) where the device is the target or 2) where the device is used as a tool in aid of a crime. For the purposes of the case study later analysed it will fall into category 2. An investigator must make sure the appropriate chain of custody when handling any evidence and this includes maintaining a strict record in the form of a chain of custody document. It is also of note to mention that an investigator would never be working directly on the evidence itself, i.e. a hard drive, if discovered in a powered off state, they would firstly label and categorise the evidence accordingly. Following this they would then take a bit-by-bit copy of the media that would be validated by acquiring a hash value for  both the drive and the copy and running a comparison of this value, once validated the investigator would then continue any proceeding investigations using the copy.
However in the event a device is found in an active state the investigator may move to immediately proceed with investigations of the system looking at recent activity on the machine or perhaps anything currently contained within volatile memory of the device, i.e. RAM, in order to prevent any useful evidence from being lost during a reboot.

2. Research of Cyber Forensic Tools
EnCase [software suite]
EnCase is a widely known cyber forensic suite within its field and is regarded as a powerful and comprehensive tool in investigatory work. It is mainly centred around mobile forensics but provides exceptional reporting capabilities as well as having built in functionality for many standard software encryption methods i.e. McAfee, bitlocker, etc and as well as boasting a very user-friendly interface to provide easy functionality especially when integrating it within reporting.[7]

The drawbacks to this software package however are that larger compounded files and mailboxes have been seen to take far longer to analyse, [8] and is a very costly software packaged if the commercial option is needed offering a free EnCase Imager software albeit scaled down from the full package being only used for data acquisition. [9]

Autopsy [software suite]
An open-source software package incorporating many cyber forensic tools into a single platform, some of these include; hash filtering, web artifacts and registry analysis. It also features the use of a data image analysis open-source library known as The Sleuth Kit[10], [11] as well as adding to this by providing a GUI to the library. [12]

Autopsy does offer some extensive features especially considering the software is largely free whilst still offering a commercial license for enhanced technical support. Due to the nature of the software being open source it also offers many community “modules” that are essence add-ons to the software produced by members of the community to add to the software, these modules can also by programmed in house through the application of Python [13].

CAINE [software suite]
CAINE is software marketed as a GNU/Linux live distribution and like some other forensic tools is also free to use both commercially and personally, it is another comprehensive software suite incorporating many known forensic tools, including Autopsy in recent versions. [14] 

CIANE features quite a generalist approach to its suite having diverse functionality for network & mobile forensics as well as data recovery tools all bundled into a user-friendly GUI that contains many pieces of open-source software allowing CAINE not lose touch with tools that are being developed within the cyber forensics community. [15]

The suite also contains a semi-automated report tool inbuilt that whilst it may not be as comprehensive as other tools have to offer it still provides the much-needed functionality. [16] CAINE has been praised for its wide diversity of tools in its distribution with some very niche additional functionality not normally found at the core of a forensic software package some of these include IOS backup analysers and cross platform MS registry hive editors. [17]

FTK [software suite]
FTK has become an industry standard within cyber forensics and is widely accepted in many courts of law [18], it is a hard drive analysis tool that is featured under a heavily priced commercial license whilst much like EnCase offering a free FTK Imager tool.

FTK is a very extensive piece of software and maintains a specialist approach to its functionality providing the capacity for detailed reporting, a simple GUI with advanced searching functionality as well as integrated and automated MD5 hashing for integrity checks on images when both opening and closing them. It also provides investigators with the ability to create a case log file for the whole process that FTK is used [19]. FTK is also praised for its wide variety of file type support allowing it to integrate with many different file structures and in many formats.

However FTK has been known to fall short in some areas and has been criticised for the lack of multi-tasking and scripting functionality within, and whilst the later may be considered semantic due to no degradation in the outcome of the tools analytical capabilities it may still impact upon the usability of the software within a commercial environment [8].

SIFT [software suite]
SIFT is another Linux Live distribution based on the ubuntu flavour, and is used to conduct in-depth forensic analysis or to be used in an investigation as part of incident response [20], it is again another piece of software that bundles a lot of well-known and used tools, both closed and open-source into its distribution to benefit from staying in touch with the cyber forensics community and ahead of the curve with many of its tools being frequently updated. [21]

Whilst SIFT is not the most user-friendly suite of tools it does provide the advanced functionality necessary for the investigations to take place, with many of its tools being utilised through a command line interface and has been criticised for poor user documentation and difficult usability as well as being especially unforgiving of new users.

Xplico [Network Analysis]
Xplico is a network analysis tool that is used in conjunction with packet sniffer tools (netsniff, Wireshark, etc) to reconstruct the contents of what these packet sniffers obtain.[22]

Xplico supports a wide variety of network protocols form HTTP, POP and IMAP right the way through to IPV4 & 6 and gives user flexible control over the software due to modular components for the tool as it is open source. It also offers users an output module for formatting data upon output for reporting purposes or even to import directly into an SQLite or MYSQL database. [23] It has become quite a popular tool within its specialist area of cyber forensics and is pre-installed on many major Linux distributions including; Kali Linux, DEFT & Matriux.

HackerCombat [network analysis]
HackerCombat is slightly different from most other tools mentioned prior to this. It works by scanning devices or networks for vulnerabilities and/or malicious threats this includes scanning individual files, identifying vulnerabilities on endpoints and even provides options for unknown files to be analysed for further use. [24]

HackerCombat has been praised and highly sought-after to be used within industry owed mainly due to its exceptional performance optimisation and time to complete, as well as providing users with a detailed forensic analytical report of the scans it has performed giving administrators and investigators alike a detailed summary of the security standpoint all from within an easy to use web-interface.

Paladin [software suite]
Another Linux distribution PALADIN is a modified live distribution encompassing over 100 tool2s into its suite in over 33 categories. It supports both 32- and 64-bit operating systems and may be set up to run from a USB stick to aide in portability. 
The latest version of PALADIN, version 7, has included The Sleuth Kit as well bitlocker decryption tools alongside its other open-source tools.
Unfortunately, PALADIN falls between the cracks due to many other more developed distributions already contain many of the tools within. Other than this the software suite operates on a donationware payment model requiring a minimum donation per user per year for commercial licensing.
Magnet RAM Capture [volatile memory analysis]
RAM Capture is one of the tools within the Magnet Forensics product line, it is offered fully for free. It is a tool for physical memory capture of a system for analysis, allowing users to export the captured data into a raw format for import into a forensic analyst tool.
The software itself boasts small memory usage to mitigate the volume of data within the physical memory being overwritten. The tool has been known to be one of the most comprehensive for physical memory acquisition noted in one paper to be on par with FTK imager [25]

Wireshark [Network Analysis]
Whilst Wireshark is contained within many packages already mentioned on this list it is still worth bringing Wireshark in to outline the plethora of features it offers as it plays an integral role in network analysis and has become the default tool of choice for many when undertaking network analysis.
Wireshark is known to provide a wide array of tools to users the power of which is usually only seen within paid iterations of network analysis tools.[26] Additionally to this due to its widespread use throughout many sectors of ICT there is an extremely active user community providing extensive knowledge and support for using the product as well as in recent years the release of formal documentation and training programmes available from the Wireshark site [27] further aiding users making it an ideal choice in network analysis.

Belkasoft Evidence Centre [software suite]
This package is Belkasoft’s iteration of a full cyber forensics’ software suite, advertising all of the core features necessary in an investigator’s toolkit, and has been described as an all-in-one solution for all areas of cyber forensics. [28]One of the areas it is most highly praised in, is its ability to capture data from such a wide array of sources at any time [29]instilling a certain level of confidence that the data captured will be very complete.
Whilst the suite is extremely comprehensive this does come at a cost as it operates on a quote based pricing model varying depending on the media the license will run from and the number of modules (as of writing there is currently 6 available on their website) making this somewhat inapplicable for those not in an enterprise environment. 

2.1 Summary
Many of the tools and suites mentioned are somewhat isolated from each other due being used for different purposes, for this purpose the author has categorised them into respective tables below to provide a comparison. Namely in the volatile memory analysis tool the author opted to add volatile memory analysis tools from some of the software suites to provide contrast to Magnet RAM capture. Whilst each of their tools have their advantages and disadvantages many cyber forensic analysts will use a combination of them that works best and will provide the highest level of analysis and reporting for the task they are trying to complete and being aware of the variety available will help for adapting to situations where more than one set of tools is required.


2.1.1 Software Suites

	Software
	Pros
	Cons

	Encase
	· Built in functionality for working with well-known modern encryption systems
· Friendly GUI
· Intuitive reporting
· Offers free Encase Imager
	· Mailboxes and compounded files take longer than most tools to analyse
· Paid licensing for full features

	FTK
	· Has become almost a standard for cyber forensics tools
· Offers free FTK Imager tool
· Very comprehensive and developed suite with many tools that have been praised for extensive data capture abilities
	· Lack of multi-tasking functionality
· Heavy priced licensing 
· No scripting features available to users

	Autopsy
	· All tools fully free
· Very active user community who develop new ‘modules’
· Open source
	· ‘enhanced’ technical support offered at premium pricing

	CAINE
	· Bundles many well known open source applications into one package
· Free to use personally and commercially
· Friendly GUI
· Contains features for many niche applications such as IOS mobile analysis etc.
	· Reporting is only semi-automated and is not as comprehensive as other software suites

	SIFT
	· Active user community helping for support and additional development
· Provides advanced functionality that is sometimes lost in GUIs
· Free 
	· Can be hard to learn initially due to being run through command line
· Poor documentation available to new users

	Paladin
	· Provides extensive analysis to many operating system
· Easy to set up to run portably
	· Operates on donationware pricing model
· Did not take off as much as other suites and as such has a smaller user community

	Belkasoft Evidence Centre
	· Has become known as an all-in-one solution
· Praised for ability to capture data from huge array of data sources
· Extremely comprehensive reporting tools
	· Very costly licensing varying with the number of tools needed 









2.1.2 Network Analysis tools

	Software
	Pros
	Cons

	Wireshark
	· An industry standard of network analysis
· Free to use
· Very active user community for support
· Website offers free training course on using Wireshark as well as extensive documentation
	· Has been criticised for not updating its GUI for a long time

	Xplico
	· Open source with many additional modules
· Combines features of other network analysis tools and reconstructs the data for better analysis by the investigator
· Already contained in many major cyber forensics’ software suites
· Fully free
	· Has been criticised for poor documentation on use

	Hacker Combat
	· Work notably faster than most other tools
· Works from a web interface meaning no hardware costs to run the tool
· Gives you a detailed analysis of the network ‘Security Standpoint’
	· Does not provide as comprehensive analysis on network and opts for a defensive approach
· Works better as an additional tool rather than fully fledged network analysis





3. Case Study

In this section the author will discus the forensic methodology and process used by John, a cyber forensics investigator who has been tasked with investigating a thwarted terrorist plot targeting Heathrow airport. It is assumed that the writer of this takes the role of the incident handler, and that the reader has knowledge of cyber security terminology, basic computer hardware knowledge and a basic understanding of UK criminal law. John was given the suspect’s laptop bag and its contents (a Dell laptop in standby mode operating on Windows XP professional SP2), photographs of the crime and fingerprints that matched the suspected terrorists’. John collected evidence of the laptop’s screen by taking photographs of it using a Canon digital camera. John soon began documenting what he had been provided as well as taking his own photos of everything recovered.

As the laptop was recovered in a stand-by state it was imperative that the laptop remained powered on to be fully assessed as rebooting the machine in this state would remove potentially invaluable evidence stored within volatile memory or within certain OS files. Because of this John’s first step was to prepare a bit-by-bit copy using FTK imager. This provides John with assurance that if anything happens to the hard drive during his investigation or if anything is altered there is always an original that he may take another copy of, it also provides integrity & assurance for the investigation in case of claims of evidence tampering. This was created with the imager then using a MD5 hash checksum the image was validated as being an exact match to the original. Once completed the chain of custody document was drafted to accompany and the original hard drive was handed to law enforcement and the chain of custody document updated accordingly.[30] [31]

Next John began to collect and analyse the volatile data and collect it. This is due to the fact volatile memory will contain information most likely pertaining to the suspect’s recent activity on the laptop, this could potentially be files recently accessed or even any information about any obfuscation efforts the terrorist may have made to hinder the investigation. i.e. changing file extensions, deleting files or even hiding data within drive slack space. Whilst doing this John also analysed the storage components for evidence of intentional electromagnetic interference as an obfuscation method this was not evident, and no data seemed to have been corrupted or become unattainable due to IEMI. [32]

Once John had captured the volatile memory of the drive he then could begin to analyse the non-volatile components within the suspect’s machine, for this he used Belkasoft evidence centre, specifically file system explorer module, this was due to the fact that later on in the investigation he may need to recover ‘deleted’ or hidden files and John was aware that Belkasoft’s software has the capacity to do this as well as being capable of identifying and analysing data from such a wide variety of sources. He began analysing any media files (.mov, .dat, .jpeg, .wav, etc) or documents (msword, excel, PDF, etc) for anything that may be related to the investigation also going through any files evidence centre had highlighted as having extensions altered. [33] For more information on the file types analysed see Table 1 in appendices.

John also analysed the Master Boot Record (MBR) of the laptop’s hard drive to determine if any partitions had been altered or were inaccessible due to being potentially removed from the MBR nothing was found here however and all partitions were intact and present in the MBR.

Now that most of the documents and media had been analysed by John he then moved onto certain application files primarily communication mediums, identifying temporary internet files, instant messaging history, email communications and the contacts the suspect emails to and received from. He found that the suspect used Microsoft Outlook as his primary email provider and began to analyse the .ost and .pst files cached locally within the file system as well as exporting the outlook contacts to a .csv file from the desktop client. For extraction and analysis John used Xtraxtor a free tool specialising in email data acquisition and analysis this allowed him to quickly and effectively gather the information from the outlook data files. John also took the liberty of collating all of the secondary data he had recovered, this included some chat messages and browser internet history and cached files for further analysis if necessary, should it contain relevant information to the case.

From this John recovered a fairly large, incriminating collection of data, consisting primarily of the items below.
1. 9/11 Bombings
2. Video showing terrorists practicing at a camp
3. Killing of kidnapped hostages
4. Motivational speeches by leaders of various terrorist outfits
5. Personal videos which showed the terrorist spending some light moments with his wife and two small kids
6. A 30-minute video of the Heathrow International Airport and Mason International airport at Fiji
7. Videos taken in a hotel room along with 6 other suspects

Because of such a large finding of video evidence John then began to update his documentation, he had already noted about how the evidence had been acquired from the suspect’s system but then moved onto documenting the contents of the videos as well as an assessment of how the information recovered from the media pertained to the investigation, this was to be able to give people insight into the contents of the media without having to view it themselves and would also allow for a full write up of the laptop to be in one report and may highlight some key aspects of the media that may have otherwise been overlooked. [34]

He also found a collection of evidence not in video format this consisted of photographs of both Heathrow international and Fiji airports in detail, a few logos of a known terrorist group, confirming their association, documents depicting criminal intent including documents titled, ‘how to make chemical bomb’, ‘How to be a suicide bomber’, ‘How to bomb Mason International Airport’ and many others. The document titled ‘How to bomb Mason International Airport’ however drew particular interest as it contained detailed instructions from other terrorists on spreading terror at the airport in Fiji.

From the documents John had recovered he then began cross-referencing names from the suspect’s MS Outlook contacts to any names found within or as metadata for the recovered documents. John found many similarities between the MS outlook contacts and names in the documents further implicating the suspect, John added this to his documentation of the case.

John had also discovered a excel workbook containing financial transactions of inflow to the suspect’s accounts this contained bank account names as well as details and could help in further identifying anyone else involved in the terror plot or simply involved within the terrorist organisation.

With all the information that was recovered, the evidence report from the Belkasoft suite as well as John’s documentation it was very clear that the suspect was heavily involved in the terror plot on the airports, and John was confident that the laptop had been fully analysed. With this John then began to investigate the contents of the laptop bag potentially for any secondary electronic devices or other valuable information. It did not contain any further devices but did contain a few documents and immigration visas furthering the connection between the suspect and the terror organisations, these were documented and also handed to law enforcement.

Now that John had completed his investigation of the evidence, he was provided he began to finalise his report for the Chief Investigator, Mr. Mark Wales. John integrated his notes into the formal report and provided any information or data he had recovered alongside anything he had noticed through the process. John then produced the invoice for his services and handed all of this over to the Chief Investigator, the invoice can be seen below:
[image: ]
4. Conclusion
In conclusion it was clear that the suspect caught was involved in the terror plot as evidenced by the information uncovered from the device, through John’s work of maintaining documentation, data analysis and drafting the chain of custody document he was able to proceed with a successful investigation and was able to supply clear and admissible evidence to law enforcement to aid in the criminal’s conviction and hopefully prevent further terror plots from being executed or orchestrated.
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Professional Investigator Service INVOICE

44 Gimble Str. INVOICE # 434468042
Gumsby, BHF6 88R DATE 21/05/2020
Phone: 0800001066

Professional Enquiries@Investigations.com

HEATHROW POLICE DPT. FOR Forensics Investigation (Full)
Mr Mark Wales
Heathrow Police Dpt

Longford, W6
Phone 08443351801

Description Quantity Amount (£)
Bit-by-Bit copy of digital media 1 50.00
Initial Callout 1 30000
Standing charge (daily) 3 75.00
Volatile Memory analysis 1 80.00
Report production 2 100.00
Service Charge 1 2500
Meetings with investigatory (hourly) 4 40.00
Media obfuscation and tampering analysis 1 60.00
Media contents analysis 1 200.00
Total 1,300.00

Make all checks payable to Professional Investigator Service
Payment s due within 30 days.
If you have any questions concerming this invoice, contact John | 0800001066

THANK YOU FOR YOUR BUSINESS!




