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Reflection:
You may have noticed that some of the practices used to configure the network devices are out-of-date, inefficient, or not secure. Make a list of as many recommendations that you have regarding how the devices should be reconfigured to follow the practices that you have learned in the CCNA curriculum.

Below is a list of a number of best practices that could be configured to improve security and other best practice recommendations. 
· The use of basic well known password needs to be amended to more secure password and a wider variation between the devices to prevent a single point of failure
· Switch ports are widely left on the default VLAN 1 across the estate and are left active. Ports should be assigned to required Vlans and deactivated when not in use.
· Management access to device on the network is left open, could utilise ACLs or AAA services to increase security to management of devices.
· SSH is not enabled or in use on the network, another area security could be improved.
· IP Source Guard is not configured within the environment to further improve security.
· All Switches are using default SVI (VLAN1) / Management interface. This needs to be amended to prevent known access routes for compromise.
· Cisco Discovery protocol is on by default. CDP should be configured either to be off or turned on where required and restricted to use within the estate.
· Cisco Dynamic Trunking Protocol is enabled and activated on the majority of the ports across the estate. Should be configured to the required ports.
· The Trunks links are on native Vlans and should be configured correctly.
· There are configured unused Vlans within the estate. Example being Vlans 99 on SW-B2. If not in use this should be removed.
· STP is in use on Switches. RSTP should be used as STP is now obsolete and RSTP brings in a number of enhancements in relation to faster convergence as an example.
· [bookmark: _GoBack]OSPF is enable on Network interfaces. OSPF should only be used where necessary to reduce the amount of unwanted traffic that is then generated.
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Interface | Device Type (Router, Switch, Host) | _IPaddress | subnetMask | Default Gateway
= NIC Host 1921681153 |255.255.255.0 _[192.168.1.1
pc2 NIC Host 192168350 [255.255.255.0 [192.168.3.1
pc3 NIC Host 1921684115 [255.255.255.0 |192.168.4.1
pca NIC Host 192168583 |255.255.255.128192.168.5.1
pCs NIC Host 192168.5.227__|255.255.255.128 [192.168.5.129
PCcs NIC Host 192168248 |255.255.255.224[192.168.2.33
pc7 NIC Host 192168267 __|255.255.255.224[192.168.2.65
Hub S0/1/0 __|Router 192.168.0.1 255.255.255.252 |[N/A

Hub |Go/o/0 Router 192.168.2.1 |255.255.255.252 |[N/A

Hub 150/1/1 Router 192.168.0.5 |255.255.255.252 |[N/A

Hub 150/2/0 Router 192.168.0.9 |255.255.255.252 |[N/A

Hub S0/2/1 __|Router 192.168.0.13  [255.255.255.252 [N/A
Branch-1 _|G0/0/0 Router 192.168.1.1 |255.255.255.252 |[N/A
Branch-1 [S0/1/0  |Router 192.168.0.2 255.255.255.252 |[N/A
Branch-2__|G0/0/0 Router 192.168.2.33 |255.255.255.252 |[N/A
Branch-2 [S0/1/0  |Router 192.168.06 255.255.255.252 |[N/A
Factory _|G0/0/0__|Router 19216831 2552552550 |N/A
Factory _|G0/0/1__|Router 19216841 2552552550 |N/A
Factory _|s0/1/0___|Router 192168.0.14___|255.255.255.252 |N/A

HQ G0/0/0.1_|Router 192.168.6.1 |255.255.255.0 _|N/A

HQ G0/0/0.5_|Router 192.168.5.1 |255.255.255.128 |N/A

HQ G0/0/0.10_|Router 192.168.5.128  |255.255.255.128 [N/A

HQ |50/1/0 Router 192.168.0.10 |255.255.255.252 |[N/A
[swB1 __|[vLANT _|switch 1921681252 |255.255.255.0 _[192.168.1.1
SWB2 _|[VLANI _|switch 192168262 [255.255.255.0 |192.168.2.1
SWFL__|[VLANI _|switch 1921683252 [255.255.255.0 |192.168.3.1
SWF2__|[VLANI _|switch 1921684252 [255.255.255.0 _|192.168.4.1
SW-HQ1 _|[VIANT _|switch 1921686252 _[255.255.255.0 _[192.168.6.1
SW-HQ2 |[VIANT _|switch 1921686253 [255.255.255.0 [192.168.6.1
SW-HQ3 _|[VIANT _[switch 1921686250 [255.255.255.0 _[192.168.6.1





image2.png
ISP 1SR4300
2030.113.1

o smiso0
Saraono (==
19216801 ‘Serial 0/1/1
s
P
ial 0/2/1 ‘Serial 0/2/0 203.0.113.27
Router Branch-1 192.168.0.13 \(92.168.9.30
scao
S
e ez

‘Switch SW-HQ1
192.168.6.252

r—

(== ) a4
- oo RoverFacioy /S,
s, ,
Serial 0O\, e @
s
T
R
e Soo e
1921681252 ‘Switch SW-F1 ‘Switch SW-F2 —
o S red
suin sz
i

)3 g —'Bla
— — —
192.168.1.153 — Toca —
o o Fon )
g s sl
cuenowi —
192.168.6.253 T T 192.168.6.254
8 7 —'@|¢
= =
e v 1)
i

192.168.8.53




