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1. [bookmark: _Toc61631038]Introduction
This report will cover various amount of topic such as cloud computing, it’s history and the impact it has left in the industry. This report will also take a deep dive into the technical challenges that goes into running a cloud service and impact it has on network professionals moving forward.
This report will also examine web services and how they are used in networks too by covering different types of web services such as RESTful web services.
Also featured in this report is Software Defined Networking (also known as SDN), the report will cover what SDN is and how it is used in the industry by covering its strengths and weaknesses SDN has.
Finally, standards are also covered in this report too as this report will analyse what standards are and a few variants of standards that can be found such as the Json and Interoperability standards.
The definition of computer networking is when a connection is made with multiple devices be it computers, laptops, mobile phones, video game consoles or even wilder devices such as cameras and fridges.
2. [bookmark: _Toc61631039]Findings
Below are some of the various findings that have been done via research.
[bookmark: _Toc61631040]2.1 Cloud Computing
[bookmark: _Toc61631041]2.1.2 What Is Cloud Computing?
Cloud computing is a type of service that is used regularly by many people in today’s age of technology. It can be found when using computers for saving documents and it is also used elsewhere including mobile phones and gaming consoles to store certain data. Cloud computing according to Steve Ranger [1], cloud computing is a delivery of on-demand computing services. This means that cloud computing can be accessed at anytime and anyplace if the user is connected to the cloud via a WIFI connection. Steve [1] also states that cloud computing is used by applications, storage and even processing power. This tells us that cloud computing can be used for various services such as storage for things like: Images, documents and confidential data. Cloud computing is also used for applications and even processing power. According to Alex [2], cloud computing is a service that will evolve over time. This tells us that cloud computing as a service will continue to evolve as time progresses making it a valuable service for anyone to use.
[bookmark: _Toc61631042]2.1.3 History
Cloud computing had begun to develop in the mid-1900s as early development began in the 1960s as technology was being advanced during that time [3]. With the breakthrough of the internet being created, along with it came the idea of cloud computing. In the 1970s, the creation of virtual machines was made [4]. A virtual machine is a type of emulator that will act like a real computer when activated [5]. After the invention of the virtual machines, the idea of using a virtual machine was what made cloud computing a reality as business were beginning to offer private networks a services to use [4]. The idea of virtual machines were so popular that beginning in the 1990s, users began to develop cloud computing in and what would be known today as the modern cloud computing infrastructure [4].
[bookmark: _Toc61631043]2.1.4 Impact
The impact cloud computing is making on the industry is a very big impact, cloud computing has even affected things like gaming too as gaming looks to cloud for the future. Cloud computing is used regularly be major corporations such as Amazon and Microsoft / Google [6]. Cloud has also affected gaming in a major way and the gaming industry could potentially use cloud gaming moving forward as physical disk media is getting used less by users. Users can now play games via the cloud; this means no more downloading updates as the game is ready to play as soon as the user accesses the cloud. [7]
[bookmark: _Toc61631044]2.2 Technical Challenges
Having cloud computing means that there are going to be many technical challenges and issues that also come with the use of cloud computing. Security is a very big issue when it come to cloud computing. A good cloud service needs to ensure that security is ensured and will secure any data that users use on the cloud [8]. Amounts other challenges are possible hardware errors with cloud servers, various things could happen to the hardware such as: random shutdowns and the cloud running out of storage thus having the ability to add new data to the cloud being impossible in that current state. There are also risks of users potentially ruining the cloud service, this can be done a lot more common if the cloud is a public cloud as the risk of having a public cloud drastically increases as anyone can use that particular cloud making it a less secure cloud service [9]. 
[bookmark: _Toc61631045]2.2.1 Network Professionals
The network professionals in the industry thanks to the introduction of cloud computing now have many more challenges to tackle to earn a job within the industry as cloud computing becomes a lot more common within the industry as more businesses use the service. Network technicians will now need to understand and prevent many things to keep a cloud service running and prevent things like DDoS attacks to the service and ensure that the security is secure for users to use without the worry of anything happening to the cloud service [10]. The network technicians will need to ensure that they have the required skills to keep a cloud service active and secure too as getting network technicians that have little to no experience with a cloud service could be a bad thing for the cloud service [11].
[bookmark: _Toc61631046]2.3 Web Services
A web service is a type of service that could be anything from a piece of software or cloud service that provides web protocols to send data all over the internet using HTTP / HTTPS. The web service uses XML data to send and exchange other data with other computers, this is known as application-to-application (A2A for short). The type of data being send can range from documents, messages and personal data [12]. There are many types of web services that are used on the internet that are used for different operations, such as: web services are used for things like REST, XML and SOAP to communicate with other devices across the internet, web services are only hosted on IIS and web services supports HTTP protocols only [13]. 
[bookmark: _Toc61631047]2.3.1 RESTful Web Service
Representational State Transfer (also known as RESTful) is a type of software architecture that used multiple web services. REST also have its very own constraints known as the 6 guiding constraints. The first constraint with REST is a client server, the client server is used to simplify the server components. The second guiding principle for REST is stateless, stateless is completely kept on the client side and will not be stored on the server. Cacheable is third on the list. Cacheable is a requirement to the data to ensure that the data is known as cacheable or non-cacheable. Uniform interface is fourth on the list. Fifth on the list is Layered system, and finally the sixth on the list is code on demand. Code on demand [14].
[bookmark: _Toc61631048]2.4 Software Defined Networking (SDN)
Software defined networking (also known as (SDN) can help simplify the network if it were to have software defined networking [15]. Software defined networking has also started a SDN movement amongst the industry and has essentially begun a revolution within the cloud computing industry as many other services followed in the footsteps of SDN and had major success, OpenFlow, Open Network Operating System and CORD are a few examples that followed SDN and became successes of today all thanks to SDN [16]. Software-defined networking is an architecture that is used in various networks to help the network be controlled and even program various types of software into the network [17].
[bookmark: _Toc61631049]2.4.1 Strengths of SDN
Software defined networking sounds like a great idea but there are many advantages and disadvantages with it as with many other networks. As for the benefits of the software defined networking. Some of the advantages of using the software defined networking are things such as: the cost of running the SND as they require less cost due to the equipment used for the SDN [18]. Another advantage that SDN has is the ability of automation. Automation could go either way as is something was to go wrong with automation process that could result in many wrong turns for the SDN, but if an automation is done correctly the SDN can gratefully benefit from it as there is no need for staff to keep checking the SDN to see if everything is active and operational [19].
[bookmark: _Toc61631050]2.4.2 Weaknesses of SDN
As there are many strengths with the Software defined networking, there are also many disadvantages with the SDN too. As with any type of network the risk of hacker activity is always a concern with running a network, thus denial-of-service attacks (also known as DDoS) are inevitable to happen. To prevent a DDoS from happening the network will need to ensure that security is high and would be able to prevent DDoS attacks in the event they were to happen to the network [19]. 
[bookmark: _Toc61631051]2.5 Standards
Standards are various types of standards that are used in things such as communication with data and networking. Standards are similar to a set of rules that the network uses and it’s the rules things like networking and communications follow to help them maintain [20].
When it comes to standards, there are two variants of standards. Firstly, there is the De facto standard and then there is the De jure standard. The De facto standards is a standard that has no plan or any sort of approval by the organization using it. The De jure standard is commonly seen today as this standard is used by many companies to this day [21].
[bookmark: _Toc61631052]2.5.1 Json
The JavaScript Object Notation (also known as Json) is a type of standard that is a lightweight data interchange format. This standard is used to make communications easier for users to read and write when they are communicating. As the name suggests, Json is using a Java script, Java is used as other languages can also understand Java, for example C, C++, Perl and Python can understand Java and eachother [22].
[bookmark: _Toc61631053]2.5.2 Interoperability
Interoperability is a type of standard that is commonly used within health sectors. The interoperability standard is mostly used in health sectors because the interoperability standard allows users and systems to communicate with a lot of efficiency and it makes it easier to understand [23].
[bookmark: _Toc61631054]3 Conclusion
In conclusion, the findings have shown a variety of information regarding topics such as cloud computing and the history regarding cloud computing, the technical challenges with using cloud computing. Web services and the various types of services and how they are used was also covered in this report and viperous types of standards are covered in detail too. The various amount of technical challenges given by cloud computing gave a great incite on how cloud services are being ran behind the scenes. Web services are also an interesting topic as a deep dive within that topic gave an understanding to what a web service is. This report also help understand standards too as the research conducted for standards made help understand what standards are and how they are used in networks.
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