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Introduction
[bookmark: _Toc506115704]The overall objective, either alone or as part of team (the latter in the author’s case) is to complete several worksheets with screenshots as evidence to demonstrate understanding of working a virtual machine. The first four worksheets will be completed in the team, while the fifth must be done independently.
[bookmark: _Toc506115705]Content
[bookmark: _Toc506115706]Worksheet 1
[bookmark: _Toc506115707]The first worksheet established the creation of a Type 1 hypervisor to help control the three created operating systems and connect to them at any time.
[bookmark: _Toc505940094][bookmark: _Toc506115708]Task 1

[image: ][bookmark: _GoBack]The process began at a server named Swansea, which was configured with an assigned IP address and gateway. This was then repeated for the standard Windows 7 client and the Cardiff server.

Figure 1: Setting IP address and gateway of Swansea server
Task 2
[image: ] Each server attempted to ping each other, this was unsuccessful as a routing protocol was not assigned and a network path was not established.

Figure 2: Attempting to ping the Swansea server
Task 3
[image: C:\Users\p149891.SOAC\Pictures\Extra\rip 1.PNG]RIP (Routing Interface Protocol) was enabled on the Cardiff server to assign it as the master server.

Figure 3: Enabling RIP on Cardiff server
[image: ]This enabled pinging to the other servers

Figure 4: Pinging other servers from Cardiff
[image: ]Access to all three servers was then spread to all three group members

Figure 5: List of systems
[bookmark: _Toc506115709]Task 5
Routers are essential in a network, they are responsible for the sending of data packets between devices. The most common examples are wired and wireless (routers that apply cabling and routers that connect manually, respectively), but can also include virtual routers, which virtually imitate the equipment).
Information about connected routers is contained in a table, which details information such as IP addresses, which device the router is interfaced with, and the gateway assigned to a device to help it share information. This can quickly be opened by commanding a network to display its IP route, and is helpful in determining how a router will travel and if changes need to be made.
The most common examples of routing protocols include RIP, which, as demonstrated, provides a link for servers to connect and link information. Other examples include OSPF, which spots problems in a network structure and seeks the shortest path overall, and IGRP, which splits packets equally and is designed to continue operating despite information being adjusted.
The role of a subnet mask is to split an IP address into sections and help users identify their chosen section. There are two sections; network (which detail the amount of network subnets), and host (which detail the amount of hosts a network can hold). The number of subnets and hosts depends on which class the address is included in; A, B, or C. A network with less hosts ends up in Class A, and vice versa for Class C.
A Type 1 hypervisor was the format applied throughout this worksheet. This hypervisor is useful in the fact that it simplifies the overall network structure and provides direct hardware access. Examples of software is Xen, which can run several types of operating system on a sole network host, although the low number of machines could pose a security risk. 








Worksheet 2
[bookmark: _Toc506115710]Worksheet 2 aimed to increase understanding of packet filtering, a process which helps data flow between more secure servers by scanning packets of data before they are sent.   
Task 2
[image: ]An FTP server was created, allowing for a swap and storage of computer files

Figure 6: Installation of FTP server
[image: ]This was the central folder where testing of information exchange commenced

Figure 7: Proof of user folder
[image: ]The test text file used to test whether the FTP will perform correctly 

Figure 8: FTP directory
[image: ]Messages used to verify linking to the server

Figure 9: Creating banner messages
A text file was stored successfully in the folder

[image: ]
Figure 10: Proof of completed file
[image: ]A file uploaded in Cardiff that Swansea could access

Figure 11: Shared text file
Task 3
[image: ]Cardiff is unable to ping Swansea due to above restrictions

Figure 12: Restricted outbound filter
[image: ]
Figure 13: Unsuccessful ping
Task 4
[image: C:\Users\p149891.SOAC\Pictures\Task 4 p3.PNG]Removing restrictions to allow for successful ping

Figure 13: Configuring inbound filter
[image: ]
Figure 14: Successful ping
Task 5
There are several different protocols which help control the flow of routers. One example is RIP, a protocol that routing information such as the number of hops that are involved in a process, the overall speed, and the amount of distance involved. There are two versions of RIP, versions 1 and 2, the only difference between them being 1 is classful (stays in a fixed network range) and 2 is classless (vice versa).
[image: https://lh3.googleusercontent.com/5XsEs8s74DeRG4_-6Vb8w8Hfq0qyOBa4kZ5sFkiztK_1e8MQSb4I1x20VMyTUNjO5QrIB5Juj88b1pLK0xaFjRqk0ZWPccZr4WiN_m-6f85ZuASewOJXYDcciXAST8e5HyfRXvxE] [1]
Address Resolution Protocol (ARP) makes discovering IP addresses simpler by defining rules such as its length. It is an important component of the Network Layer in the TCP/IP model, and helps convert Address into more unique MAC addresses to make information easier to remember when performing actions such as pinging two networks.
Packet filtering is the process that determines what data enters a router, acting like a network firewall. It examines where data is being sent to and where it has come from, deciding to block any data that could prove harmful. Throughout this task, it has been referred to as IP packet filtering as IP addresses have been where the activities have mostly occurred. Benefits of packet filtering include how little resources it consumes and how quickly it applies its effects.
Sending IP data across devices is made easier using contradictory filters. Filters are bound to both data coming in and going out, but a rule that applies to one does not apply to the other. It is possible, for example, for the second filter to reject any data that the first data approved for checking, making these filters possible in terms of packets.  
As well as linking files between systems, an FTP server can also provide a means for people to edit text on websites. It can do this by allowing for integration with other services such as SSH, which provide FTP with either a local or remote connection.













[bookmark: _Toc506115711]Worksheet 3
Worksheet 3 involved assigning each system with its own network interface. To accomplish this, the TCP/IP protocol was used, to define the IP addresses that can be used and further control the range used. 
Task 2
[image: ]Successful DCHP server installation on Cardiff server

Figure 15: DHCP setup
Task 3 Screenshot of DHCP server when it was later installed in Worksheet 4

[image: ]
Task 4
[image: ]Cardiff defined the DHCP scope, allowing the other two servers to connect

Figure 16: Setting DHCP scope
[image: ]The IP addresses defined in the DHCP scope could successfully ping

Figure 17: DHCP pinging



Task 5
[image: ]Windows 7 client testing after Cardiff converted DHCP addresses from leases to reservations via MAC addresses

Figure 18: Proof of DHCP IP testing 
[image: ]Swansea and Windows 7 added to server under Cardiff’s control

Figure 19: Added DHCP reservations
Task 6
A DHCP server can be used to select IP address without user input. This ensures that IP addresses are not repeated but are not controlled by the user. In this case, a server was used to adjust addresses and imply restrictions to make settings secure in the case of a disaster and discover what occurs, with proof that devices cannot ping if they do not link. 
If a server configured with the TCP/IP protocol cannot link to its intended DHCP server, checks over the entered IP addresses should be completed. If all details are correct, a backup DNS server can be made, which can link with the intended server.
[image: Image result for DORA dhcp] [2]
Listed above is the 4-step process in which a DHCP server secures an IP address, commonly known as a three-way handshake. A user sends a request to the server asking for a new address, after which the server retrieves one and acknowledges the original request, completing the process.
[image: Image result for relay agent][3]
A relay agent is a linking tool used to assist a user in connecting to a DHCP server remotely. One would use an agent to simplify linking to a known server beyond their physical subnet. An agent has several advantages; it runs on one sole layer (saving resources), and allows a user greater access to how a DHCP server flows in terms of traffic.
[bookmark: _Toc506115712]Worksheet 4
Worksheet 4 was an extension of 3, installing a DNS server to convert the domains of each machine into their own IP addresses, to make remembering details easier for any users. 
Task 1
[image: ]DNS server installed on Cardiff machine

Figure 20: Installation of DNS server
[image: ]Server name defined 

Figure 21: DNS server name
Swansea server
[image: 4.1 on domain]Process repeated on Swansea server

Figure 22: Continuation of DNS server
Task 2
[image: ]Cardiff established as master DNS server

Figure 23: DNS master zoneAll folders together in DNS server; Swansea and Windows 7 added through reverse DNS zone

[image: ]
Figure 24: DNS folders
Task 3
Web creation
[image: ]Settings made for test website examining overall DNS server

Figure 25: Implementation of test website
Evidence of website
[image: ]Settings made for test website examining overall DNS server

Figure 26: Completion of website
Task 4
The name of any specified IP addresses can be verified either via the -a command when pinging a server or the network command nslookup, after which it can be adjusted if necessary.
There are two main query processes that can help handle any requests related to DNS; iterative and recursive. Recursive involves the use of a second DNS server to resolve any issues related to user names, in the case that it cannot be determined. Iterative, meanwhile, allows for more leniency, where the server in question gives its most accurate approximation based on the data supplied.
Another method of determining DNS user names is root hints. They are important in discovering the address of clients connected to others besides the primary server, storing the information in a table which describes the full domain name, enabling quick access if the server has not been edited to allow for forwarding of data.
The exact FQDN, based on the description given, is SubContA.nwtraders.msft/Server1. DNS configures FQDN so that the subdomain is given first, followed by the root and then the specified location. It follows this based on its tree-like model of splitting the domain name up, helping it become more identifiable.
This links to DNS zones, which help define how domains are broken up and are only accessible to administrators. Factors to be aware of include the relation of a server in accordance to the DNS server. One machine in the server is assigned as the core machine for storing DNS records via a primary zone, while the others can be used as backup via secondary zones and can be locked to prevent any changes not made by the core server.


















[bookmark: _Toc506115713]Worksheet 5
There are several different web designs which can also be managed by clusters, a tool that spreads tasks across each web tier. It is common to have three web layers, and an example of a cluster that can assist it in performance is a load-balanced cluster (a cluster that aims to spread the workload as equally as possible among all tiers in a network).
Putting this cluster strategy into use, a possible 3-tier web system could include [4], for example, the presentation layer at the top (the finished raw data which has been processed and ready for usage), an application layer in the middle (which oversees setting into motion the information collected), and the physical layer at the bottom (the layer that the data begins it when it is retrieved).  
Compared to other clustering strategies, load balancing is cheaper as it uses less hardware and ensures that each section is working to its full capability [5], but it lacks scalability due to working under one format, and potentially having too many servers can make it more difficult to control the overall network flow. It can be compared to a failover cluster, which provides high scalability due to the amount of point entries it includes, but issues arise if one of those entries fails.
Examples of tools that a high-availability cluster applies [6] includes a network storage area to store data non-volatility and disk duplicating as a backup procedure. These are achieved via technology such as single-copy clusters, which spreads a node of clusters amongst each network tier so that each can access them. [7]
The types of protocol one would use within this strategy is TCP/IP, to split traffic between all associated machines. It also simplifies the use of protocols of FTP, so much that if more than one server is present, it will subtract some of the speed and add it to the second server, reducing dependency and resulting in more spread-out speed.
Overall, it can be concluded that load-balancing is a suitable clustering strategy. While combining and spreading out functions across the network can make it harder to control, this greatly boosts overall speed and results in a greater flow of data. Combined with the fact that less resources are used with the joining of data, it could be considered useful in managing data and being available on a consistent basis.







[bookmark: _Toc506115714]References
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[ Application Server
[ DHCP Server
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0 Hyperv
[ Network Policy and Access Services
[ Print and Document Services
[ Remote Access
[ Remote Desktop Services
[ Volume Activation Services
] Windows Deployment Services

] Windows Server Essentils Experience

I Windows Server Undate Services
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* Attempt to ping other Servers in the network, note on successful attempts,
check your ARP Table using the arp.~A command, note the entries being
updated as more servers connectlare connected to.

ask 2: Permitted TCP and ICMP Operations

sing Routing and Remote Access Services for configuring IP packet filtering]

[Complete these tasks from Swansea]:

*  Navigate to the Server Manager Dashboard

* AddRoles

* Inthe list of Server Roles — check on the Web Server (IIS) - Choose Next

* Choose Next at the Intro to web server (IIS) page.

* Atthe Select Role Services page, scroll down and check on FTP Service, click Next
* Nowinstall the service, and wat for the wizard to complete.

*  Click Start — Administrative Tools - Computer Management

* Expand Local Users and Groups — Right Click on the Users Folder — New User

*VERY IMPORTANT*
Ensure that you Check off the ‘user must change password at next logon
setting’.
Name: ftpuser
Password: P@sswrd
*  Start - Administrative Tools ~ Internet Information Services Manager.

* Expand the Computer Name — Right click on Sites — choose Add FTP Site
* In Site information type test

* Click on the browse button [...] next to Content Directory/Physical Path

* Choose root drive (e.g. Cinetpublftproot) - next

* Atthe bindings and SSL settings page — choose No SSL

* Take note of the Port Number (20 & 21) can be used via the TCP protocol when
using the FTP Service

* Chose basic authentication as the preferred mode.

* Alongside the authentication textbox, click the drop down menu and choose Specified
Users.

* Type n the name of your server (Swansea) followed by a backslash and the user
account you created above (e.g. Swansea\fipuser)

* Ensure you check on both the read\write options. Choose Finish.
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Task 2: Permitted TCP and ICMP Operations

[Using Routing and Remote Access Services for configuring IP packet filtering]
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[Complete these tasks from Swansea]:

*  Navigate to the Server Manager Dashboard

* AddRoles

* Inthe list of Server Roles — check on the Web Server (IIS) - Choose Next

* Choose Next at the Intro to web server (IIS) page.

* Atthe Select Role Services page, scroll down and check on FTP Service, click Next
* Nowinstall the service, and wat for the wizard to complete.

*  Click Start — Administrative Tools - Computer Management

* Expand Local Users and Groups — Right Click on the Users Folder — New User

*VERY IMPORTANT*
Ensure that you Check off the ‘user must change password at next logon
setting’.
Name: ftpuser
Password: P@sswrd
*  Start - Administrative Tools ~ Internet Information Services Manager.

* Expand the Computer Name ~ Right click on Sites — choose Add FTP Site
* In Site information type test

* Click on the browse button [...] next to Content Directory/Physical Path

* Choose root drive (e.g. C\inetpublftproot) - next

* Atthe bindings and SSL settings page — choose No SSL

* Take note of the Port Number (20 & 21) can be used via the TCP protocol when
using the FTP Service

* Chose basic authentication as the preferred mode.

* Alongside the authentication textbox, click the drop down menu and choose Specified
Users.

* Type n the name of your server (Swansea) followed by a backslash and the user
account you created above (e.g. Swansea\fipuser)

* Ensure you check on both the read\write options. Choose Finish.

* We can setup bannersfwelcome grestings as a way of knowing if we are connecting
to the right server.

* Tosetup a banner, choose Start - Administrative Tools ~ IS Manager.
*  Expand the servemame — Expand sites click on your ftp site you created earler.
* Choose FTP messages”
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image3.png
Virtual Machine Viewer - Cardiff on
File  Action
@3 ctriAlDel i Full Screen

File Action View Help
e 2 [ENIEYN 7o)

5 Sever Status
4 B CARDIF (loca)
T Network ntera
53 Remote Access Los

Updatemode  Respor
Periodic 0

28 Windows Server2012R2

Windows Server 2012 R2 Standard
Build 9600

75 Gl s





image4.png
=

Virtual Machine Te

VMs and Services

4| Clouds

& Azure Subscripti

Network Services Group 7

M Networks

Storage

Y

(E]

VMs and Services
Library
Jobs

Settings

|5 Network Service

Virtual Machine

Power Off ) Reset

roup 7 - tesla.soacsmu.acuk - Virtual Machine Manager

e X

B Manage | Connect | Delete
tSevices protection | or View +

Delete

=

Properties

< Ms(@3)
| Neme | status

Lab-01-01 Running

Cardiff Running

Running

Virtual machine information
Status: Running
Owner: SOAC\p149891
1

Memory: 20068

Go to related object

Cloud:  Network Services Group 7

2 Virtual Machine Viewer - Swansea on server babbage soac.smu.ac.uk

File  Acton
@cutaroel B Fullscreen

Administrator: Windows PowerShell

Ipinging 192.165.11.2 with 32 bytes of dat
192.168.11. ‘time<ins TTL=128

und trip times in milli-sec
Ons, Maximum = Oms, Average
dministrator> ping 192.168.11.1

 dat:
‘time=272ns TTI
time<ins TTL=128

ximate round trip times in milli-sec

Minimum = Ons, Maximum = 272ns, Average
dministrator> 192.168.0.1

> ping 192.168.0.1

.168.0.1
1168.0.1
1168.0.1
1168.0.1

ximate r
Minimum = 1ns, Maximum = 33lns, Average
\Users\Administrat

£

| senvice

| Operating system

Windows Sérver 2012 R2 Standard

5 & s

ENG
uk

Build 9600

439 AM
11/16/2017

64-bit edition of Wind.

Windows Server 2012,

Windows Server 2012..

avsrage





image5.png
Gl

Network Services Group 7 - tesla.soac.smu.ac.uk - Virtual Machine Manager

* m (ly @romror DRt

10 Pause

Create | Shut Power

- Down On [P Resume

Create
VMs and Services

4| Clouds

 Network Senices Group 7
Azure Subsciptions
VM Networks

@ storose

B VMsand Services
& by

[ Jobs

Settings

rd Save State

5 Discard Save

Virtual Machine

B X B

Store in Library

| Virtual Machine st..~ | Availability Set Name

| User Role | cpu Average

< VMs(3)
| Name | status
T Lsb01-01 Running
B Cardit Running

Running

Network Services Gro.

Network Services Gro... Completed w/ Info

Network Senvices Gro.. 0%

Network Senvices Gro.. 0%

@ swansea

Virtual machine information

Status: Running
Ouwner S0AC\p149891
Processors: 1

Memory: 20068

Go to related object

Cloud:  Network Services Group 7

Logical networks

Storage (1 disks)

Total storage (25.00 GB:

Recent job

Name:  Refresh virtual machine

Job status: 100% Completed

Daily performance (CPU)
02

01

| Operating system
64-bit edition of Wind.

Windows Server 2012..





