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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing

Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on comparing IPv4 and IPv6 addressing. You may discuss but not limited to structure, address types, features and security.  (See page 3)
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 12 hosts       
Subnet B: 60 hosts  
Subnet C: 120 hosts
Subnet D: 45 hosts
Subnet E: 6 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	F (180)
	172.16.2.0
	255.255.255.0
	172.16.2.1
	172.16.2.254
	172.16.2.255

	C (120)
	172.16.3.0
	255.255.255.128
	172.16.3.1
	172.16.2.126
	172.16.3.127

	B (60)
	172.16.3.128
	255.255.255.192
	172.16.3.129
	172.16.3.190
	172.16.3.191

	D (45)
	172.16.3.192
	255.255.255.192
	172.16.3.193
	172.16.3.254
	172.16.3.255

	A (12)
	172.16.4.0
	255.255.255.240
	172.16.4.1
	172.16.3.14
	172.16.4.15

	E (6)
	172.16.4.16
	255.255.255.248
	172.16.4.17
	172.16.3.22
	172.16.4.23

	Serial Link 1
	172.16.4.24
	255.255.255.252
	172.16.4.25
	172.16.4.26
	     172.16.4.27

	Serial Link 2
	172.16.4.28
	255.255.255.252
	172.16.4.29
	172.16.4.30
	172.16.4.31
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IPv4 is the fourth version of Internet Protocol and was released in 1978 which is used to identify devices on a network. It is currently the most widely used IP to connect devices across networks. It uses 32 bits address which makes just over 4.3 billion unique IP addresses. An example of an IPv4 address is 192.68.1.0. This may seem like a vast amount of addresses but with the fast growth of the internet this figure will not suffice. [1] 

With every device (routers, computers, mobile phones, servers, switches etc.) that is connected to a network needing an IP address then unassigned IP addresses are becoming less and less daily. 4.3 billion Would have seemed plenty in 1978 but in 2019 this is not realistic and there is approximately just over 1.3 billion remaining [1].

The advantages of using IPv4 is that all systems have no issue controlling IPv4 routing, making it easy to connect devices and manage them. IPv4 is flexible and offers scalability. Many of the routers that from the backbone of the internet are IPv4. However because of the decreasing addresses, organizations have had to use Network Address Translation (NAT). A NAT will allow a device, such as a router, to act as an agent between a private network and a public network. This allows a single IP address to be used to represent all of those organizations computers to anything outside their network [2].  

In response to the rapid growth of the internet, IPv6 was developed. IPv6 uses 128 bits giving 340 undecillion IP addresses. An example of an IPv6 address would be 3ffe:1900:4545:3:200:f8ff:fe21:67cf. Not all of the 340 Undecillion have been made available at this time but enough have been made aware to support the growth of the internet for the foreseeable future. Because of the large number of IP addresses available from IPv6, it means that each device will be able to be given a unique address. At this time routers have unique address and then devices connected to the router are given non unique addresses. [2].

Companies have already started to switch from IPv4 to IPv6 however there is still a vast amount of IPv4 used currently and will be for the foreseeable future as a 100 percent adoption of IPv6 is likely to take a very long time and may not happen at all. Because IPv6 has a flexible addressing mechanism there is not as much of a demand to use NAT. [2]

IPv6 has fewer fields and actions to follow when forwarding a packet and as the header is fixed to 40 bytes it makes it faster to process. Traffic can be forwarded at higher rates because there is fewer routes to analyse which makes it more efficient. [2]

IPv4 and IPv6 cannot be merged but there are options to run them in parallel. By tunnelling IPv6 over IPv4 then both can run simultaneously on a device. CISCO use Network Address Translation 64 (NAT64) which allows IPv6 only devices to talk to IPv4 only devices and vice versa. It does this by translating the packets in the gateway from IPv4 to IPv6 or IPv6 to IPv4 accordingly. Below is a table of comparison of IPv4 and IPv6 [2].

[image: ][2]

IPv4 will remain the main technology for the internet for some time but IPv6 will be the future backbone of the internet. Realistically IPv6 is still in its early stages of development even though development started in 1995.
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