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[bookmark: _Toc88390123]Abstract	Comment by Carlene Campbell: This is more background. This could be part of the introduction.
Abstract should be the last to be written to outline the key finding or contribution that would interest key players and not outlining what is expected but rather what was done.
Modern, successful Companies require multiple layers of security to be in place for the protection of its operations, including Data Security enforcement through enacting appropriate procedures and carrying out training to ensure Compliance, always remembering that ’Compliance is not Security’ [1].
Through Task 1 & 2, this report shows that Data Security controls and Compliance play an essential role in an information security programme, enforcing Company IT policies, that are not directly human controlled. This helps improve the Company’s ability to balance conflicting objectives between making information readily available and preserving confidentiality and integrity. 
Task 1 – Research in Data Security and Compliance 
Analyses and critically evaluates research into Security Technologies (Firewalls, Access Controls, VPN’s etc), reflecting why modern Companies need to create an environment that protect, detect, react and safeguard applications using its IT systems and infrastructure. 
Task 2 – Case Scenario 
Designing an approach to create a new Company Information Security unit within Flow-Tech Ltd, a fast-growing threat intelligence and consultancy company that uses online presence to sell it services, where it assists businesses to proactively combat real and immediate threats from cyber-attacks. 
In addition, Flow-Tech Ltd also use their consultancy services to provide the right tools and frameworks solutions to their customers state of compliance, business continuity, data recovery and risk management which includes their cloud storages and services. 
As the incumbent CISO within Flow-Tech Ltd, this design solution will consider the following factors; Organisation structure/chart, Polices Compliance (Laws and Ethics), Governance and Strategic Planning for Security, Risk Management, Contingencies Planning and Protection Mechanisms.
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[bookmark: _Toc88390125]Introduction
[bookmark: _Toc88390126]Aims
The aim of this report is to understand the key issues associated with threats to information assets and provide an overview of information security assurance and regulatory compliance.
[bookmark: _Toc88390127]Objectives
This report will show the key issues associated with protecting information assets, levels of protection, security responses and designs for an information security system, with appropriate intrusion detection and reporting features, via assignment Tasks 1 & 2 .


[bookmark: _Toc88390128]Task 1 – Research in data security and compliance
[bookmark: _Toc88390129]Security Technologies
Information Security management protects Confidentiality, Integrity and Availability of information, either in transmission, storage, or processing, whereas Network Security enforced via protecting voice and data networking components, connections, and content.
Companies need to create an environment that Protects, Detects, Reacts and Safeguards applications via IT Systems and IT Infrastructures, these are significantly enhanced via the introduction of Security Technologies.
These essential technical controls enforce policy as a number of IT functions are not directly human controlled, these control solutions, if implemented properly will improve the Company’s ability to balance the intentions to make information readily Available, protecting information Confidentiality and Integrity.
To achieve these goals, such Security Technology methods that need to be incorporated, will include: 
[bookmark: _Toc88390130]Access Controls
	Are selective methods by which systems determine if, how and who may use a trusted area of the 	Company resources, these control approaches rely on Identification, Authentication, Authorisation, and 	Accountability [2, 3].
Methods
· Mandatory Access Controls (MACs) are a required, structured data classification scheme that assesses each gathering of information and users.
· Discretionary Access Controls (DACs) are discretionary controls implemented as an option of the data user.
· Nondiscretionary Controls will be implemented by a central authority.
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[bookmark: _Toc88390164]Figure 1 – Mandatory Access Control [3]
Approaches
Generally, access control approaches follow four fundamental functions/mechanisms:
· Identification confirming whether the person is a valid User of the system
· Authentication where User proves that they are a valid user of the system
· Authorisation where the system advises what the User can/use access within the system
· Accountability where the system tracks and monitors the Users use of the system
Architectural Models
Typical integrity models include:
· Biba, designed to prevent corruption and based on ‘no write up, no read down’ principle.
· Clark-Wilson, where no changes allowed by unauthorised subjects, no unauthorised changes by authorised subjects, so as to maintain internal and external consistency.
· Graham-Denning, comprising of sets of objects, subjects and rights.















[bookmark: _Toc88390131]Firewalls
Firewall primary purpose, combining hardware and software devices, filters or prevents specific types of information from transiting between an outside (untrusted) network and an inside (trusted) network. These may cover separate computer systems, software services running on existing routers/servers and separate networks containing supporting devices and allows system administrators to review data from untrusted networks and prohibit doubtful data from entering the trusted network [2, 4].
[image: Internet users and Firewall Security]
[bookmark: _Toc88390165]Figure 2 - Firewall Security [5]
[bookmark: _Toc88390132]Interaction
	Interaction with Open Systems Interconnection model (OSI), describing networking functions, 	distinguishes computing functions into universal requirements to support operations between different 	products and software. This model employs various firewalls at the transport level to prevent 	external threats to the trusted network.
[bookmark: _Toc88390133]Processing Modes
	Simple enforcement models are designed to bar packets with definitive or partial addresses 	from transiting passing through. 
	Firewalls can be categorised as: 
Packet Filtering
· Where header (data packet) information is reviewed, based on User Datagram (UDP) Protocols, IP source, direction (In/Outbound), Transmission Control (TCP) destination address, or destination port requests. 
· Performing two diverse roles, the transport protocol (TCP) keeps account of data transferred and advises sender on its status, whereas UDP involves the speed of the data without reporting back.
		Subset Filtering within Packet Filtering include:
· Static, requiring rules being installed and developed within the firewall
· Dynamic, allowing firewall to counter a developing incident and updates and/or creates rules to handle. This changing ability makes it more secure.
· Stateful Packet Inspection (SPI) firewalls, using a state table, this tracks each network connection between External/Internal systems [2, 6].
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[bookmark: _Toc88390166]Figure 3 – Firewalls & DMZ [6]
Application Layer (ALP)
Is a device capable of functioning both as a firewall and an application layer proxy server and because proxy servers are typically placed in unsecured demilitarized (DMZ) area of the network , they are exposed to higher levels of risk from less trusted networks. However, additional filtering routers can be implemented behind the proxy firewall, further protecting internal systems.
ALP differs from Packet Filtering due to the unique quality of the packet filtering firewall as it 	notices data packets for the destination, generated source information, whereas ALP incorporates software applications giving it proxy server function abilities as well.
Mandatory Access Controls (MAC) Layer
Are designed to operate at the media access control sublayer of network’s data link layer, where they make filtering decisions based on specific host computer’s identities. The MAC addresses of specific host computers are linked to Access Control List (ACL) entries that identify specific types of packets that can be sent to each host; all other traffic is blocked.
Hybrids
Combine other firewalls elements of packet filtering and proxy services, packet filtering and circuit gateways. They may also compromise 2(two) separate firewall devices/systems, but both connected allowing collaborations by working in tandem. Enabling the Company to make security improvements without fully swapping existing firewalls and includes Next Generation Firewall (NGFW) and Unified Threat Management (UTM) devices.
UTM offers an inclusive solution identifying and responding to  various network-based threats, by combing together firewall and Intrusion Detection and Preventive Systems (IDPS) technology with load balancing, content filtering, data loss prevention and anti-malware [2, 7]. Integrating these tools with management, control, and reporting functions.
[bookmark: _Toc88390134]Implementation
	Dependent on the Company’s network goals, its ability to implement and develop architectures and 	importantly any budget constraints, Firewalls allow configuration in several network connection 	architectures.
	The most common architectural implementations of firewalls are via: 
Single Bastion Hosts
Known as the sacrificial host, it is the sole defender on the network perimeter, usually implemented as a dual-homed host, which contains two Network Interface Cards (NICs) one connected to external network the other to the internal network. Often making use of Network Address Translation (NAT), creates another barrier to intrusion from external attackers.
Screened Hosts
Combine packet-filtering router with a separate, dedicated firewall such as an application proxy server, this allows the router to prescreen packets to minimise the traffic/load on the internal proxy. This effectively requires an external attack to compromise two separate systems before the attack can access internal data.
Screened Subnet Hosts
Are the leading architecture used and regularly compromise a number of internal firewalls behind packet-filtering routers, each protecting a trusted network. Connections from an outside or untrusted network will be routed via an external filtering router. This routing in and out of routing firewall separates the network segment called a DMZ, allowing connections into trusted internal network only from DMZ bastion host servers.
Two functions performed by Screened subnet are that they protect DMZ information and systems from outside threats and the internal networks, through curtailing how external connections gain access to the Company’s internal systems. For information protection on a trusted network, Screened host architectures provide dedicated firewall services, but greater security is provided to DMZ by a Screened Subnet architecture [2].
[bookmark: _Toc88390135]Selection
	The most important considerations when selecting the correct firewall technology are whether it 	correctly balances effectiveness, protection and cost, but other thoughts should also be given to:
· Determination of those features that are included and those available at an extra cost, to ensure that all cost factors known.
· Ease of use, set up and configuration of the firewall.
· Trained Company staff availability or whether additional external staff need to be hired/employed.
· Firewall ability to adapt to Company’s future network demands and future reliability [2].
[bookmark: _Toc88390136]Configuration and Management
	Initial configuration and ongoing management of firewall(s), with each its specific set of configuration 	rules regulating its actions, will be required to be determined by the Company. Firewall policy 	configuration is typically difficult and difficult, as security rules tend to conflict with the 	performance of business, and oft security loses out.
	The Company needs to follow these typical Firewall Best Practices and Rules:
Firewall Best Practices
· Internet Control Message Protocol (ICMP) data denied.
· Firewall device never directly accessed from public network.
· All data not verifiably authentic should be denied.
· Simple Mail Transport Protocol (SMTP) data are allowed to pass through firewall.
· All traffic from the trusted network is allowed exit.
· Access to internal servers should be blocked.
· Should Web services be offered outside the firewall, HTTP traffic to be blocked from reaching internal networks.
Firewall Rules
· Examine data packets and perform comparisons with predetermined logical rules
· Logic is based on a set of Company guideline, firewall logic or rule base.
· Determine whether specific packet should be allowed or denied, via packet header detail reviews [2].
[bookmark: _Toc88390137]Content Filters
These hardware/software appliances or software programs, allow administrators to control content that enters/leaves the Company network. They are a set of programs/scripts curbing user access to determined networking protocols/Internet locations, with the principal goal of restricting internal access to external material, commonly denying incoming spam, and limiting accessing non-business Web sites.
Placed between the trusted and untrusted networks, Content filters authorises administrators to limit access to the content of a specific network. Spamming is a problem facing social networks and the utilisation of Machine-learning Deep-learning will be key to tackling this issue. The technology will continue to develop and improve, providing security to Users against malicious intent and cyber criminals [2, 8].
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[bookmark: _Toc88390167]Figure 4 - Machine Learning [8]









[bookmark: _Toc88390138]Remote Connection and Access
[bookmark: _Toc88390139]Remote Connection Protection
	Work Internet connections require data channels/leased lines, which are typically secured under the 	necessities of aa agreed service agreement.
	Individuals seeking connection to the Company’s network, require options with flexibility, such as 	a 	Virtual Private Network (VPN), and are proving more common through increased Internet use.
[bookmark: _Toc88390140]Remote Access
	Unsecured, dial-up connection points are a considerable exposure to attack, as attackers utilize devices, 	such as a War Dialer to identify connection points. As this automates a phone-dialing program that dials 	all numbers in a configured range and records number if a modem responds. However, the 	implementation of certain technologies (such as Kerberos; RADIUS systems; TACACS; CHAP 	password systems) have improved the authentication process.
	RADIUS completes an identify assurance review for Users who require inter-action with a 	network, 	this is a widely supported identity check strategy, as compared to TACACS [2].













[bookmark: _Toc88390141]Virtual Private Networks (VPN) 
[bookmark: _Hlk87215026]Virtual Private Networks (VPN) security tools connect a private network to the Internet making a virtual network. This is now more widely used as it allows Companies to make a virtual network between different of its distinct networks physically away from each other. Protecting identity and browsing activity from businesses, hackers,  government agencies and others [2, 9]. 
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[bookmark: _Toc88390168]Figure 5 – Virtual Private Network [10]
Secure and private network connections between systems use data communication capabilities of unsecured and public networks, because when connecting via a VPN to the internet, your IP addresses and data are hidden by a ‘virtual tunnel’, keeping your online activity private. 
This online anonymity and privacy create a private network from a public internet connection, encrypting connections, privacy even greater than a secured Wi-Fi hotspot. VPNs hide your internet protocol (IP) address, so that online activities are difficult to trace and securely extends the Company’s internal network connections to remote locations. 
The VPN technologies available are Trusted, Secure or Hybrid (combining trusted and secure), but each are required to Encapsulate incoming/outgoing data, Encrypt incoming/outgoing data and Authenticate remote computer and possibly remote user.
VPN’s can be implemented via a;
[bookmark: _Toc88390142]Transport Mode
	Only encrypts Data within an IP packet not header information, this effectively enables users to 	launch secure links directly with a remote host. Uses include End-to-end 	transport of encrypted data 	and enables remote access employees to connect to a work network via Internet by VPN server 	connection.
[bookmark: _Toc88390143]Tunnel Mode
	Two perimeter tunnel servers are established to encrypt all traffic that traverses an unsecured 	network, where all is encrypted and included as data portion of packet from one ‘tunneling’ server to 	other. Main benefit being that any intercepted packet reveals little concerning the true destination 	system, an example being Microsoft’s Internet Security and Acceleration (ISA) Server [2].
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[bookmark: _Toc88390144]task 2 – case scenario
Flow-Tech’s Chief Information Security Officer (CISO) is required to design an approach that creates this new Information Security (IS) Unit, providing the tools and framework solutions that satisfies Customer Compliance, Business Continuity, Data Recovery and Risk Management requirements.
IS protects information assets that use, store or transmit information through the application of Policy, Education and Technology. The major components being Hardware, Software, Data, People, Procedures  and Networks. 
The establishment of this new IS Unit will implement all of the following aspects beginning with;
[bookmark: _Toc88390145]Systems Development Life Cycle (SDLC)
[image: A picture containing waterfall chart
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[bookmark: _Toc88390169]Figure 6 - SDLC [2]
The SLDC phases start with the most important, Investigation, where problems that require resolution are examined, through which objectives, scope, constraints of the project are determined. 
Next Analysis, assesses the information gleaned from the Investigation phase, compares this with current systems and documents outcome findings into a Feasibility analysis. From which a Logical Design is formulated, selecting applications, data support and structures capable to provide input, with specific technologies defined within the Physical Design solution. 
Final Physical Designs integrate technologies and components  into  an updated feasibility analysis and the entire solution is presented to senior management for approval and Implementation. During Implementation software and hardware requirements are obtained. Users trained and supporting documentation raised. After individually testing, all are installed and tested as a full system, with results entered into a further feasibility analysis for performance review and acceptance by sponsors and senior management. 
Finally, after Implementation, the longest and most expensive phase Maintenance and Change is reached, where tasks necessary to modify and support the proposed system throughout its use/life cycle are conducted. Should the current system no longer support the evolving needs of the Company/Customer, the project should be terminated and replaced anew .
This typical SDLC approach will be adapted to provide the outline of a Security Systems Development Life Cycle (SecSLDC) and will be accompanied by the methodical approach to software development via Software Assurance (SA), which builds security into the development of the life cycle as opposed to its end [2, 11].


















[bookmark: _Toc88390146]System Improvement Approaches
The Bottom-Up is a ‘grassroots’ system administrator method, which has the advantage of technical expertise, greater understanding of threats and mechanisms to protect the system. However, the alternative Top-Down approach has a higher probability of success, due to its greater staying power and participant support, due to the project being initiated by senior management, issuing policies, procedures, processes, objectives and where accountabilities are outlined. 
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[bookmark: _Toc88390170]Figure 7 - Implementation Approach [2]
SDLC’s developed by Chief Information Officer (CIO) moves Project forward. Without this support, mid-level administrators would not prioritise. End user support is essential, so a Joint Application Design (JAD) will be assigned to include key players to develop on-going development. Procedures and processes will be integrated and documented into the organisation, adopted and promoted by management [2, 12].







[bookmark: _Toc88390147]Personnel,  Roles & Responsibilities
Below the Chief Information Officer (CIO), lies the Chief Information Security Officer (CISO),  Vice-President Systems (VP-Systems) and Vice-President-Networks (VP-Networks), 
The CIO will create efficiency in processing and accessing of Company information, advising the Chief Executive Officer (CEO) on strategic planning that affects management of information. Translating strategic plans into plans for IS, Data Processing and works with subordinate managers to develop tactics and operational plans to enable planning and management to support the Company.
CISO handles assessment, management and implementation of IS and manages IT security, reporting directly to CIO.
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[bookmark: _Toc88390171]Figure 8 - Managing Information [13]
IS Project Team will include various experienced individuals, in the required technical/nontechnical areas and may require a: 
· Champion - Senior executive promotes project and ensures support
· Team leader - Project Manager who understands project/personnel management and IS technical requirements
· Security policy developers - understand the Company culture, existing requirements and policies for implementations
· Risk assessment specialists – comprehend financial risk assessment techniques, value of Company assets and security methods to be used
· Security professionals – trained, dedicated specialists in all technical and non-technical aspects
· Systems administrators - with primary responsibility for administering systems that house information used by the Company
· Stakeholders - a selection from each department affected, with different levels of technical knowledge to assist in focusing of control applications, that won’t disturb key Company activities they look to protect [2,13].

















[bookmark: _Toc88390148]Policies & Security Frameworks
Management plays an essential role in the development, maintenance, and enforcement of IS policy, procedures, guidelines, standards, and practices.
[image: Diagram
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[bookmark: _Toc88390172]Figure 9 - Policies Hierarchy [2]
The basis for design, selection, and implementation of all security policies, education, training programs and technological controls, is the IS blueprint planning document. Information Security Education, Training and Awareness (SETA) is a control measure aimed at reducing accidental security breaches and increases Company resistance to forms of attack.
Contingency Planning (CP) is made up of three components: Incident Response Planning (IRP), Disaster Recovery Planning (DRP), and Business Continuity Planning (BCP). Coordinated planning is required to create and maintain these elements along with Strategic planning for the management of allocation of resources and Contingency planning for the preparation of an uncertain business environment.
A security framework will assist in the design and implementation of a security infrastructure, it acts as the basis for the design, selection and implementation of all security policies, education and training programs and technological controls aiming to provide:
· An outline of overall Company information security strategy and a detailed security framework.
· Specific tasks/order in which to be accomplished
· Required to be an upgradeable and comprehensive plan for the current and future information security needs
NIST documents to be used to support cover SP 800-12, 14, 18, 26 and 30 where;
· They support the Company’s mission as an integral element of management.
· Cost effective Security.
· Security accountabilities and responsibilities made clear, requiring an integrated and comprehensive approach.
· Periodic Security reassessments possibly constrained by society issues.
· Various securing systems principles detailed [2, 14].





















[bookmark: _Toc88390149]Legal, Ethical & Professional Considerations
The new unit will understand that Laws whether Civil, Criminal, Private or Public, are rules that mandate or prohibit certain behaviour in society and that Ethics define socially acceptable behaviours, based on cultural mores (fixed moral attitudes or customs of a particular group)‏.
Company needs to create codes of conduct/ethics, due care and diligence measures to reduce liabilities. Every employee is obligated to understand the scope of the Company’s legal and ethical responsibilities in order to minimize liabilities/reduce risks Ignorance of the Law is no excuse, therefore IS practitioners must;.
· Understand the current legal environment
· Stay current with laws and regulations 
· Watch for new and emerging issues
Numerous Laws apply in Information Security and need to be fully adhered, to avoid penalty, imprisonment and/or loss of Company reputation, the key UK Laws being [15];
· General Data Protection Regulations (GDPR)
· Data Protection Act
· Freedom of Information Act
· Privacy and Electronic Communications Regulations (PECR)
· The Network and Information Systems Regulations (NIS)
· The Communications Act
· Copyright, Designs and Patents Act
· Computer Misuse Act
· Terrorism Act
· Official Secrets Act
· Malicious Communications Act
· Digital Economy Act
· Investigatory Powers Act (IPA)
Appropriate staff training will be implemented to ensure compliance.



[bookmark: _Toc88390150]Risk Management
Throughout the various SDLC feasibility analyses, risks will be identified, This involves the process of documenting and examining risk in IS systems and Risk control, undertaking sensible actions to ensure the confidentiality, integrity, and availability of the components of an information system.
[image: A figure shows a flow chart titled Risk management classified into three columns. The heading of first column is Risk identification pointed to the second column heading with an arrow. The second column heading is Risk Assessment pointed with an arrow to next heading. The third column heading is Risk control. The points under Risk identification are, “Identify, Inventory, & Categorize assets”, “Classify, Value, & Prioritize Assets”, “Identify & Prioritize threats” and “Specify Asset vulnerabilities.” The points under the heading Risk Assessment are, “Determine Loss Frequency (Likelihood)”, “Evaluate Loss Magnitude (Impact)”, “Calculate Risk” and “Assess Risk Acceptability.” The points under the heading Risk control are, “Select Control Strategies”, “Justify Controls” and “Implement, Monitor, & Assess Controls.”]
[bookmark: _Toc88390173]Figure 10 - Risk Management [2]
The risk management strategy enables identification, classification and prioritisation of the Company’s information assets with any Residual risk being risk remaining to the information asset even after the existing control is applied.
Vulnerabilities are specific ways that threat agents can exploit to attack an information asset, they are weaknesses in a security procedure, information asset, design or control that could be misused on purpose or accidentally  to infringe security.
The main Risk control strategies utilised to control risks resulting from identified vulnerabilities are: 
· Defend attempts to prevent exploitation of vulnerabilities is the preferred option, accomplished via removing vulnerabilities from assets and countering threats. Adding protective safeguards and limiting access via Policy and Technology Application, Education and Training. 
· Transference shifts risk to other assets or processes.
· Mitigation through planning and preparation, reduces impact caused by the exploitation of vulnerabilities.
· Acceptance is the decision to do nothing and accept the outcome of the vulnerability exploitation.
· Termination instructs the Company to avoid business activities that present uncontrollable risks.
Networking subsystems are the principal point of attacks against the system, and as such will be regarded as higher priorities, as opposed to combining with general software & hardware components [2, 16].






















[bookmark: _Toc88390151]Security Technologies
[bookmark: _Toc88390152]Firewalls, VPNs
	Please refer to Task 1 for requirements that will be implemented.
[bookmark: _Toc88390153]Intrusion Detection and Prevention Systems (IDPS)
	With various types of Intrusion Detection and Prevention Systems (IDPS) detecting configuration 	violations and activating alarms, a Network-based IDPS (NIDPS) monitors network traffic notifying the 	administrator when a predefined event occurs, whereas a Host-based IDPS(HIDPS) residing on a 	computer/server, monitors activity on that system. A network based IDPS protects the entire 	network while a host based IDPS protects just a computer or specific host.
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[bookmark: _Toc88390174]Figure 11 - IDPS [2]
	Furthermore Signature-based IDPSs, knowledge-based IDPSs, behaviour based IDPS’s and Statistical 	anomaly-based IDPSs exist making the selection of the most appropriate IDPS challenging and complex.
	The  IDPS control strategies utilised will be; centralised, partially distributed and fully distributed, 	incorporating Honeypot decoy systems in its two variations known as honeynets and padded cell 	systems, the Honeypot systems protect critical systems and function as decay systems, diverting threats 	towards themselves from the critical systems. A 	combination of honeypots is known as honeynet. 	The Padded cell system is an improved and more secure honeypot that cannot be easily broken by 	external threats.
Scanning and analysis tools used to pinpoint any vulnerabilities in systems, components and unsecured aspects of a network, are:
· Port scanning where attackers prepare their attacks on the Company networks.
· Vulnerability scanning is a software application utilised to check and monitor open network ports 
· An active vulnerability scanner has the capacity to initiate network traffic while a passive scanner utilises traffic that is already in action.
· Trap and Trace applications will also be introduced designed to react to an intrusion event by tracing back to source, even though it may be subject to ethical usage issues [2, 17].
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[bookmark: _Toc88390175]Figure 12 - IDPS [17]








[bookmark: _Toc88390154]Cryptography
Encryption is to be adopted as this process of converting a message into an unreadable form to unauthorised person(s), will make Company transactions more secure, the 3(three) basic operations in Cryptography are Encryption, Decryption and Hashing of information and 2(two) processing methods being converting plaintext data into encrypted data-bit stream and block ciphering. Other methods to be used for scrambling data include substitution ciphers, transposition ciphers, XOR function, Vigenère and Vernam ciphers.
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[bookmark: _Toc88390176]Figure 13 - Cryptography [18]
Encryption applications and cryptosystems are strengthened by key size, hash functions and mathematical algorithms, a minimum 128-bit encryption key is to be established for the Company’s encryption-based network. Cryptographic algorithms can be categorised into 2(two) broad areas of symmetric and asymmetric. Popular Web symmetric encryption systems use Data Encryption Standard (DES), with asymmetric systems using RSA algorithm, but the widespread PGP is a hybrid system combining the two. 
Public Key Infrastructure (PKI) protects information assets and makes the cryptographic system easier to use, as an integrated system of software, encryption methodologies, protocols, legal agreements, and third-party services, including digital certificates and certificate authorities, this will significantly enhance Company security. Implementing Steganography will protect confidential information in transit and Secure Hypertext Transfer Protocol (S-HTTP), Secure Electronic Transactions (SET) and SSL (Secure Sockets Layer) protocols will secure communications across the Internet. 
IPSec protocol is to be utilised in both Transport and Tunnel modes to secure communications across any IP-based network, such as LANs, WANs, and the Internet, along with Secure Multipurpose Internet Mail Extensions (S/MIME), Privacy Enhanced Mail (PEM), and Pretty Good Privacy (PGP) protocols to secure e-mail communications. 
Wireless networks require their own cryptographic protection and should now be at a minimum of protection of WPA2 and the Secure Hash Standard (SHS) standard for encryption currently recommended by NIST, to be implemented [2, 18].
[bookmark: _Toc88390155]Physical Security
Referring to the security of the physical assets of the Company, the human resources and the hardware of the network system. Human errors, information extortion and technical failures are some of the physical security threats. The IT department is primarily responsible for the security of the software, with the security department responsible for making and implementing security policies. General management responsible for facilitating the IT and Security departments.
Consideration will be given to Threats to information security that are unique to physical security, including:
· Site facility conditions
· Monitoring components
· Access controls
· Fire safety, detection and response
· Support facilities such as utilities especially uninterruptible power supplies (UPS)
· Countermeasures to physical theft of computing equipment
Human guard controls are considered the most effective control because they involve the effective use of human intellect, however they are usually the most expensive. 
When planning any physical security requirement, the main category of locks to be used are;
· Manual locks to lock physical doors
· Programmable locks used in setting off alarms systems
· Electronic locks can be integrated with alarm systems to secure computer rooms
· Biometric locks use human unique physical attributes like retina scans and fingerprints for security purposes.
[image: Diagram

Description automatically generated with medium confidence]
Staff education and training will help eliminate Tailgating within the facilities and improve security, as will incorporating Mantraps, a combination of two doors which function alternatively when one door is unlocked the other is locked and vice versa, provide extra security.
[bookmark: _Toc88390177]											Figure 14 - Mantraps [19]
Fire is a serious threat and any fire suppression system adopted must prevent fire at source by denying the source of ignition, oxygen and fuel. Typically, through the use of detection sensors for flame, smoke and thermal detection are to be installed.
Considerations will also be given to installing an automated server room that functions without human assistance, which would be the best fire protection choice for a lights-out server room in the data centre, as no human beings are physically present. 
Identifying the type of potential fires (Class) to protect against, will determine the type of fire suppressor to adopt, fires that are extinguished with agents must be no conducting, as these are the most probable within a server room.
Attention must also be focused on a gaseous emission system and in particular on a system that uses a clean chemical agent (not Halon), as clean agents don't leave any residue when dry and don't interfere with the operation of electrical or electronic equipment. 
Staff education and training is to be implemented to reduce the risk of theft of portable computing devices, such as smartphones, tablets, and notebooks etc [2, 19].















[bookmark: _Toc88390156]Implementation
Now at this SDLC phase, the project moves from security blueprint to Project Plan, where it documents instructions for participants and stakeholders and provides details on the Company’s vision, goals, objectives, tasks, scheduling and resource management. It describes how to acquire and implement the security controls and creates a setting in which those controls achieve the desired outcomes. Value statements, vision and objectives advise what the project is required to achieve.
Three major steps in executing the project plan are: 
· Planning the project, 
· Supervising the tasks and action steps within the plan, 
· Wrapping up the plan. 
These lead to implementation of a Work Breakdown Structure (WBS) planning tool, which lists the
· tasks to be accomplished in the project, 
· skill sets required, 
· individual employees needed to perform the tasks, 
· start/end dates (milestones) for tasks, 
· estimated resources required, 
· dependencies, 
· deliverables 
· success criteria
Establishing Milestones will be particularly significant as they are a specific point in the project plan when a task is complete and will directly impact the plan's progress.
Constraints to Project Plan implementation are considerations cover:
· Financial 
· Priority 
· Time and Scheduling
· Staffing
Procurement
· Organisational Feasibility
· Training and Indoctrination
· Scope
Successful implementation of the Project Plan and Company objectives will result in IS systems security management certification and accreditation, which could include;
· Certification: the comprehensive evaluation of an IT systems non-technical and technical security controls that establishes the extent to which design and implementation meet the predefined security requirements.
· Accreditation: the process that authorises an IT system to process store or transmit information for processes catering for NSTISS & ISO 27001/2 [2].























[bookmark: _Toc88390157]Security Maintenance
Maintenance of the IS program is essential and Security management models assist in planning for ongoing operations and monitoring the external and internal environment. Management maintenance models are frameworks that structure tasks of activities or business functions.
General security maintenance models include;
· External monitoring focusing on evaluating threats, main goal is to provide early warnings of new/emerging threats, threat agents, vulnerabilities and attacks, enabling the Company to begin a timely and effective defence. Involves gathering intelligence and giving meaning to this data to the Company’s decision makers.
· Internal monitoring assessing, identifying, and managing the configuration status of information assets. Configuration management identifies inventory and documentation of current information systems. Its primary goal is that of an informed awareness of the state of the Company’s IS defences.
· Planning & Risk management.
· Vulnerability Assessment (VA) and remedial action is the process of identifying and documenting specific and provable flaws in the Company’s information asset environment, whereas Penetration testing is a set of security test and evaluations that simulate attacks by hackers of other malicious external sources and include: 
· Internet VA, 
· Intranet VA, 
· Platform Security Validation, 
· Wireless VA,  
· Penetration Testing.
· Readiness and review to keep InfoSec programs functioning as designed
Factors likely to change the Company’s IS environment will be determined by CISO and include:
· Acquisitions of new assets
· Emergence of new vulnerabilities
· Change in Company business priorities and/or New/old partnerships
· Personnel training, education requirements and policy, procedure and technology awareness 
Digital Forensic investigations involve the preservation, identification, extraction, documentation and interpretation of computer media for evidentiary and root cause analysis. Typically utilised within a business setting when an incident, legal violation or Company policy has been broken/occurred, instigated by employee or an outsider for various reasons [2, 20].

[bookmark: _Toc88390158]Conclusions
[bookmark: _Toc88390159]Task 1 – Research Data Security & Compliance
[bookmark: _Hlk87716270]Task 1 shows that Security Technology controls play an essential role in any information security programme, enforcing Company IT policies, that are not directly human controlled. Their speed of action cannot be matched by individuals. Technical controls help improve the Company’s ability to balance conflicting objectives between making information readily available and preserving confidentiality and integrity. 
[bookmark: _Toc88390160]Task 2 – Case Scenario
By adopting the suggested SDLC Top-Down approach and incorporating;
· The proposed Organisational charts, Staffing levels, Roles and Responsibilities,
· Rolling out appropriate Company Policies, Procedures, guidelines and Security Frameworks,
· Training and educating staff in the Legal, Ethical and Professional behavioural requirements,
·  Identification of Risks factors and mitigation methods,
· Incorporating the various technical Security Technology systems, including encryption and all relevant Physical security requirements,
· Implementing, testing, documenting and repeating the Project Plan methods,
· Undertaking continued on-going Security Maintenance activities,
The new IS unit will be successfully created and able to support Customers in its new endeavour and continue to contribute to Company profitability.
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Total Report Word count: 5231 (Excluding Title page and sections 1 - 3, and 8 - 10)
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[bookmark: _Toc88390163]Report Planning Methodology
This Data Security and Compliance report assignment was completed by adhering to the following activities;
· Read and understand the report brief.
· Make plan (Gantt chart) including time management – planning/research most time consuming, catering for other exams.
· Create report format and style – using Moodle template example.
· Follow structure of:
· Title Page
· Abstract/Acknowledgements
· Introduction
· Main Body
· Conclusion
· Reference
· Abbreviations/Acronyms
· Appendices (if applicable)
· Define the problem and purpose of the report – decide assignment title, aims & objectives.
· Define audience – Lecturer/Tutor (Carlene Campbell).
· Brainstorm (Mindmaps) and Determine ideas to include.
· Research and gather information (Library, internet etc).
· Collect, sort, evaluate organise material.
· Complete references (as you go) during all research phases.
· Analysing my research/material.
· Prepare outline drafts.
· Write the report, check spelling and grammar.
· Upload draft into Turnitin for draft check
· Incorporate changes into final redraft.
· Submit final report via Turnitin before 7th December2021.

	
                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Your work demonstrated that you have done your own research which supported with relevant and appropriate up to date sources. The recommended referencing techniques used. (Grade mark: 97.50%)
	[bookmark: totalRIL]20
	[bookmark: markRIL]19.5

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrating excellent knowledge of the well-established concepts and principles.  You have shown application of skills and research in the assignment excellently.  (Grade mark: 95.00%)
	[bookmark: totalKUS]10
	[bookmark: markKUS]9.5

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have discussed both tasks with additional information given.  Task 2; while you have discussed the case study, it would be good to relate your argument more to the company rather than make the discussions somewhat too general.  (Grade mark: 80.00%)
	[bookmark: totalANA]25
	[bookmark: markANA]20

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]You have used a number of diagrams from the text to discuss the case study own approach.  It would be good to see you use the key attributes from those diagrams to design your own approach. (Grade mark: 72.00%)
	[bookmark: totalPAD]25
	[bookmark: markPAD]18

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work was written and flow excellently. However, you have not used the IEEE report format. (Grade mark: 95.00%)
	[bookmark: totalSPP]20
	[bookmark: markSPP]19

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]86%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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