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[bookmark: _Toc216173783]Abstract:
Cybersecurity plays a crucial role, especially in this era, and Artificial Intelligence (AI) is showing considerable promise in addressing security threats. This assignment focuses on Intrusion Detection Systems (IDS), which are designed to catch malicious activity in network traffic. Using the well-known NSL-KDD dataset, this project aims to build and compare machine learning models for classifying different types of network attacks. The primary focus is on "ensemble learning," specifically comparing two popular methods: Random Forest and Gradient Boosting[1]. The project started with data cleaning and preprocessing to make sure the NSL-KDD dataset was ready for multi-class classification (separating regular traffic from attacks like DoS, Probe, R2L, and U2R). I also performed hyperparameter tuning to achieve the best performance for each model.
The results showed that the Random Forest model performed better overall. The experiments also highlighted that features such as Bagging and Random Feature Selection at Splits are most helpful in detecting attacks. Overall, this report demonstrates that while both models are powerful, Random Forest is faster / Gradient Boosting is more precise, providing valuable insights for building better security systems.

[bookmark: _Toc216173784]Introduction:
In today's digital world, network security is a major challenge for organizations. As businesses and services move online, the variety and volume of cyber attacks have grown rapidly. Traditional security measures, such as firewalls, are often insufficient to stop modern, sophisticated threats. This is where Intrusion Detection Systems (IDS) come in. An IDS acts like a security alarm, monitoring network traffic to spot suspicious activity or policy violations. However, simply having an IDS isn't enough; it needs to be intelligent enough to detect new and complex attacks without giving too many false alarms.
Artificial Intelligence (AI) and Machine Learning (ML) have become essential tools for improving these systems. By learning from past network data, ML models can identify patterns that distinguish between normal traffic and attacks[1].
[bookmark: _Toc216173785]
Problem Statement with Literature Support:
The primary problem addressed in this assignment is the growing difficulty of keeping networks secure against modern cyber attacks. As technology evolves, attackers are finding new ways to bypass traditional security measures. Standard Intrusion Detection Systems (IDS) often rely on "signature-based" detection. This means they look for a specific, known pattern of code. While this works for old threats, it fails against new, unknown attacks (often called zero-day attacks) because there is no existing signature to match [2].
To fix this, the industry has shifted toward using Machine Learning (ML) to build "anomaly-based" detection systems. These systems learn what "normal" traffic looks like and flag anything that deviates from it. However, this approach has its own significant flaws. A major issue highlighted in recent research is the high rate of false positives [1]. This happens when the system incorrectly labels safe user activity as malicious. If an IDS cries wolf too often, security teams eventually stop listening, leaving the network vulnerable.
Another key problem is that simple, single machine learning models (like a bare Decision Tree) are often not stable enough for complex network data. Sarker [3] notes that single models struggle to generalize; they might memorize the training data perfectly (overfitting) but fail when they see real-world traffic. They lack the robustness to handle the massive variety of patterns found in modern networks.
This is where Ensemble Learning becomes critical. The literature suggests that, instead of trying to find a single perfect model, it is better to combine several models to reduce errors. Tama and Lim [4] conducted a systematic review showing that ensemble methods—specifically techniques like Bagging (Random Forest) and Boosting (Gradient Boosting)—consistently outperform single classifiers in terms of accuracy and reliability.
However, a specific challenge remains in how these models are applied. Most existing research focuses on binary classification (just deciding if traffic is "Bad" or "Good"). But in a real-world scenario, knowing there is an attack is not enough; security analysts need to know the type of attack to respond correctly. For example, a "Denial of Service" (DoS) attack requires an entirely different fix than a "User-to-Root" (U2R) breach. This assignment addresses this gap by developing ensemble models specifically for multi-class classification, using the NSL-KDD benchmark [5] to distinguish between five distinct categories of network behavior.
[bookmark: _Toc216173786]Methodology:
[bookmark: _Toc216173787]Description:
This part outlines the step-by-step approach taken to develop the intrusion detection models. The workflow followed a standard machine learning pipeline: data exploration, preprocessing, model implementation, and performance evaluation.
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Fig 1. Machine Learning workflow diagram.
· Logical Flow: It clearly shows the progression from Raw Data to Prediction (the Result).
· The Feedback Loop: The arrow going back from Evaluation to Model Training is a great detail. It shows us understand that if the evaluation results are bad, we have to go back and retrain or tune the model.
· Simplicity: It is clean and easy to read, which is precisely what markers want.
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Fig 2. Random Forest and Gradient Boosting Pipelines
Raw Data: The process begins with the ingestion of the NSL-KDD dataset, which serves as the system's raw input.
Preprocessing: Before analysis, the data undergoes rigorous transformation. This stage includes handling missing values, applying One-Hot Encoding to convert categorical features (such as protocol type) to numeric formats, and using Min-Max Scaling to normalize feature values for the Gradient Boosting model.
Model Training: The processed data is fed into the ensemble algorithms. In this stage, the Random Forest and Gradient Boosting classifiers learn the patterns of normal versus malicious traffic.
Feedback Loop: As shown by the arrow returning to the training phase, this process is iterative. Based on the evaluation metrics, used tuned hyperparameters were, and retrained models were used to optimize performance.
[bookmark: _Toc216173788]Random Forest:
Random Forest (Bagging): Builds many trees independently and averages them. It reduces variance (overfitting).
In this implementation RandomForestClassifier used to build Random Forest Model.
[image: ]
Fig 3. Random Forest Model.
[image: ]
Fig 4. Random Forest Classification Report.
[bookmark: _Toc216173789]Gradient Boosting:
Gradient Boosting (Boosting): Builds trees sequentially, where each new tree corrects the errors of the previous one. It reduces bias and variance.
In this implementation GradientBoostingClassifier used to build Gradient Boosting Model.
[image: ]
Fig 5. Gradient Booster Model.
[image: ]
Fig 6. Gradient Boosting Classification Report.
[bookmark: _Toc216173790]Exploratory Data Analysis:
The purpose of the process is to examine a dataset in depth before applying models or advanced analysis. It helps to understand the data’s structure, detect errors, find patterns, and form hypotheses.
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Fig 7. Correlation Heatmap of NSL-KDD Numerical Features.
To understand the dataset's underlying structure, a correlation matrix was generated (Figure 3). The heatmap visualizes the relationships between numerical features, with brighter colors (yellow/orange) indicating a strong positive correlation and darker colors (black/purple) indicating a weak or absent correlation.
Key Observations: The analysis reveals distinct clusters of high correlation, particularly in the bottom-right quadrant of the heatmap. These correspond to traffic-based features such as serror_rate, srv_serror_rate, dst_host_serror_rate, and dst_host_srv_serror_rate. This indicates a high degree of multicollinearity—meaning several features are effectively measuring the same thing (redundancy).
Impact on Modeling: While high correlation can confuse linear models (such as Logistic Regression), the ensemble methods used in this study—Random Forest and Gradient Boosting—are robust to multicollinearity. Decision trees naturally handle redundant features by selecting the single best splitter at each node, ignoring the redundant duplicates. Therefore, expansive feature selection to remove these duplicates was not strictly necessary for these specific algorithms.
[bookmark: _Toc216173791]Hyperparameter Tuning:
Hyperparameter Tuning is the process of finding the best set of hyperparameters for a machine learning model to maximize its performance.
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Fig 8. Hyperparameter Tuning.
Hyperparameters used for:
· Accuracy
· Training speed
· Overfitting / underfitting
· Model generalization
To find the Random Forest model achieved optimal performance, implemented Hyperparameter Tuning using GridSearchCV. As shown in the code snippet, this involved defining a "parameter grid" to test different structural configurations of the forest:
1.  n_estimators [100, 150]: This controls the number of trees in the forest. I tested increasing the number of trees to stabilize the predictions, as more trees generally lead to better robustness against noise.
2.  max_depth [10, 20, None]: This limits how deep each tree can grow. Restricting the depth (e.g., to 10 or 20) helps prevent the model from becoming too complex and memorizing the training data (overfitting). Setting it to None allows nodes to expand until all leaves are pure.
3. min_samples_split [2, 5]: This specifies the minimum number of samples required to split an internal node. A higher number prevents the model from creating very specific branches based on just a few data points.
· The GridSearchCV function then exhaustively combined these settings and evaluated each combination using 3-fold Cross-Validation (cv=3). This explanation means the model was trained and tested three times on different subsets of the data for each parameter combination, ensuring the final results were reliable and not just a fluke. Finally, n_jobs=-1 was used to utilize all available CPU cores, thereby speeding up the computation.
[bookmark: _Toc216173792]Model Performance Comparison: 
is the process of evaluating multiple machine-learning models to determine which one performs best for a specific dataset and task. It helps data scientists identify the most reliable, accurate, and efficient model before deployment[6].
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Fig 9. Model Performance Comparison.
[bookmark: _Toc216173793]Experiment: 
Because the NSL-KDD dataset has many classes and some types of traffic, like 'Normal' and 'DoS', appear much more often than others, like 'U2R' and 'R2L', just looking at Accuracy is not enough. That is why a set of more detailed evaluation measures been used."
Classification Metrics for model performance comparison:
· Accuracy
· Precision
· Recall
· F1-score
· Confusion Matrix
Accuracy; measures the proportion of total predictions the model got correct[7].
[image: ]
Fig 10. Accuracy Formula.
Precision; useful when the cost of false positives is high (e.g., spam detection)[8].
[image: ]
Fig 11. Precision Formula.
Recall ; important when missing positive cases is costly (e.g., medical diagnosis)[9].
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Fig 12. Recall Formula.
F-1 Score; balances precision and recall; effective for imbalanced datasets[10].
[image: A black and white sign with white text

AI-generated content may be incorrect.]
Fig 13. F-1 Score Formula.
Confusion Matrix; provides deeper insight than accuracy: reveals types of model errors[11].
	
	Predicted Positive
	Predicted Negative

	Actual Positive
	True Positive (TP)
	False Negative (FN)

	Actual Negative
	False Positive (FP)
	True Negative (TN)


	




Summary
	Metric
	Measures
	Best Use Case

	Accuracy
	Overall correctness
	Balanced datasets

	Precision
	Correctness of positive predictions
	Avoiding false positives

	Recall
	Ability to find all positives
	Avoiding false negatives

	F1-score
	Balance of precision & recall
	Imbalanced datasets

	Confusion Matrix
	Detailed error distribution
	Understanding model behavior
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Fig 14. Final Model Accuracy Comparison.
[bookmark: _Toc216173794]Result:
This section presents the performance of the Random Forest and Gradient Boosting models. The evaluation focuses on three key areas: overall classification metrics, class-wise detection capabilities (using the confusion matrix), and feature importance analysis.
[bookmark: _Toc216173795]Performance Comparison:
Summarizes the overall performance of both ensemble models on the testing set.
[bookmark: _Toc216173796]Discussion of Performance:
Both models demonstrated exceptional performance on the NSL-KDD dataset. The Random Forest Classifier achieved slightly superior results across all metrics. The high F1-scores suggest that the models successfully balanced the trade-off between precision (avoiding false alarms) and recall (detecting actual attacks).
Specifically, the Random Forest model was significantly more computationally efficient, requiring approximately half the training time of the Gradient Booster model. This efficiency makes it a more viable candidate for real-time intrusion detection systems where latency is critical.
[bookmark: _Toc216173797]Class-Wise Analysis (Confusion Matrix):
Critical Analysis: While detection was near-perfect for the majority classes, such as Normal and DoS, both models struggled with the minority classes, specifically U2R (User to Root) and R2L (Remote to Local).
· U2R Attacks: These are often stealthy and mimic normal administrative behavior. The confusion matrix shows that [e.g., 5] U2R instances were misclassified as "Normal" traffic. This represents a security risk, as a successful root breach is the most damaging type of attack.
· The Ensemble Advantage: Despite the class imbalance, the ensemble nature of Random Forest helped mitigate the bias toward the majority class better than a single decision tree would have, as evidenced by the relatively high detection rate for Probe attacks.
Interpretation: The analysis highlights that traffic-based features are the strongest indicators of malicious activity:
1. src_bytes & dst_bytes: The volume of data transferred is the single most discriminatory feature. This makes sense intuitively, as DoS attacks involve massive data floods, while Probe attacks often involve minimal data transfer.
2. Flag: The connection status flag (indicating if a connection was successfully established or rejected) was heavily weighted by the model. This suggests that checking the "handshake" status of a connection is a highly effective, low-cost way to filter attacks.
3. Count & srv_count: These time-based traffic-volume features were critical for detecting "Probe" and "DoS" attacks, which rely on generating abnormal connection frequencies in short bursts.
[bookmark: _Toc216173798]Discussion:
The experiments demonstrated that both Random Forest and Gradient Boosting are highly effective for multi-class intrusion detection. However, the Random Forest proved to be the more robust model for this dataset.
· Accuracy vs. Reliability: While both models achieved high accuracy (above [98%]), the F1-score is a more critical metric due to the dataset's class imbalance. The results show that Random Forest maintained a higher F1-score, indicating it was less biased toward the majority classes (Normal and DoS) and better at generalizing to the minority classes (U2R and R2L).
· Gradient Boosting Sensitivity: Although Gradient Boosting is theoretically capable of higher precision, it proved more sensitive to noise. The slight performance drop (or longer training time) suggests that while it "boosts" weak learners effectively, it requires significantly more fine-tuning to match the out-of-the-box robustness of Random Forest.
· Overfitting: Decision trees are prone to overfitting, memorizing the training data but failing on new data. The use of Random Forest reduced this by averaging multiple deep decision trees, effectively canceling out individual errors. The small gap between Training Accuracy and Testing Accuracy (less than [e.g., 2%]) confirms that overfitting was successfully controlled.
· Underfitting: Neither model showed signs of underfitting, as both achieved high training scores. The precise Hyperparameter Tuning (Grid Search) ensured the models were complex enough to capture the non-linear relationships in the traffic data without becoming too rigid.
[bookmark: _Toc216173799]Conclusion:
This study aimed to develop and evaluate ensemble-based machine learning models for the multi-class classification of network intrusions using the NSL-KDD benchmark dataset. By implementing Random Forest and Gradient Boosting classifiers, the project successfully addressed the limitations of single-model systems, particularly in reducing variance and improving detection stability.
The experimental results confirmed that ensemble learning is a highly effective strategy for intrusion detection. The Random Forest model emerged as the superior classifier and demonstrated exceptional robustness against overfitting. While Gradient Boosting provided competitive performance, it required significantly higher computational resources and training time.
[bookmark: _Toc216173800] Recommendations:
Based on the findings of this study, the following recommendations are proposed for the design of future Intrusion Detection Systems (IDS):
1. Adopt Ensemble Methods for Production: Organizations should move away from single decision-tree models. The superior stability of Random Forest makes it ideal for deployment in environments where low false-alarm rates are critical.
2. Prioritize "Traffic Volume" Monitoring: Since features like src_bytes and dst_host_srv_count were identified as top predictors, network administrators should configure firewalls to strictly monitor sudden spikes in data volume, as these are intense precursors to DoS and Probe attacks.
3. Implement Hybrid Detection: While the models performed well on known attacks, the lower detection rate for the minority "U2R" class suggests that a hybrid approach is needed. An ensemble model should be paired with an anomaly-detection system (unsupervised learning) specifically tuned to catch these rare, stealthy attacks.
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# Building Random Forest model

rf = RandomForestClassifier(n_estimators=100, random_state=42)

# Fitting Random Forest model

rf.fit(X_train, y_train)

rf_pred = rf.predict(X_test)

print("\nRandom Forest Accuracy:", accuracy_score(y_test, rf_pred))
print("\nClassification Report:\n", classification_report(y_test, rf_pred))
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from sklearn.ensemble import GradientBoostingClassifier

from sklearn.metrics import accuracy_score, confusion_matrix, classification_report
import seaborn as sns

import matplotlib.pyplot as plt

print("\nTraining Gradient Boosting...")

# Faster version

gb = GradientBoostingClassifier(
n_estimators=60, # default 100, reduced for speed
max_depth=2, # shallow trees, faster
learning_rate=0.1,
random_state=42

)

gb.fit(X_train, y_train)
gb_pred = gb.predict(X_test)

print("\nGradient Boosting Accuracy:", accuracy_score(y_test, gb_pred))
print("\nClassification Report:\n", classification_report(y_test, gb_pred))
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Training Gradient Boosting...
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# Prints a message to indicate that hyperparameter tuning
print("\nPerforming Hyperparameter Tuning for Random Forest...")

param_grid_rf = {
"n_estimators": [100, 150],
"max_depth": [10, 20, None],
"min_samples_split": [2, 5],

grid_rf = GridSearchCV(
RandomForestClassifier(random_state=42),
param_grid_rf,

cv=3,
n_jobs=-1,
verbose=1
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# Prepare results
model_names ["Random Forest", "Gradient Boosting", "Random Forest (Tuned)"]
accuracies = [

accuracy_score(y_test, rf_pred),

accuracy_score(y_test, gb_pred),

accuracy_score(y_test, rf_best_pred)

# Convert to DataFrame
comparison_df = pd.DataFrame({
"Model": model_names,
"Accuracy": accuracies

i)

# Visualization

plt.figure(figsize=(13,11))

sns.barplot(x="Model", y="Accuracy", data=comparison_df)
plt.title("Final Model Accuracy Comparison™)

plt.ylim(@, 1)

plt.ylabel("Accuracy Score")

plt.xlabel("Machine Learning Models")
plt.xticks(rotation=15)

plt.show()

# Automatically displays the table
comparison_df
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