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workplace privacy issues continue to mount.' The impres-
sive advancements in computer communications have cre-
ated many new problems, and in some cases increased the severity
of old problems.” It is surprising that despite this growing threat to
privacy, there is no legal remedy for employees should their privacy
be invaded by their employer. Federal and state courts have for the
most part upheld employer monitoring, according little or no weight
to employee privacy interests, presumably because they do not
understand the intrusiveness of the new monitoring technology in
the workplace. Neither Congress nor state legislatures have acted
to fill the void or provide comprehensive statutory protection for
workers. Privacy, ostensibly one of our society’s most cherished
values, is gradually disappearing from the workplace.” As one Uni-
versity Law Professor states, “American laws don't protect worker
privacy very well. We differ from Europe and most industrialized
nations. They stringently limit the employee data companies col-
lect, store and disseminate. We have no such laws.™
This article focuses on employee e-mail and Internet privacy
issues. Section I covers the legality of e-mail monitoring, distin-
guishing between public and private sector laws. Section II covers
the business ramifications of workplace monitoring, both pro and

g s technology becomes faster and cheaper, concerns about
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con. Lastly, Section III addresses the ethical implications of moni-
toring, looking at how those issues affect the employer as well as
the employee.

I. LEGAL IMPLICATIONS

To examine the legal implications of e-mail monitoring in the work-
place, it is first necessary to consider the circumstances that moti-
vate employers to monitor employees. One possible motivation
could be the ease with which an employer may conduct monitoring.
Yet another motivation could be to curb employee misuses or
abuses of an employer provided e-mail system. Such abuses could
take the form of wasted time spent sending personal messages to
friends. family, or co-workers during business hours. More serious
abuses could involve harassing messages to co-workers, or reveal-
ing trade secrets to rival companies.®

Regardless of the motivation, the reader must understand the
distinction between public and private workers as regards privacy
protection. Because constitutional rights primarily protect citizens
from the government, ‘state action’ is required before a citizen can
invoke a constitutional right. The manner in which a government
employer treats its employees is by definition state action. The man-
ner in which a private employer treats its employees is not. Because
of this dichotomy, public sector employees enjoy far greater privacy
rights than do private sector employees. For example, the Fourth
Amendment to the Constitution protects all government workers
from unreasonable searches and seizures by the government. Pri-
vate sector employees do not enjoy that same level of privacy
because employer actions rarely constitute state action. For the typ-
ical private sector employee, the only sources of legal protection
against intrusive employer surveillance are claims brought under
various state statutes or the common law tort invasion of privacy.
The protection provided by these remedies varies wildly from juris-
diction to jurisdiction and in some cases has not protected against
even the most outrageous form of employer intrusions.®

The public/private distinction stems from the Constitutional
protection of individuals (including private corporations} from gov-
ernmental restrictions on liberty, but not from actions by other citi-
zens or private entities.” Although the Fourth Amendment offers
limited protection to public employees, it does not protect private
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employees from the workplace searches conducted by their
employers. Thus, even if society is prepared to recognize the rea-
sonableness of private employees’ privacy expectations, the Fourth
Amendment to the United States Constitution affords no protection
in the private sector workplace.®

In the absence of Constitutional protection, employees are
increasingly looking to Congress and their state legislatures for
statutory protection. In response to Congress's perception that
abuses associated with new technologies pose a substantial risk to
Civil Liberties, the Electronic Privacy Act (ECPA) of 1986 was
enacted. The ECPA amended Title III of the Omnibus Crime Control
and Safe Streets Act of 1968, which merely proscribed the unau-
thorized interception of wire and oral communications. Essentially,
the ECPA extended Title 1II's existing prohibitions to the unautho-
rized interception of electronic communications.

Thus, Title III and ECPA together prohibit intentional or willful
interception, accession, disclosure or use of one’s oral or electronic
communications.’ The protections extend to cover the intentional
interception of communications by unauthorized individuals and
third parties, as well as government agents. However, the ECPA
does not explicitly offer protection from employers who access or
intercept the electronic communications of their own employees.
Instead, the ECPA appears to offer only protection from the un-
authorized interception from outside parties, or from another
employee who has exceeded his or her authority when accessing,
intercepting, or disclosing information on a private corporate
system.'®

Although none of the provisions in the ECPA appear to limit its
applicability to employer monitoring of employee e-mail communi-
cations, the ECPA does contain three primary exceptions that may
have the same practical effect. These exceptions are known as the
provider exception, the ordinary course of business exception, and
the consent exception.

Provider Exception

The provider exception contained in the ECPA generally exempts
e-mail service providers from the ECPA prohibitions on inter-
ception or accession of e-mail communications in the workplace.
Private employers will be exempt from ECPA liability so long as the
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employer is the direct provider of the e-mail system. This effec-
tively reserves to employers an unrestricted right to monitor the
e-mail communications of their employees. However, this exception
may not apply to employers who merely provide e-mail service
through a common carrier such as AOL."'

Ordinary Course of Business Exception

Another exception to the ECPA is known as the ordinary course
of business exception, or the business extension exception. This
exception essentially states that information transmitted in the
ordinary course of business is excluded from the definition of
‘information transmitted by electronic, mechanical or other devices’
as defined in the ECPA. The ordinary course of business exception
has yet to be applied to e-mail communications in the workplace.'?

The Consent Exception

The consent exception to the ECPA generally applies in the event
that one party to the communication has given prior consent to the
interception or accession of the communication. Thus, as long as
the communication is intercepted by a person who is either a party
to the communication or has given prior consent to such intercep-
tion, the prohibitions contained with the ECPA will not apply.*®

Common Law Torts

Due to the lack of clear constitutional or statutory protection, the
primary source for employee privacy protection in the private sector
workplace has been state tort law. Tort law recognizes four distinct
torts protecting the right of privacy: Unreasonable intrusion upon
the seclusion of another . . . appropriation of the others name or
likeness . . . unreasonable publicity given to the other’s private life

. . or publicity that unreasonably places the other in a false light
before the public.’ The tort most closely associated with e-mail
monitoring in the workplace is the ‘intrusion upon seclusion’ tort.
This tort provides that one who intentionally intrudes, physically or
otherwise, upon the solitude or seclusion of another or his/her

Copyright ©2000. All Rights Reserved.



KOVACH, JORDAN, TANSEY, AND FRAMINAN 293

private affairs or concerns is subject to liability for invasion of
privacy, if the intrusion would be highly offensive to a reasonable
person. In holding that the invasion may be ‘physical or otherwise,’
this tort may be extended to protect against e-mail monitoring. This
tort also imposes a standard of objective reasonableness. Thus in
deciding whether the intrusion is into a private matter, courts
require not only that the employee have a subjective expectation of
privacy, but also that the expectation be objectively reasonable.

The common law tort of invasion of privacy has been applied in
two recent cases involving e-mail monitoring in the workplace. The
first case was Bourke vs. Nissan Motor Corp. In Bourke, the plain-
tiffs brought action against their employer for intercepting and
reviewing several personal e-mail messages. In rejecting the plain-
tiffs claim for tortious invasion of privacy. the court held that the
employees did not have a reasonable expectation of privacy in their
e-mail because the employees had signed a waiver form stating that
e-mail use was limited to company business. The courts also noted
that the employees were aware that other co-workers had read
their e-mail messages in the past, even though they were not the
intended recipients of the messages. The court further rejected the
plaintiff's argument that a subjective expectation of privacy existed
by virtue of having personal passwords to access the e-mail system
and being told to safeguard the passwords."®

The most recent case to address the common law tort of invasion
of privacy is Smyth vs. Pillsbury Co. In Smyth, the employee
brought suit against his employer for wrongful discharge. The
employee was discharged after company executives reviewed the
contents of his e-mail messages, which contained offensive refer-
ences toward certain company personnel. The employee had sent
these messages to his supervisor with the knowledge that the com-
pany’s policy was that all e-mail communications would remain
private and confidential. The plaintiff argued that his termination
was against public policy as a violation of his common law right to
privacy. The court analyzed the plaintiff's claim under the defini-
tion of intrusion upon seclusion. In doing so, the court found that
the plaintiff could not have a reasonable expectation of privacy in
e-mail communications voluntarily made to his supervisor over the
company e-mail system. Secondly, the court found that even if the
employee was determined to have a reasonable expectation of pri-
vacy in the contents of his e-mail messages, the courts would not
consider the defendant’s interception of those communications to
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be a substantial and highly offensive invasion of privacy, particu-
larly since the e-mail system belonged to the company. The court
concluded by adding that any privacy interest of the employee was
outweighed by the employer’s interest in preventing inappropriate
and unprofessional comments over its e-mail system.'®

As the only cases applying common law invasion of privacy to
tort e-mail monitoring, Bourke and Smyth provide a grim outlook
for e-mail privacy in the workplace. The cases cited above suggest
that courts will provide a very narrow reading of employees’ reason-
able expectation of privacy. The Bourke case holds that maintain-
ing a personal password to access the e-mail system does not give
rise to an objectively reasonable expectation of privacy. The Smyth
case indicates that even an employer’s stated policy that employee
e-mail is private and confidential will not necessarily give rise to an
objectively reasonable expectation of privacy. Thus, at this time the
state of common law with respect to e-mail monitoring clearly
favors employers.'’

It should be noted that a well written e-mail policy may not only
immunize an employer from liability under the ECPA, but may also
immunize an employer from tort liability for invasion of privacy. In
fact. the two cases just covered involving e-mail privacy in the
workplace strongly support the proposition that a well-written
e-mail policy will be sufficient to render unreasonable any expecta-
tion of privacy.'®

II. BUSINESS RAMIFICATIONS

Driven by the desire to increase worker productivity and minimize
liability, employers have adopted monitoring techniques in an
effort to control all aspects of the workplace. The profits inherent in
increased worker productivity and less employer liability provide
strong incentives for the employer to disregard employee privacy
interests. Employers provide a variety of justifications for maintain-
ing these invasive practices, such as the need to improve employee
productivity, the need to better evaluate worker performance, the
need to deter or uncover employee wrongdoing and dishonesty, and
even the need to limit tort liability under the respondent superior
doctrine. Employers also rightfully cite their legitimate interest in
running an efficient business and in hiring and retaining honest
and productive employees who will perform their jobs in a safe
manner. "’
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In addition to subjecting companies to potential liability or even
criminal penalties, the increased accessibility of technology in the
workplace and the temptation it holds for many employees may in
fact actually contribute to lower productivity—just the opposite of
the desired employer outcome cited in the preceding paragraph.
Last year alone American industry spent half a trillion dollars on
computer hardware and software, communications, and computer
training and support. Yet, many companies are grappling with
employee misuse of their technology for purely personal use during
business hours. Recently, Salomon Smith Barney terminated two
high ranking stock analysts for using company e-mail systems to
share pornography. Additionally, an analysis of the computer logs
by Neilsen Media Research Inc. found that employees at IBM Corp.,
and Apple Computer Inc., together visited Penthouse Magazines’
Web site almost 13,000 times in a single month in 1996, consum-
ing the equivalent of close to 350 eight-hour days. Another study by
SurfWatch Software, a web filtering company based in Los Altos,
California, found that 24% of the on-line traffic at the companies
surveyed was not work related. Sites most commonly visited were
general news, sex, investments, entertainment and sports.”

Viewing the privacy component of new technology from a different
angle, it may be highly likely that increased employee privacy may
result in a more efficient workplace. Increased employee privacy
sends a positive message from the employer to the employee. The
message implicitly states that the employer trusts the employee to
be responsible for his or her time and productivity. Such a message
fortifies the working relationship between employees and employers
and imputes personal dignity into the workplace. Arguably, an
employer who monitors the workplace daily and who is privy to all
intra-company communications may create a workplace filled with
distrust. Undeniably, an employee who does not trust his/her
employer has much less of an incentive to be efficient, resourceful,
and productive.*!

III. ETHICAL IMPLICATIONS

Privacy rights hinge on the notions of human dignity and trust.*” Of
726 employees surveyed in one recent study, nearly half acknowl-
edged that they had engaged in unethical actions utilizing their
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employer’s technology during the prior year. Further, more than
one-fourth of those responding stated that they had committed at
least one highly unethical or illegal act, including copying company
software for home use, using office equipment to search for other
jobs, accessing private computer files without permission, visiting
pornographic websites using office equipment, or sabotaging
systems or data of former employers and co-workers.* Recently, a
federal court in New York held that a class action race discrimina-
tion suit seeking damages of $60 million could proceed against
Morgan Stanley, a large Wall Street brokerage firm. The lawsuit
stemmed in part from the alleged repeated dissemination of one
racist e-mail through Morgan Stanley’'s computer system. More and
more, cases of sexual harassment and discrimination include alle-
gations that the company e-mail systems were used to transmit
unethical material.**

Alternatively, our historic American respect for privacy has
helped creativity and individuality flourish. The negative effects of a
reduction in individual privacy rights go far beyond simple embar-
rassment. Loss of privacy often induces conformity to perceived
societal norms to safeguard personal and professional interests.
American culture has been built on ‘rugged individualism,’ diver-
sity and the willingness to accept challenges that test American
creativity. Yet these traits that helped mold our country will suffer if
conformity, not privacy, is considered the principal value. Perhaps
worst of all, inroads into privacy inhibit personal autonomy and
thus individual freedom.”

In addition to the fundamental interest that individuals have in
privacy, they also have an obvious need to obtain and maintain
employment. For many a job provides the means by which they
support themselves and their families, but for others employment
provides more than economic benefits. Employment is a key source
of self-esteem for many workers. Individuals often define them-
selves by their occupations, which become a significant aspect of
their personae. Because of the substantial interests individuals
have in both employment and privacy. invasive monitoring puts
employees in a ‘catch 22’ situation, forcing them to sacrifice rea-
sonable expectations of privacy because of their need to work.®
Ironically then, monitoring could actually contribute to the very
behavior that it is seeking to eliminate. It is however, the seemingly
secretive or unexpected nature of the monitoring or surveillance
that tends to engender most of the bad feelings that may lead to
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actionable invasion of privacy claims.?” Studies have shown that
efficiency and productivity levels are at their highest in workplaces
that recognize and respect employee privacy.*

CONCLUSION

As technology in the workplace continues to improve and become
more prevalent, so too will the opportunities for employee abuse,
and concurrently, the avenues available to employers to monitor
and control employee activities. Employers must, however, be
cognizant of the impact such activities has on the morale of the
employees who feel that their rights are being trampled, and also of
the possible legal ramifications of overreaching. Employers who
engage in monitoring, surveillance, or searches should do so only
pursuant to a well-written policy that has been distributed in
advance to all employees. Furthermore, any such monitoring
should be reasonable in nature and strictly for business purposes.?
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