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Addressing Table

	Device
	Interface
	IP Address
	Subnet Mask

	R1
	Lo0
	209.165.200.225
	255.255.255.252

	
	Lo1
	192.168.1.1
	255.255.255.0

	
	Lo2
	192.168.2.1
	255.255.255.0

	
	S0/0/0 (DCE)
	192.168.12.1
	255.255.255.252

	R2
	Lo6
	192.168.6.1
	255.255.255.0

	
	S0/0/0
	192.168.12.2
	255.255.255.252

	
	S0/0/1 (DCE)
	192.168.23.1
	255.255.255.252

	R3
	Lo4
	192.168.4.1
	255.255.255.0

	
	Lo5
	192.168.5.1
	255.255.255.0

	
	S0/0/1
	192.168.23.2
	255.255.255.252







Task 1:	Cable the network as shown in the topology. 					(6 Marks)
Before proceeding, have your cabling verified by the examiner.    
Instructor Sign-off: ______________

Task 2:	Configure basic settings for each router. 						(20 Marks)
a. Disable DNS lookup.
b. Configure device name, as shown in the topology.
c. Assign class as the privileged EXEC password.
d. Assign cisco as the console and vty passwords.
e. Configure logging synchronous for the console line.
f. Configure an MOTD banner to warn users that unauthorized access is prohibited.
g. Configure the IP addresses listed in the Addressing Table for all interfaces. DCE interfaces should be configured with a clock rate of 128000. Bandwidth should be set to 128 Kb/s on all serial interfaces.
h. Copy the running configuration to the startup configuration.

















Task 3:	Configure a Multiarea OSPFv2 Network
In Part 2, you will configure a multiarea OSPFv2 network with process ID of 1. All LAN loopback interfaces should be passive, and all serial interfaces should be configured with MD5 authentication using Cisco123 as the key.

Step 1:	Identify the OSPF router types in the topology. 					(8 Marks)
Identify the Backbone router(s):……………………………………..
Identify the Autonomous System Boundary Router(s) ………………
(ASBR):Identify the Area Border Router(s) (ABR):………………
Identify the Internal router(s):…………………..

Step 2:	Configure OSPF on R1. 									(15 Marks)
a. Configure a router ID of 1.1.1.1 with OSPF process ID of 1.
b. Add the networks to the correct area for R1 to OSPF.
c. Set all LAN loopback interfaces, Lo1 and Lo2, as passive.
d. Create a default route to the Internet using exit interface Lo0.
e. Configure OSPF to propagate the routes throughout the OSPF areas.

Step 3:	Configure OSPF on R2. 									(10 Marks)
a. Configure a router ID of 2.2.2.2 with OSPF process ID of 1.
b. Add the networks for R2 to OSPF. Add the networks to the correct area. 
c. Set all LAN loopback interfaces as passive.

Step 4:	Configure OSPF on R3. 									(10 Marks)
a. Configure a router ID of 3.3.3.3 with OSPF process ID of 1.
b. Add the networks for R3 to OSPF. Add the networks to the correct area
c. Set all LAN loopback interfaces as passive.

Step 5:	Configure MD5 authentication on all serial interfaces. 				(15 Marks)
Configure OSPF MD5 authentication at the interface level with an authentication key of Cisco123.





Task 3:	Configure Interarea Summary Routes

Step 1:	Configure the interarea summary routes. 						(10 Marks)
a. Calculate the summary route for the networks in area 1.
b. Configure the summary route for area 1 on R1.

c. Calculate the summary route for the networks in area 3.


d. Configure the summary route for area 3 on R2. 


Step 6:	Verify end-to-end connectivity.
Verify that all networks can be reached from each router.



Task 4:	Verify Layer 3 connectivity. 					(6 Marks)

	Routers
	Result

	R1 to R2
	

	R1 to R3
	

	R2 to R1
	

	R2 to R3
	

	R3 to R1
	

	R3 to R2
	





[bookmark: _GoBack]Submission Requirement  
On each device, issue the following commands and capture the configurations. Save the file as devicename_surname_Pno.txt.

show run
show ip protocols
show ip ospf neighbor
show ip ospf database
show ip route ospf

All documentation for your solution should be submitted via USB.
It is your responsibility that you copy all the outputs and files correctly.


Solution

R1

show run

Current configuration : 1538 bytes
!
version 15.1
no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
!
hostname R1
!
!
!
enable secret 5 $1$mERr$9cTjUIEqNGurQiFU.ZeCi1
!
!
!
!
!
!
no ip cef
no ipv6 cef
!
!
!
!
license udi pid CISCO1941/K9 sn FTX15243JTL
!
!
!
!
!
!
!
!
!
no ip domain-lookup
!
!
spanning-tree mode pvst
!
!
!
!
!
!
interface Loopback0
ip address 209.165.200.225 255.255.255.252
!
interface Loopback1
ip address 192.168.1.1 255.255.255.0
!
interface Loopback2
ip address 192.168.2.1 255.255.255.0
!
interface GigabitEthernet0/0
no ip address
duplex auto
speed auto
shutdown
!
interface GigabitEthernet0/1
no ip address
duplex auto
speed auto
shutdown
!
interface Serial0/0/0
bandwidth 128
ip address 192.168.12.1 255.255.255.252
ip ospf message-digest-key 1 md5 Cisco123
clock rate 128000
!
interface Serial0/0/1
no ip address
clock rate 2000000
shutdown
!
interface Vlan1
no ip address
shutdown
!
router ospf 1
router-id 1.1.1.1
log-adjacency-changes
area 0 authentication message-digest
redistribute static 
passive-interface Loopback1
passive-interface Loopback2
network 192.168.12.0 0.0.0.255 area 0
network 192.168.1.0 0.0.0.255 area 1
network 192.168.2.0 0.0.0.255 area 1
default-information originate
!
ip classless
ip route 0.0.0.0 0.0.0.0 Loopback0 
!
ip flow-export version 9
!
!
!
banner motd ^CUnauthorised Access is Prohibited^C
!
!
!
!
line con 0
password cisco
logging synchronous
login
!
line aux 0
!
line vty 0 4
password cisco
login
!
!
!
End

Show ip protocols

Routing Protocol is "ospf 1"
Outgoing update filter list for all interfaces is not set 
Incoming update filter list for all interfaces is not set 
Router ID 1.1.1.1
It is an autonomous system boundary router
Redistributing External Routes from,
static 
Number of areas in this router is 2. 2 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
192.168.12.0 0.0.0.255 area 0
192.168.1.0 0.0.0.255 area 1
192.168.2.0 0.0.0.255 area 1
Passive Interface(s): 
Loopback1
Loopback2
Routing Information Sources: 
Gateway Distance Last Update 
1.1.1.1 110 00:08:05
2.2.2.2 110 00:07:55
Distance: (default is 110)



Show ip ospf neighbors

Neighbor ID Pri State Dead Time Address Interface
2.2.2.2 0 FULL/ - 00:00:35 192.168.12.2 Serial0/0/0

Show ip ospf database

OSPF Router with ID (1.1.1.1) (Process ID 1)

Router Link States (Area 0)

Link ID ADV Router Age Seq# Checksum Link count
1.1.1.1 1.1.1.1 556 0x80000004 0x0037f0 2
2.2.2.2 2.2.2.2 556 0x80000003 0x00d253 2

Summary Net Link States (Area 0)
Link ID ADV Router Age Seq# Checksum
192.168.1.1 1.1.1.1 562 0x80000001 0x00ae40
192.168.2.1 1.1.1.1 562 0x80000002 0x00a14b
192.168.0.0 2.2.2.2 547 0x80000005 0x000206

Router Link States (Area 1)

Link ID ADV Router Age Seq# Checksum Link count
1.1.1.1 1.1.1.1 566 0x80000002 0x009cc2 2

Summary Net Link States (Area 1)
Link ID ADV Router Age Seq# Checksum
192.168.12.0 1.1.1.1 552 0x80000001 0x00c018
192.168.0.0 1.1.1.1 537 0x80000002 0x00c43a

Type-5 AS External Link States
Link ID ADV Router Age Seq# Checksum Tag
0.0.0.0 1.1.1.1 566 0x80000001 0x00fecf 1


Sh ip ro ospf

O IA 192.168.0.0 [110/782] via 192.168.12.2, 00:09:29, Serial0/0/0



R2

Show run

Current configuration : 1420 bytes
!
version 15.1
no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
!
hostname R2
!
!
!
enable secret 5 $1$mERr$9cTjUIEqNGurQiFU.ZeCi1
!
!
!
!
!
!
ip cef
no ipv6 cef
!
!
!
!
license udi pid CISCO1941/K9 sn FTX152425V8
!
!
!
!
!
!
!
!
!
no ip domain-lookup
!
!
spanning-tree mode pvst
!
!
!
!
!
!
interface Loopback6
ip address 192.168.6.1 255.255.255.0
!
interface GigabitEthernet0/0
no ip address
duplex auto
speed auto
shutdown
!
interface GigabitEthernet0/1
no ip address
duplex auto
speed auto
shutdown
!
interface Serial0/0/0
bandwidth 128
ip address 192.168.12.2 255.255.255.252
ip ospf message-digest-key 1 md5 Cisco123
!
interface Serial0/0/1
bandwidth 128
ip address 192.168.23.1 255.255.255.252
ip ospf message-digest-key 1 md5 Cisco123
clock rate 128000
!
interface Vlan1
no ip address
shutdown
!
router ospf 1
router-id 2.2.2.2
log-adjacency-changes
area 3 range 192.168.0.0 255.255.224.0
area 3 authentication message-digest
area 0 authentication message-digest
passive-interface Loopback6
network 192.168.6.0 0.0.0.255 area 3
network 192.168.23.0 0.0.0.3 area 3
network 192.168.12.0 0.0.0.3 area 0
!
ip classless
!
ip flow-export version 9
!
!
!
banner motd ^CUnauthorised Access is Prohibited^C
!
!
!
!
line con 0
password cisco
logging synchronous
login
!
line aux 0
!
line vty 0 4
password cisco
login
!
!
!
End

Show ip protocols

Routing Protocol is "ospf 1"
Outgoing update filter list for all interfaces is not set 
Incoming update filter list for all interfaces is not set 
Router ID 2.2.2.2
Number of areas in this router is 2. 2 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
192.168.6.0 0.0.0.255 area 3
192.168.23.0 0.0.0.3 area 3
192.168.12.0 0.0.0.3 area 0
Passive Interface(s): 
Loopback6
Routing Information Sources: 
Gateway Distance Last Update 
1.1.1.1 110 00:11:39
2.2.2.2 110 00:11:39
3.3.3.3 110 00:11:40
Distance: (default is 110)

Show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
3.3.3.3 0 FULL/ - 00:00:30 192.168.23.2 Serial0/0/1
1.1.1.1 0 FULL/ - 00:00:31 192.168.12.1 Serial0/0/0

Show ip ospf database

OSPF Router with ID (2.2.2.2) (Process ID 1)

Router Link States (Area 0)

Link ID ADV Router Age Seq# Checksum Link count
2.2.2.2 2.2.2.2 747 0x80000003 0x00d253 2
1.1.1.1 1.1.1.1 747 0x80000004 0x0037f0 2

Summary Net Link States (Area 0)
Link ID ADV Router Age Seq# Checksum
192.168.1.1 1.1.1.1 753 0x80000001 0x00ae40
192.168.2.1 1.1.1.1 753 0x80000002 0x00a14b
192.168.0.0 2.2.2.2 738 0x80000005 0x000206

Router Link States (Area 3)

Link ID ADV Router Age Seq# Checksum Link count
2.2.2.2 2.2.2.2 748 0x80000003 0x00dea8 3
3.3.3.3 3.3.3.3 748 0x80000004 0x00dd26 4

Summary Net Link States (Area 3)
Link ID ADV Router Age Seq# Checksum
192.168.12.0 2.2.2.2 738 0x80000002 0x00a033
192.168.1.1 2.2.2.2 738 0x80000003 0x002aae
192.168.2.1 2.2.2.2 738 0x80000004 0x001db9

Summary ASB Link States (Area 3)
Link ID ADV Router Age Seq# Checksum
1.1.1.1 2.2.2.2 738 0x80000001 0x00ae93

Type-5 AS External Link States
Link ID ADV Router Age Seq# Checksum Tag
0.0.0.0 1.1.1.1 757 0x80000001 0x00fecf 1

Show ip route ospf

192.168.1.0/32 is subnetted, 1 subnets
O IA 192.168.1.1 [110/782] via 192.168.12.1, 00:13:53, Serial0/0/0
192.168.2.0/32 is subnetted, 1 subnets
O IA 192.168.2.1 [110/782] via 192.168.12.1, 00:13:53, Serial0/0/0
192.168.4.0/32 is subnetted, 1 subnets
O 192.168.4.1 [110/782] via 192.168.23.2, 00:13:48, Serial0/0/1
192.168.5.0/32 is subnetted, 1 subnets
O 192.168.5.1 [110/782] via 192.168.23.2, 00:13:48, Serial0/0/1
O*E2 0.0.0.0/0 [110/1] via 192.168.12.1, 00:13:53, Serial0/0/0



R3

Show run

Current configuration : 1349 bytes
!
version 15.1
no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
!
hostname R3
!
!
!
enable secret 5 $1$mERr$9cTjUIEqNGurQiFU.ZeCi1
!
!
!
!
!
!
ip cef
no ipv6 cef
!
!
!
!
license udi pid CISCO1941/K9 sn FTX1524G56J
!
!
!
!
!
!
!
!
!
no ip domain-lookup
!
!
spanning-tree mode pvst
!
!
!
!
!
!
interface Loopback4
ip address 192.168.4.1 255.255.255.0
!
interface Loopback5
ip address 192.168.5.1 255.255.255.0
!
interface GigabitEthernet0/0
no ip address
duplex auto
speed auto
shutdown
!
interface GigabitEthernet0/1
no ip address
duplex auto
speed auto
shutdown
!
interface Serial0/0/0
no ip address
clock rate 2000000
!
interface Serial0/0/1
bandwidth 128
ip address 192.168.23.2 255.255.255.252
ip ospf message-digest-key 1 md5 Cisco123
!
interface Vlan1
no ip address
shutdown
!
router ospf 1
router-id 3.3.3.3
log-adjacency-changes
area 3 authentication message-digest
passive-interface Loopback4
passive-interface Loopback5
network 192.168.4.0 0.0.0.255 area 3
network 192.168.5.0 0.0.0.255 area 3
network 192.168.23.0 0.0.0.3 area 3
!
ip classless
!
ip flow-export version 9
!
!
!
banner motd ^CUnauthorised Access is Prohibited^C
!
!
!
!
line con 0
password cisco
logging synchronous
login
!
line aux 0
!
line vty 0 4
password cisco
login
!
!
!
End

Show ip protocols

Routing Protocol is "ospf 1"
Outgoing update filter list for all interfaces is not set 
Incoming update filter list for all interfaces is not set 
Router ID 3.3.3.3
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
192.168.4.0 0.0.0.255 area 3
192.168.5.0 0.0.0.255 area 3
192.168.23.0 0.0.0.3 area 3
Passive Interface(s): 
Loopback4
Loopback5
Routing Information Sources: 
Gateway Distance Last Update 
2.2.2.2 110 00:15:17
3.3.3.3 110 00:15:17
Distance: (default is 110)

Show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
2.2.2.2 0 FULL/ - 00:00:32 192.168.23.1 Serial0/0/1

Show ip ospf database

OSPF Router with ID (3.3.3.3) (Process ID 1)

Router Link States (Area 3)

Link ID ADV Router Age Seq# Checksum Link count
3.3.3.3 3.3.3.3 972 0x80000004 0x00dd26 4
2.2.2.2 2.2.2.2 972 0x80000003 0x00dea8 3

Summary Net Link States (Area 3)
Link ID ADV Router Age Seq# Checksum
192.168.12.0 2.2.2.2 962 0x80000002 0x00a033
192.168.1.1 2.2.2.2 962 0x80000003 0x002aae
192.168.2.1 2.2.2.2 962 0x80000004 0x001db9

Summary ASB Link States (Area 3)
Link ID ADV Router Age Seq# Checksum
1.1.1.1 2.2.2.2 962 0x80000001 0x00ae93

Type-5 AS External Link States
Link ID ADV Router Age Seq# Checksum Tag
0.0.0.0 1.1.1.1 981 0x80000001 0x00fecf 1

Show ip route ospf

192.168.1.0/32 is subnetted, 1 subnets
O IA 192.168.1.1 [110/1563] via 192.168.23.1, 00:16:28, Serial0/0/1
192.168.2.0/32 is subnetted, 1 subnets
O IA 192.168.2.1 [110/1563] via 192.168.23.1, 00:16:28, Serial0/0/1
192.168.6.0/32 is subnetted, 1 subnets
O 192.168.6.1 [110/782] via 192.168.23.1, 00:16:38, Serial0/0/1
192.168.12.0/30 is subnetted, 1 subnets
O IA 192.168.12.0 [110/1562] via 192.168.23.1, 00:16:28, Serial0/0/1
O*E2 0.0.0.0/0 [110/1] via 192.168.23.1, 00:16:28, Serial0/0/1
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