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Cybersecurity Policy Development for Health Plus Analytics

[bookmark: _Toc227185511]Abstract
Cybersecurity is one of the critical global challenges that some organisations are facing now a days, driven by rapid sophisticated cyberattacks and the extensive use of personal mobile devices in professional environments. The transition towards hybrid and remote working has intensified risk to data confidentiality, integrity and availability. This is common issues in healthcare organizations such as HealthPlus Analytics (HPA), in where some confidential patient data is mostly access through cloud-based systems and personal devices.
This statement tackles the recent security incident by HPA, that includes unauthorised access to cloud-stored data and ransomware attacks on analytics servers. It analyses some of the cybersecurity threats such as phishing, Distributed Denial-of-Service (DDoS), malware and man in the middle attacks. This report evaluates the impact on organizational operations and regulatory compliance, most especially with UK GDPR and NHS Digital Security Standards.
To acknowledge these challenges, the report suggested a comprehensive data security and governance framework that includes robust security policies, technical mitigation measures such as encryption and secure access controls and proactive monitoring with structured incident response strategies. In addition, it highlights the importance of continuous training and awareness to resolve human-related vulnerabilities.
Overall, the report emphasizes the importance of an integrated and adaptive cybersecurity approach to strengthen HPA’s security image and protect sensitive healthcare information in an increasingly complex digital area.
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Currently, the evolution of digital information and communication technologies has brought significant impact to different aspects of human life. This transformation generates vast opportunities for individuals, businesses, and governments to build efficient, accessible and innovative in across the wide range of services. Although, along with this progress, a lot of big challenges comes up in the form of increasingly complex and refined cybersecurity threats. Cyberattacks doesn’t only gives risk to individual privacy and the integrity of personal data, but also endanger the countries critical infrastructure, economy and national security.
Cyberattacks have increased from minor to highly organized operations that is often conducted by organized criminal groups. These types of attacks include, but are not limited to ransomware, phishing, Distributed Denial of Services and attacks on critical infrastructure. The effect of these attacks is vast, that includes significant financial losses for companies and disruption of public service to potential risk to public safety.
In addition, the development of cybersecurity policies and regulations in different countries shows the acknowledgment how serious the threat is. Nevertheless, there is still a lot of challenges on implementing effective cybersecurity practices that includes skill gaps, resource availability and sub optimal cross sector collaboration.
In other words, the investigation on evolving cybersecurity strategies becomes very important and urgent. The awareness of todays global and digital threats and how they evolve is important first step in developing effective response.[1]





















[bookmark: _Toc227185513]Identification of Modern Threats

Cyberattack is a deliberate assault by cybercriminals using several computers against single or multiple computer networks. They typically steal data, disable computers or broken into computer as launched of different attacks.
The following attacks are the potential internal and external threats that the HealthPlus Analytics HPA has been facing, and the main modern threats are:
Ransome ware denies access to the owners data and manipulate the victim what they like to be able to get paid and get what they want. One of the most dangerous malwares is Trojan horse, it has one of the unique ways to steal money in a financial institution. 
Phishing is a procedure that sending fake communication that is mostly spread in through emails. The aim is to steal the owners data like credit card numbers and login credentials. Bigger organization has an advanced and continuous threat; this attack is mostly used to achieve an advantage in the government and business network. 
Denial-of-Service (DDoS) is an attack that include shutting down of network or services with a high amount of traffic to consume resources and bandwidth that results its operation to being able to fulfil valid request.
SQL injection its goal is to operate malicious code to employ back-end database access data that was not intention to display.
Malware is a malicious software that is created to cause a virus to a personal system, server or computer network.
Man in the Middle happens when the suspect successfully includes themselves inside the parties communication. The most used by attackers are: 
· Unprotected public Wi-Fi where the trespassers get involve between the visitors device and the network.
· If the intruder’s malware potentially breachers the victims network, they can instal network to have an access to the victims account. [2]
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Here are some of the security policies that HealthPlus Analytics (HPA) that matches with cybersecurity best practices and regulatory requirement that include the UK General Data Protection Regulation and NHS digital Security. With the help of these policies, it can strengthen the organisation security posture and protect patients sensitive information.
Access Control Policy helps secure physical resources. Information system and IT resources against unapproved access by monitoring and identifying who has access into them. The main purpose of this is to prevent unauthorised access to healthcare data.
Data Protection Policy this policy assures that the external party data are collected, applied, shared and stored securely. This is to ensure that the protection of sensitive patient and healthcare data manage by HPA.
Information Security Policy the aim of this policy is to create directions for organization to follow and protect all physical and digital resources against copying, illegal entry and transfer to third parties for personal gain. This policy demonstrates the general framework for protecting the HPA’s information assets.
Man in the Middle happens when the suspect successfully includes themselves inside the parties communication. The most used by attackers are: 
· Unprotected public Wi-Fi where the trespassers get involve between the visitor’s device and the network.
· If the intruder’s malware potentially breachers the victims network, they can instal network to have access to the victims account.
Email Security Policy the aim of this policy is to keep track of all information traffic and to record and examine users’ image. This is important to prevent phishing and malware distribution and unofficial data sharing. [3]
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One of the strategies that can be used to fight cybersecurity threats in the healthcare sector is Blockchain, it is one of the technologies that can be applied to cryptocurrency. It can be used for health data management and protection of healthcare account. Blockchain can also be used to guard cloud hosted health data by automatic encryption, it is beneficial to control access to healthcare data.
Data encryption is also one of the effective ways to protect healthcare data from cybersecurity threats. With the use of encryption-decryption algorithm it promotes secure data communication. The use of this technique assures the provider that the data cannot be access by unauthorised person without the decryption code. 
Password Management is another mitigation strategy against cybersecurity. The approach to computing resources and healthcare data should be limited to users that have been verified to username and password. Some factors are:
· Convincing the employees to use strong password, using combination of upper- and lower-case letters, numerical values, and special characters.
· Password needed to be change regularly to keep the security and user’s account.[3] 
Mitigation strategies for Ransomware
1. Proactive Cyber Hygiene-it is essential to update all programs as needed and uses patches if needed. Multifactor Authentication decreases the usage by requiring by asking one form of identification.
2. Backup and Recovery it helps to validates that the organizations are in line to get back to their operation after an attack.
Prevention and Mitigation measure against Phishing emails:
Email filtering is widely used by service providers; these are software that run on email servers. Its goal is to filter email messages addressed to users inside the organization and to classify them into certain or malicious messages. Another way to protect users from phishing attacks is by blocking the domain that is known to host phishing websites. These helps prevents the users to access domains that appears to one of the blacklists. System administration can build their firewall to deny all outgoing connections to the domains IP address. Another technique that helps prevents phishing attacks is to educate users by providing notification of potential phishing attempts like incoming emails or providing online training.[5]
These technical mitigation plays a vital role by protecting HealthPlusAnalytic from cyber threats. These controls help protect healthcare data and ensure compliance with data regulations and maintain trust with healthcare partners.
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Proactive Monitoring and Incident Response 
Proactive Monitoring for HPA
1. Continuous Network Monitoring, an institution should regularly view and assess their risk assessment to distinguish new threats and revision in the business environment. it also helps the organization discover irregularities and act quickly to potential threats.
2. Understanding Threat Intelligence, with the help of threat intelligence organization can provide deeper knowledge of the threat landscape, determine other threats and provide other measures to reduce potential attacks.[6]
Incident Response
[image: ][7]


Planning and Preparation
· To create an incident action plan, describing roles and responsibilities of the incident response team members, establishing communication channels and securing necessary tools and obtaining necessary resources.

Identification
· Security Information and Event Management (SIEM) tools and analysing system logs for irregularities.

Containment
· Hold the spread of the incident and minimise its effect.
· Set apart the impacted system from the network, blocking potential threats and disabling suspicious accounts.
Eradication
· Recognizing the main cause of the threat.
· Removing vulnerabilities.
· Make sure that there is no more presence of the attackers.

Recovery
· Rehabilitate the new system into normal operation.
· Reinstalling software and validating the quality of the data. 

Lesson Learned
· Carry out a comprehensive analysis of the incident response.
· Analysing if the response is working.
· To identify if there is some area to improve.
· Updating the incident response plan based on what happen.[8]

Proactive Monitoring helps the HPA finds out the threats early using real time tracking, alerts and analysis.

Incident Response helps ensures quick containment and recovery from attacks like ransomware, phishing and DDoS.
With the help of these two approaches, they can create a strong defence system that protects sensitive healthcare data and maintain trust.

























                                                              Flowchart

[image: ]


[bookmark: _Toc227185517]Continuous Training and Awareness
HealthPlus Analytics should adhere new security policy to reduce the risk of human error in cybersecurity. Training and awareness program should be implemented, with the help of this program staff will understand be knowledgeable if in case the threats arise. Below are some of the training programs that HPA can implement.

Cybersecurity Training Model helps the workers to identify and react to cyberthreats. 

Continuous training
· Helps the workers to have effective cyber skills that they can use at work.
· Can prevent mistakes made by the staff as an outcome of ignorance-related mistakes.

Simulation training
· Less expensive that the traditional training.
· It requires advance hypothetical situations that stands for actual cyberattacks.

Computer-based training
· Wide security education and behaviour management program that prioritise interactive computer-based training.
· This gives the staff access to training materials from computer or mobile devices.
· More affordable and flexible.[9]

Cybersecurity training is vital to reduce the risks associated with human factors. Developing and keeping employee awareness needs personnel training in cybersecurity, making sure that the training is updated regularly. 

Organisation also need to help their employees to engage with enhancing education and awareness and supporting equality and coordination across the domain.

Effective training programs includes versatile delivery methods such us computer-assisted module, classroom instruction, and group consultation.

Awareness training helps the employees to be aware of potential consequences of what they do at work. Self-behaviour from healthcare staff is not always introduce in a fast-paced and stressful environment. staff must be aware of dangerous practices and their possible outcomes to engage in safe behaviour.

Existing Challenges and Solutions:

Phishing attacks
· Requires ongoing training to identify phishing attempts, robust email security protocols.

Ransomware Attack
· Needs regular Backup, up to date antivirus software.
· Staff training on avoiding suspicious links.

Unsafe Email Use
· Training on secure email practices 
· Use of secure email system.
Poor Password Management
· Training on robust password practices.
Cybersecurity Training
· Tailored training Programs

For some Healthcare organisations, regular training programs for the staff is very important to strengthen their cybersecurity measures. Staff must be kept up to date with the latest threats and be vigilant. [10]
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In conclusion, the cybersecurity challenges faced by HealthPlus Analytics (HPA) shows a wider systematic issue that come from digital transformation, hybrid working and extensive use of personal devices in entering sensitive data.
While the application of security policies and technical controls like encryption and access management provides important foundation. A key limitation identified is the gap between policy design and practical enforcement, including areas such as user behaviour, device security and cross system integration.
To obtained long term resilience, HPA must adopt a holistic data security that integrates real-time monitoring, threat intelligence, and effective incident response with the regulatory compliance requirements such as GDPR and NHS Digital Security Standards.
Lastly, cybersecurity should be considered as ongoing priority. By implementing continuous improvement, cross-organizational collaboration, and coordination between people, processes, and technology can HPA effectively protect sensitive healthcare information in a rapid evolving environment.
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