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ANSWER ALL QUESTIONS

1. With a use of a simple topology/ suitable diagram, explain in detail about
a. CEF switching. Discuss the advantages of CEF with other switching process. (13 marks)
CEF is cisco express forwarding to optimize the switching process for routers to be able to handle larger packets volume 
It uses asics and network processing unit npu for high packets throughput 
[image: ]
Software CEF: consists of the following components:
Forwarding Information Base: is built directly from the routing table and contains the next-hop IP address for each destination in the network.
Adjacency table: Adjacency Information Base (AIB), contains the directly connected next-hop IP addresses and their corresponding next-hop MAC addresses, as well as the egress interface’s MAC address.


b. STP operations and port roles. (12 marks)

It perform 3 steps :
Elects one root bridge: only one root bridge is allowed and it will the reference point for the other switchs
Select root port on a non root bridge : it’s the port with the lowest cost path from non-root bridge to the root bridge 
Selects the designated ports : There is one designated port on each segment. It is selected on the bridge with the lowest-cost path to the root bridge 
Ports roles:
Blocking : receives bpdu packets
Listening : receives and sends bpdu packets 
Learning : send and receives bpdu and learn mac address 
Forwarding : receives and sends bpdu and receives and sends data an learn mac address 
Disabled : do nothing until its enabled 

2.  Briefly explain with appropriate topology/ diagram
a. OSPF Neighbor States. (5 marks)
Down state :The initial state of a neighbor relationship. Indicates that the router has not received any OSPF hello packets
Attempts state: Indicates that no information has been received recently, but the router is still attempting communication
Init state Indicates that a hello packet has been received from another router, but bidirectional communication has not been established.
Two way state Bidirectional communication established. If a DR or BDR is needed, the election occurs during this state.
Ex start state The first state in forming an adjacency. Routers identify which router will be the master or slave for the LSDB synchronization
Exchange state Routers are exchanging link states by using DBD packets.
Loading stateLSRs sent to neighbor asking for more recent LSAs that have been discovered (but not received) in the Exchange state
Full state Neighboring routers are fully adjacent.


b. BGP Path Attributes (5 marks)
The path attributes is the metric for bgp protocol and its used to determine the best path and I will list some of them 
Weight, Local preference, Local originated, Accumulated Interior Gateway Protocol (AIGP), Shortest AS_Path, Origin type, Lowest MED, eBGP over iBGP, Lowest IGP next hop, Oldest eBGP Path, Router ID, Minimum Cluster List Length, Lowest neighbor address


3. Refer to the output below from Router A (5 Marks)

Clock is synchronized, stratum 10, reference is 127.127.1.1
nominal freq is 250.0000 Hz, actual freq is 250.0000 Hz, precision is 2**10
ntp uptime is 2500 (1/100 of seconds), resolution is 4000
reference time is E1D080F7.F6041B38 (14:41:43.961 EST Mon Jan 20 2020)
clock offset is 0.0000 msec, root delay is 0.00 msec
root dispersion is 3939.38 msec, peer dispersion is 3938.29 msec
loopfilter state is 'CTRL' (Normal Controlled Loop), drift is 0.000000000 s/s
system poll interval is 16, last update was 9 sec ago.

a. What is the command to get the above output? (1 Mark)
From the above output, 
Its show ntp status 

The reference is 127.127.1.1. Why? (2 Marks)
Because 127.127.1.1 is the ntp server for this router

b. What other Information do you gather? (2 Marks)
       stratum 10 is how far this router is from the reference point (ntp server 127.127.1.1)

4. Refer to the topology (10 Marks)
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R1# 
Pro  Inside global         Inside local          Outside local         Outside global
---  209.165.200.99        10.0.0.2              ---                   ---
icmp 209.165.200.99:0      10.0.0.2:0            209.165.200.2:0       209.165.200.2:0
a. What is the command to get the above output? (1 Mark)
show ip nat translations

From the above output, 
b. What information do you gather from this output? (4 Marks) (Refer to the topology and answer appropriately) 
its many to one mapping as only the port number changed so its port address translation(pat)
c. On R1, specify the inside and outside interfaces for NAT purposes. (1 Mark)
G0/0/1 is inside 
G0/0/0 is the exit interface (outside)
The below output is from D1. 
D1# 
TCB       Local Address           Foreign Address        (state)
054D9734  10.0.0.2.23             209.165.200.2.63955    ESTAB

d. What is the command to get the above output? (1 Mark)
  show ip nat statistics
e. What information do you gather from this? (3 Marks)
 the information is that the local address(10.0.0.2) and port number is 23 is mapped with the Foreign Address(209.165.200.2) with port number 63955 and the connection is established (NATING )     

5. Design a Topology with adequate and appropriate network documentation: (50 marks)

“Mystery Incorporated” is having offices at 3 different cities in the UK. They are planning to merge all their locations and bring it under one network. You have been hired as an IT Infrastructure consultant. Your task is to lead and work with the IT&S team to successfully complete this migration. 

The key objectives of this migration are design and implement:
· Secure scalable network 
· Network management
· High Availability 
· Support Digital Transformation 					


Your answer should include

i) Topology (Use Packet Tracer to create a Topology) (10 Marks)
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ii) Elaborate and justify (40 Marks)
a. How the proposed topology is scalable? (10 Marks)

For each location I have used Hierarchical LAN Design Model which divides the enterprise network architecture into modular layers. The modularity of this design ensures that each layer will provide the same services and the same design methods at other words this design is scalable its uses 2 layers collapsed design which uses layer 2 as distribution and core layer 

b. What are the network management devices and configurations recommended/ implemented? (Note: You need not write the commands to configure. Justify the importance of network management, the devices required and their protocols) (10 Marks)

[bookmark: _Hlk124157200]Routers: we use can routing protocol in this example we will use border gateway protocol (bgp) since the locations are in deferent cities and they need to communicate remotely and for the other 2 routers (head 1 and head 2) we can use either eigrp or ospf as there routing protocol, we can use configuration to manage the users privilege like inline password , vty line password , encryption and so on 
Switches: we use First-hop redundancy protocols (FHRPs) solve the problem of end devices configuring multiple gateways such as (HSRP)
Spanning tree protocol such as rapid pvst + and we can vlan on the access layer 
And we can use etherchannel 
we can use configuration to manage the users privilege like inline password , vty line password , encryption and so on
c. What are the security aspects recommended/ implemented? (10 Marks)

Switches: for the switches we can use portfast and bpdu guard on all the access port and loop guard and root guard to prevent loops, AAA ,
Routers: we can use firewalls ,aaa models for security(radius, tacacs+) and access control list , route filtering, route mapping, ASICs and of course the basic security configuration 

d. Discuss the importance of High Availability network and how does your design support High Availability for “Mystery Incorporated” network? (10 Marks)

Network resiliency is a key component of network design, Network resiliency can be accomplished by adding redundant devices so the network will always be available
And in our network design this principle has been accomplished at the switches level (distribution layer) and at the routers (head1, head 2)
So the network High Availability is major at network design especially for government departments and hospitals because loss of the network Availability at these fields can be catastrophic.
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