Network Operating Systems and Services

Task 1 Research Report
Research on Hypervisor
 A hypervisor is a piece of software that enables multiple operating systems (OS) to share the same physical hardware. There are two main types of hypervisors — Type 1 (bare-metal hypervisors) and Type 2 (hosted hypervisors). [1]
 A Type 1 hypervisor, on the other hand, runs directly on the host machine’s hardware. This eliminates the requirement for a host OS and allows for greater efficiency, performance, and scalability, all of which are critical in an enterprise setting. Common Type 1 hypervisors include VMware ESXi and Microsoft Hyper-V.
Type 2 Hypervisor, on the other hand, is installed on top of an existing operating system. This is used for a development environment or for a small environment. This depends on the host operating system for hardware support. Oracle VirtualBox and KVM (Kernel-based Virtual Machine) are examples of Type 2 Hypervisors. KVM is a type 2 hypervisor which runs on Linux OS. For the SWANSEA.ACCA network topology, I have deployed the network on Microsoft Hyper-V as well as on a Linux-based hypervisor (KVM). In this case, Microsoft Hyper-V (a Type 1 hypervisor) was used to host the Windows Server 2022 because of its excellent performance, security, and scalability. Hyper-V is a top choice for business environments that require virtualizing and managing Windows-based workloads. I decided to use KVM as the hypervisor for Debian Server. KVM is a Type 1 (bare metal) hypervisor for Linux. KVM is an open source and has high performance and good support for Linux-based systems. KVM offers a high degree of control over the virtualised environment and is therefore suited to run Debian and other Linux distributions [2]. Hyper-V for Windows and KVM for Linux is the best combination to host both systems in the best possible environment. It provides a scalable and efficient solution for the SWANSEA.ACCA network.
Research on IP Addressing 
IP addresses enable the exchange of data between devices on the internet and private networks. They provide a way to identify devices and deliver information to the intended recipient. The most widely used versions of IP addresses are IPv4 and IPv6. The IPv4 uses a 32-bit addressing method, which gives us around 4.3 billion unique IP addresses. But as the devices on the network continue to rise, we need IPv6 more because of IPv4 address shortage. [3] IPv6 uses a 128-bit addressing method that offers almost a limitless number of unique IP addresses for a future-proof network. A key concept in IP addressing is subnetting, which involves splitting big networks into smaller sub-networks. This not only helps with network organization but also enhances network performance and security. A Variable Length Subnet Mask (VLSM) is a method used for optimizing the use of IP addresses by assigning different subnet masks to sub-networks according to the number of hosts needed in each sub-network. This is why SWANSEA.ACCA planning the IPv4 address space should be done with thought. Routers forward packets between networks, so it’s important to know how they work. Likewise, switches forward packets within a network, so understanding how they work is also important. A router forwards packets based on destination IP address while a switch forwards packets based on MAC address within a local network. IPv6 address planning is also important to ensure we plan and the requirement of more IP addresses.
 Research on Routing
 In general, routing is the act of moving data across networks between two devices. This is typically done using either static or dynamic routing. Static Routing − The routes that a data packet must follow are predefined. It is easier to implement but less adaptable. It is preferred in smaller and less volatile networks. Conversely, Dynamic Routing enables routers to dynamically update their routing tables in response to the network's current state. It's flexible and scalable, so it's perfect for larger networks. Routing protocols such as OSPF, RIP and BGP enable routers to share information about the network and modify the routing paths dynamically. [4] The best routing protocol to be used for the SWANSEA.ACCA network is dynamic routing. As the Debian Server acts as a DHCP relay, it is recommended to use dynamic routing protocols such as OSPF (Open Shortest Path First). This is because dynamic routing protocols can adapt to any changes in real time and provide the best routing path for data. Also, dynamic routing protocols are more flexible and hence best to use for a network with various subnets and devices.
Research on Network Services
 Network services like VPNs, DHCP, Active Directory Domain Services (AD DS), and Certificate Authorities (CAs) are integral to the operation, security, and performance of today’s IT environments. Virtual Private Networks (VPNs): VPNs create a secure and encrypted tunnel for remote workers to access the corporate network from the internet. This is very important for companies with remote workers or branch offices. DHCP, or Dynamic Host Configuration Protocol, is a protocol that automatically assigns IP addresses to devices on a network. It minimizes the need for manual configuration and the risk of IP addressing conflicts. [5] Active Directory Domain Services (AD DS) is a directory service that allows you to manage network resources such as users, computers, and services. It provides a way to authenticate users, authorize access to resources, manage users, groups, and computers, and enforce policies. Certificate Authorities (CAs): These are the bodies that give out digital certificates that are used to encrypt network traffic. They are used to create SSL/TLS certificates which are used to secure internet communication. In the network SWANSEA.ACCA, Windows Server 2022 will provide Active Directory and DHCP services whereas the Debian Server will act as a DHCP Relay. The inclusion of these network services will provide a secure, scalable, and manageable network with efficient communication and robust administrative facility to all users.
Task 2- Report: Technical Documentation
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Task 3- Report: Reflection
Challenges and Solutions Experienced during Network Implementation and Testing During the implementation and testing of the SWANSEA. ACCA network, there were several problems that were encountered and solved. The first major challenge was to establish network connectivity between Windows Server and Linux client. For instance, during the initial testing of the Windows client, the client could not ping the gateway, hence the connection timed out as seen in the screenshots. Similarly, the same problem was experienced by the Linux client, where the ping test to the gateway IP failed. The problem was attributed to the misconfiguration of the IP address and misalignment of the network. After checking the IP address range and subnet mask, I checked the configuration of both the Windows server and Linux client and corrected the settings so that the two devices could be on the same network. Specifically, I ensured that the IP address and the subnet mask of both the Linux client and Windows client were the same, thereby enabling the devices to communicate. Upon correcting the network settings, the ping test was successful, thereby confirming that the network was working. The Linux client could ping up the gateway, and the Windows server could also communicate with other network devices. Troubleshooting and correcting the network settings therefore ensured that the network was working properly. These activities further enhanced my knowledge and skills in IP address configuration and subnetting as well as network testing. The above activity provided me with the opportunity to gain practical experience in the implementation and testing of a mixed-OS network that consists of Windows and Linux operating systems. The activity enhanced my knowledge and skills in network configuration, where I understood the importance of properly configuring the IP address and subnet mask. Furthermore, I acquired practical skills in troubleshooting network connection problems and systematically solving them.
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