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Abstract 
The rise of hybrid working has changed how organisations approach cybersecurity. Employees can now access company systems and data from multiple locations using a variety of devices and networks. While hybrid employment promotes flexibility and efficiency, it also introduces new security vulnerabilities. Traditional security models were intended to secure people and data within a corporate network, but they are no longer effective in today's distributed work environment. Organisations must implement current security solutions to protect data regardless of where workers work. 
This article investigates how organisations may establish a cybersecurity environment that anticipates, defends against, detects, and responds to cyber threats. The discussion focuses on three key technologies: Zero Trust Network Access (ZTNA) and Secure Access
Service Edge (SASE), and Data Loss Prevention (DLP). These technologies help organizations secure remote access, increase network visibility, safeguard sensitive information, and assist with regulatory compliance. The report also assesses their strengths and weaknesses and discusses how they fit into a complete security plan. According to the findings, integrating ZTNA, SASE, and DLP strengthens an organization's security posture and allows them to protect vital data beyond the typical corporate perimeter. 
Keywords: hybrid workforce, cybersecurity, zero trust network access (ZTNA), secure access service edge (SASE), data loss prevention (DLP), compliance, data security.

Introduction 

 secure data can result in financial losses, legal penalties, and reputational damage [1]. 
To a Digital transformation and developments in communication technologies have transformed the way businesses work. One of the most significant developments has been the rise of hybrid working, which allows employees to split their time between corporate offices, residences, and other remote sites. The COVID-19 pandemic accelerated this development, driving organisations to implement remote working techniques on a broad scale. Even after the pandemic, many organisations continued to adopt hybrid work models due to the flexibility and productivity benefits they offer.  
 
Although hybrid working has many benefits, it also creates important cybersecurity challenges. In the past, organisations mostly focused on securing their internal networks because most employees worked from corporate offices, using managed devices. Security measures were created around a well-defined network perimeter. Employees can now access apps and data from several places via personal devices, cloud services, and public networks. As a result, the traditional network perimeter has nearly vanished.  
Cybercriminals have responded to these shifts by targeting remote workers with phishing assaults, malware, ransomware, and credential theft. At the same time, organisations must follow legislation for the safeguarding of sensitive information. Failure to ddress these challenges, organizations are increasingly adopting modern security technologies such as Zero Trust Network Access (ZTNA), Secure Access Service Edge (SASE), and Data Loss Prevention (DLP). These solutions provide stronger protection for users, devices, applications, and data regardless of location. This paper critically evaluates how these technologies help organizations secure hybrid workforces while maintaining compliance and supporting business continuity. 

Security Challenges of the Hybrid Workforce 

The transition to hybrid working has dramatically increased the amount of security vulnerabilities that organisations face. Employees routinely access company resources from many places using a range of devices and internet connections. This wider environment gives thieves a larger attack surface to exploit. 
Phishing is one of the most common security dangers. Cybercriminals frequently send bogus emails that attempt to deceive consumers into disclosing passwords or downloading hazardous malware. Remote workers may be more exposed since they may not have physical access to colleagues or IT support staff who can notice questionable communications. 
Another concern is the use of personal gadgets. Employees may utilise laptops, smartphones, or tablets that do not match the organization's security standards.
These devices may not have security upgrades, antivirus protection, or encryption, increasing the danger of compromise. 
Organisations also have less visibility over user activity. Traditional security solutions were intended to monitor traffic within corporate networks. However, hybrid employees frequently connect directly to cloud services, bypassing organisational infrastructure. This makes it harder for security teams to detect threats and monitor user behaviour [2]. 
Data protection is another big issue. Sensitive data is increasingly housed on cloud platforms, collaboration tools, endpoints, and mobile devices. Employees may inadvertently share confidential information via email, messaging apps, or cloud storage systems. Insider threats, whether intentional or inadvertent, can lead to data loss. 
Compliance adds to the complexity.
Regulations such as GDPR, HIPAA, and ISO 27001 require organizations to implement controls that protect personal and sensitive information [3]. Organizations must be able to demonstrate that they are effectively managing security risks and protecting data wherever it is stored or accessed. 
These challenges highlight the need for modern security approaches that focus on identity, data protection, and continuous monitoring rather than relying solely on network boundaries. 

 Zero Trust Network Access (ZTNA) 

Concept and Principles 

Zero Trust Network Access (ZTNA) is based on the principle of "never trust, always verify." Unlike traditional Virtual Private Networks (VPNs), which often provide broad network access after authentication, ZTNA continuously verifies users and devices before allowing access to applications and resources [4]. 
The Zero Trust model assumes that threats can originate both inside and outside the organization. Therefore, every access request must be authenticated, authorized, and monitored. Access decisions are based on factors such as user identity, device security status, location, and behaviour. 
Key principles of ZTNA include identity-based access control, least-privilege access, continuous authentication, micro-segmentation, and real-time monitoring. These principles ensure that users only receive the minimum level of access required to perform their tasks. 

Figure 1: Zero Trust Access Workflow (ZTNA)
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 Benefits for Hybrid Workforces 

ZTNA provides several benefits for organizations with distributed workforces. First, it reduces the attack surface by limiting access to specific applications rather than granting access to entire networks. If an attacker compromises a user account, their ability to move across the network is significantly restricted. 
Second, ZTNA improves visibility and control. Security teams can monitor access requests and identify unusual behaviour more effectively. Continuous verification ensures that access can be revoked if a user's risk profile changes. 
Third, ZTNA supports cloud-based applications and services. Employees can securely access resources from any location without relying on traditional VPN infrastructure [5]. 
Table1: VPN and ZTNA Comparison 
	Feature
	VPN
	ZTNA

	Access Model
	Network Wide access
	Applications specific access

	Trust Model
	Implicit trust after connection
	Never Trust always verifies

	Security Risk
	Hight (lateral movement possible
	Low (micro-segmentation)

	User Experience
	Often Slow, Complex
	Fast, Seamless

	Scalability
	Limited
	Highly scalable

	Visibility
	Limited visibility
	Deep visibility

	Best User Case
	Legacy systems, full network access
	Modern apps, least privilege access


This table shows that ZTNA provides stronger security than traditional VPNs because it follows the "never trust, always verify" principle. Unlike VPNs, which often give users access to the entire network after login, ZTNA only allows access to specific applications based on user identity and device security. This reduces the risk of attackers moving through the network if an account is compromised. However, ZTNA can be more expensive to implement and may require changes to existing IT systems. Therefore, while VPNs may still suit some legacy environments, ZTNA is the better long-term solution for securing modern hybrid workforces.
Critical Evaluation 

While ZTNA offers strong security benefits, implementation can be challenging. Organizations may need to modernize identity management systems and update legacy applications. Successful deployment requires accurate inventories of users, devices, and applications. 
There may also be resistance from employees who perceive additional authentication requirements as inconvenient. However, the security benefits generally outweigh these challenges. By focusing on identity rather than location, ZTNA provides a more effective approach to securing modern work environments. 

Table 1 shows that ZTNA offers several advantages over traditional VPNs. Its main advantage is stronger security because it verifies every user and device before granting access, reducing the risk of cyberattacks and limiting access to only the applications required. ZTNA also improves scalability, visibility, and user experience for remote and hybrid workers. However, ZTNA has some disadvantages. It can be expensive to deploy, requires careful planning, and may not work well with older legacy systems without additional configuration. In comparison, VPNs are easier to implement but provide weaker security because they often allow broad network access after authentication.

 Secure Access Service Edge (SASE) 

 Overview of SASE 

Secure Access Service Edge (SASE) is a cloud-based architecture that combines networking and security functions into a single platform. Introduced by Gartner in 2019, SASE was designed to address the challenges created by cloud computing and distributed workforces [6]. 
SASE integrates several technologies, including Secure Web Gateway (SWG), Cloud Access Security Broker (CASB), Firewall-as-a-Service (FWaaS), Zero Trust Network Access (ZTNA), and Software-Defined Wide Area Networking (SD-WAN). 
The primary objective of SASE is to provide secure access to applications and data regardless of where users are located. 
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Table 2: Advantages and Limitations of DLP
	Aspect
	Advantages
	Limitations

	Data Visibility
	Discovers Sensitive data across channels 
	Requires tunning to reduce false positives

	Data Protection
	Prevents data leakage and exfiltration
	Can impact user experience if overly restrictive 

	Compliance
	Helps meet regulatory requirements
	Complex to maintain policies across environments

	Incident Response
	Provides alerts and forensics data 
	Not a replacement for broader security controls 



This table shows that Data Loss Prevention (DLP) provides many benefits but also has some limitations. DLP helps organisations find sensitive information, prevent data leaks, support legal and regulatory compliance, and improve incident response. These features are especially important for organisations with hybrid workers who access data from different locations and devices. However, DLP systems need regular updates and careful configuration to reduce false alerts. If security policies are too strict, they can interrupt employees' work and reduce productivity. Therefore, organisations should combine DLP with other security controls, such as encryption, multi-factor authentication (MFA), and employee security awareness training, to provide stronger overall protection.
 Role in Protecting Data Beyond the Corporate Perimeter 

Traditional security models often route traffic through central data centres for inspection. This approach can create performance issues and may not be suitable for cloud-based environments. 
SASE addresses this problem by delivering security services through the cloud. Users can connect directly to applications while still benefiting from security controls. This improves both performance and user experience. 
SASE also enhances visibility by providing a centralized platform for monitoring network activity, user behaviour, and application usage. Security teams gain a more complete view of the organization's security posture. 
 Critical Evaluation 

SASE offers several advantages, including simplified management, improved scalability, and consistent security policies across different locations. Organizations can reduce infrastructure complexity by replacing multiple standalone security solutions with a unified platform. 
However, implementing SASE may require significant planning and investment. Organizations must carefully evaluate vendors to ensure compatibility with existing systems and compliance requirements. There may also be concerns about relying heavily on cloud providers. 
Despite these challenges, SASE is widely regarded as an important evolution in enterprise security because it aligns security controls with the realities of modern hybrid work. 

 Data Loss Prevention (DLP) 

 Understanding DLP 

Data Loss Prevention (DLP) refers to technologies and processes designed to prevent sensitive information from being lost, stolen, or shared without authorization. DLP solutions identify and classify sensitive data and apply security policies to control how that data is used [7]. 
Common DLP features include content inspection, data classification, encryption, endpoint monitoring, and activity tracking. 
 Importance in Hybrid Work Environments 

Hybrid working increases the risk of data leakage because employees frequently use cloud applications, personal devices, and collaboration tools. Sensitive information may be copied, downloaded, emailed, or uploaded to unauthorized locations. 
DLP solutions help organizations monitor these activities and prevent inappropriate data transfers. For example, a DLP system can automatically block the transmission of customer information containing personally identifiable information (PII). 
DLP also supports employee awareness by providing alerts and guidance when users attempt to handle sensitive information improperly. 
 Compliance Benefits 
Compliance is one of the strongest reasons for implementing DLP. Regulations such as GDPR, HIPAA, and PCI-DSS require organizations to protect sensitive information and maintain records of how data is accessed and shared [8]. 
DLP solutions provide detailed audit trails and reporting capabilities that help organizations demonstrate compliance during audits and investigations.
 
 Critical Evaluation 

Although DLP is highly effective, implementation requires careful planning. Overly restrictive policies can create frustration and reduce productivity. False positive alerts may also increase the workload for security teams. 
Organizations should adopt a risk-based approach and regularly review policies to ensure they remain effective without disrupting business operations. 
 Anticipating, Protecting, Detecting, and Responding to Threats 

The NIST Cybersecurity Framework provides a useful model for managing cybersecurity risks. It identifies five key functions: Identify, Protect, Detect, Respond, and Recover [9]. 

 Anticipating Threats 

Organizations must proactively identify risks before incidents occur. Threat intelligence, vulnerability assessments, and risk management processes help organizations understand potential threats. 
Artificial Intelligence (AI) and machine learning technologies can analyse large volumes of data and identify patterns that may indicate emerging threats. 
 Protecting Assets 

Protection involves preventing unauthorized access and securing sensitive information. ZTNA protects applications through identity-based controls. SASE secures network traffic and cloud access. DLP protects data from unauthorized disclosure. 
Together, these technologies create multiple layers of Défense.
 
 Detecting Threats 

Continuous monitoring is essential for detecting security incidents. SASE platforms often integrate advanced analytics, SIEM tools, and threat intelligence feeds. DLP can identify unusual data transfers, while ZTNA can detect suspicious login activities. 
Rapid detection reduces the likelihood of successful attacks. 

 Automated Response 

Modern organizations increasingly rely on automation to respond to security incidents. Security Orchestration, Automation, and Response (SOAR) solutions can automatically execute predefined actions. 
Examples include blocking compromised accounts, isolating infected devices, revoking access permissions, and preventing unauthorized data transfers. 
Automated responses reduce response times and limit the impact of security incidents. 

 Compliance and Governance Considerations 

Cybersecurity is not only a technical issue but also a governance and compliance responsibility. Organizations must establish policies, procedures, and controls that support legal and regulatory requirements. 
Important governance activities include data classification, access management, regular audits, compliance monitoring, and employee training. Employees play a critical role in cybersecurity, making awareness programs essential. 
ZTNA, SASE, and DLP contribute to compliance by improving visibility, access control, monitoring, and data protection. Effective governance ensures that these technologies support both security objectives and business goals. 

 Future Trends 

The future of cybersecurity will continue to be influenced by technological innovation and evolving threats. Artificial Intelligence is expected to play a larger role in threat detection and automated response. Identity-based security models such as Zero Trust will continue to replace traditional perimeter-focused approaches. 
Organizations are also moving toward integrated security platforms that combine ZTNA, SASE, DLP, SIEM, and XDR capabilities. This integration improves visibility and simplifies security management. 
As governments introduce stricter data protection regulations, organizations will need flexible and scalable security architectures capable of adapting to changing requirements. 

Conclusion 
Hybrid working has transformed the modern workplace and created new cybersecurity challenges. Traditional perimeter-based security models are no longer sufficient because employees, devices, and applications operate across multiple locations and environments. 
ZTNA, SASE, and DLP provide important capabilities that help organizations address these challenges. ZTNA strengthens access control through continuous verification, SASE delivers cloud-based security and networking services, and DLP protects sensitive information from unauthorized disclosure. 
Although implementing these technologies requires investment and organizational change, their combined use creates a comprehensive security framework capable of anticipating, protecting against, detecting, and responding to cyber threats. Organizations that adopt this modern security approaches will be better positioned to protect data, maintain compliance, and support secure hybrid work environments in the future. 
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Task2: 

Organisational Structure and Accountability

A good cybersecurity governance framework is necessary to safeguard a company from cyber threats. Many security breaches are caused by a lack of clear accountability, insufficient communication between divisions, or restricted management control. To avoid these challenges, organisations require a clear structure that outlines who is responsible for cybersecurity choices and how security information is communicated throughout the business.
The Board of Directors should oversee overall cybersecurity governance at the top of the organisational hierarchy. Although board members are not in charge of day-to-day security, they should examine security threats, major incidents, compliance reports, and security control effectiveness on a frequent basis. This ensures that cybersecurity is addressed as a significant business issue instead of just an IT problem. The Board of Directors should oversee overall cybersecurity governance at the top of the organisational hierarchy. Although board members are not in charge of day-to-day security, they should examine security threats, major incidents, compliance reports, and security control effectiveness on a frequent basis. This ensures that cybersecurity is addressed as a significant business issue instead of just an IT problem. [1].
The Chief Information Security Officer (CISO) should be accountable directly to the board or a board risk committee. The CISO oversees overseeing the organization's cybersecurity strategy, managing security risks, and ensuring that security policies are followed. Direct reporting empowers the CISO to raise security concerns and keeps senior management up to date on key security issues.[2].
Below the CISO, several specialist roles should be established.
The Security Architecture Manager oversees creating secure systems, networks, and cloud environments. This job ensures that security is considered when new technologies are introduced and that systems are designed with adequate protective measures from the start [3]. 
The Secure Development Manager (or Application Security Lead) plays a vital role as well. This individual ensures that software is produced safely and that security checks are implemented throughout the Software Development Life Cycle. Their responsibilities include examining source code, doing security testing, and assisting developers with secure coding techniques. This lowers the likelihood of vulnerabilities being introduced into apps [4].
A Security Operations Centre (SOC) Manager should also be accountable to the CISO. The SOC Manager oversees network and system monitoring, identifying suspicious activity, and coordinating security incident responses. This position is critical because it enables threats to be discovered and dealt immediately, preventing substantial damage. 
Furthermore, a Governance, Risk, and Compliance (GRC) Manager should oversee ensuring that the firm adheres to security policies and meets legal and regulatory standards. The GRC manager conducts risk assessments, facilitates audits, and helps maintain compliance with standards like as GDPR and ISO 27001 [5].
This governance framework establishes clear reporting lines and accountability. The board provides strategic supervision, the CISO oversees cybersecurity initiatives, and specialist managers specialise in areas including as security architecture, secure development, operations, and compliance. By clearly outlining duties, the business may decrease security risks, increase communication, and guarantee that cybersecurity is prioritised at all levels. 
Overall, establishing a clear governance and reporting structure increases accountability, decision-making, and the organization's capacity to safeguard its systems, data, and reputation from cyber-attacks.
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Figure1: Cybersecurity Governance Structure

Policies and Procedures

To increase cybersecurity and decrease risks, organisations require clear security rules and processes that all employees must adhere to. These rules serve to safeguard systems, applications, and sensitive data while ensuring that security controls are implemented consistently throughout the business. They should also be measurable and auditable, allowing management to determine whether they are being followed and are effective. 
A crucial policy is the Vulnerability Management Policy. This policy requires the business to periodically check its systems, networks, and applications for security flaws. Regular scans should identify vulnerabilities and classify them as critical, high, medium, or low risk. The policy should also specify how quickly vulnerabilities must be addressed.
 Critical vulnerabilities, for example, should be addressed within 48 hours, while lower-risk issues can be rectified within 30 days. Management should evaluate regular reports to ensure that security holes are remedied in a timely manner [6]. 
Another critical policy is the Patch Management Policy. Software companies often issue updates and security fixes to address vulnerabilities. This policy should demand regular updates for all systems, apps, and devices. Critical security fixes should be applied as soon as possible following testing. The organization can monitor compliance by determining how many systems are fully updated and conducting frequent audits to discover missing patches [7].
The organization should also establish a Secure Software Development Lifecycle (SSDLC) Policy. This strategy ensures that security is included into the entire software development process. Before releasing applications, developers should use secure coding methods and test them thoroughly. Code reviews, vulnerability scanning, and penetration testing should all take place on a regular basis. This reduces the danger of introducing security problems into software [8].
An asset management policy is also necessary. Organisations must understand exactly which devices, software, and cloud services they own and utilise. The policy should require an accurate inventory of all assets, including laptops, servers, mobile devices, and apps. Each asset should have a designated owner who is accountable for its security and upkeep. Regular checks should be made to identify unauthorised or unmanaged devices that could pose security problems [8].
A Security Monitoring and Logging Policy should be implemented to ensure that systems and networks are continuously monitored. Security logs should be collected and analysed to detect odd activity, failed login attempts, malware infections, and other indicators of a cyberattack. Automated monitoring technologies can assist security teams in promptly detecting attacks and responding before significant damage occurs. Regular security reviews and incident response exercises can help determine the effectiveness of monitoring [9].
Finally, a data protection policy should specify how sensitive information is stored, shared, and accessed. Important data should be classified based on its sensitivity, and access should only be granted to authorised employees. Encryption should be used to safeguard data both during storage and transmission. Data Loss Prevention (DLP) technologies can assist prevent sensitive information from being unintentionally or purposefully shared with unauthorised parties. Regular audits should be conducted to ensure that data protection obligations are met.
.
These policies provide a clear framework for managing cybersecurity risks. By regularly monitoring compliance, conducting audits, and measuring performance, organizations can strengthen security, protect sensitive information, and reduce the likelihood of cyberattacks.
Table 1: Security Policies
	Policy 
	Purpose 
	Measurement 

	Vulnerability Management 
	Identify Weaknesses
	Monthly Scan reports 

	Patch Management 
	Install Updates 
	% Systems patched 

	Secure SDLC
	Secure Software 
	Code review results

	Asset Management
	Track devices 
	Asset inventory 

	Monitoring 
	Detects Threats 
	SIEM alerts

	Data Protection 
	Protect data 
	DLP reports



Governance and Strategic Alignment

Cybersecurity is no longer only an IT issue; it is a business concern that affects the whole company. A strong cybersecurity plan should help the organization achieve its goals, secure its assets, and ensure that business operations can continue even during cyber disasters. To accomplish this, organisations require strong governance and a security policy that is in line with business objectives. 
One of the most popular frameworks for attaining this alignment is the National Institute of Standards and Technology's (NIST) Cybersecurity Framework 2.0. The framework assists organisations in identifying, assessing, and managing cybersecurity risks while meeting business objectives and operational needs [10]. It offers an organised approach to cybersecurity with six core functions: govern, identify, protect, detect, respond, and recover.
Leadership, accountability, and risk management are the primary emphases of the Governance function. Senior management and the Board of Directors should be involved in cybersecurity decision-making to ensure that security initiatives align with organisational objectives. This includes developing security policies, assigning resources, and conducting frequent cyber risk assessments. Strong governance contributes to a culture in which cybersecurity is seen as a business priority rather than a technical obligation. 
The Identify function assists organisations in determining what assets, systems, data, and procedures require protection. Keeping a comprehensive inventory of hardware, software, cloud services, and sensitive data enables businesses to assess risks and prioritise security activities. This promotes corporate objectives by ensuring that vital resources are adequately protected.
Access management, personnel awareness training, data protection measures, and secure system design are examples of controls implemented under the Protect function. Zero Trust Network Access (ZTNA), Secure Access Service Edge (SASE), and Data Loss Prevention (DLP) are technologies that assist protect sensitive information and lessen the chance of successful cyberattacks. Effective protection measures promote company continuity by minimising disruptions caused by security incidents [11].
The Detect function is concerned with spotting threats and suspicious behaviours as quickly as possible. Organisations can detect attacks before they cause major damage by using continuous monitoring, security logging, and threat intelligence. Early diagnosis cuts downtime and minimises operational impact. 
The Respond function guarantees that organisations are prepared to respond effectively when a security event arises. Organisations can quickly manage risks and restore regular operations by having clear incident response processes, communication plans, and designated duties. This safeguards both the organization's reputation and the faith of its customers. 
The Recover function is concerned with restoring systems, data, and services following an incident. Recovery plans, backups, and disaster recovery methods assist businesses in returning to normal operations with minimal disturbance. This enhances long-term resilience and assures that the company can continue to provide services even after a cyberattack.
Aligning cybersecurity with corporate goals offers various advantages. First, it promotes business continuity by decreasing the frequency and severity of cyber catastrophes. Second, it builds trust among customers, workers, partners, and regulators by demonstrating a dedication to information security. Finally, it promotes long-term resilience by allowing the company to quickly adapt to new threats and recover from interruptions. 
Finally, the NIST Cybersecurity Framework 2.0 provides a structured approach to integrating cybersecurity strategy with organisational goals. Organisations may improve security, preserve trust, support business continuity, and create long-term resilience in an increasingly complex threat environment by incorporating cybersecurity into their governance, risk management, and business planning processes.


1. GOVERN


6. RECOVER
2.IDENTIFY 


NIST
Cybersecurity
Framework
(CSF)2.0


3.PROTECT
5.RESPOND

4.DETECT


                 Figure 2: Cybersecurity Framework


Risk Management and Assessment

 Effective risk management is critical for safeguarding an organization against cyber-attacks and maintaining business continuity. A risk assessment identifies vulnerabilities that attackers could exploit and allows the company to prioritise security changes based on the level of danger. This assessment identifies four major areas of concern: internet-facing assets, patch management gaps, supply chain exposure, and network segmentation flaws. 
Internet-facing assets such as websites, online apps, cloud services, remote access systems, and public servers are among the most vulnerable. Because these systems are accessible over the internet, they are frequently the first targets for cybercriminals. If these assets contain vulnerabilities, attackers may get unauthorised access to sensitive data or internal systems.
To reduce this risk, organizations should regularly scan internet-facing systems, conduct penetration testing, and implement strong access controls [11].
Another major danger is patch management gaps. Software suppliers release updates on a regular basis to address security vulnerabilities, however delays in implementing these upgrades might expose systems to known attacks. Unpatched computers are regularly targeted by cybercriminals because they are more vulnerable to attacks. Critical vulnerabilities should be prioritised and addressed as soon as possible. Patch monitoring and reporting should be performed on a regular basis to ensure patch management policies are followed [12]. 
Supply chain exposure is a significant cybersecurity threat. Organisations are increasingly reliant on third-party vendors, cloud providers, software suppliers, and service partners. If a supplier suffers a security breach, attackers may get access to the organization's systems or data via the trusted connection. To mitigate this risk, organisations should conduct security evaluations on third-party providers, establish security requirements in contracts, and continuously monitor supplier risks [13]. Another problem is insufficient network segmentation. When networks are not adequately segmented, attackers with access to one system can move laterally across the environment and compromise other systems. This can greatly amplify the impact of a cyberattack. Implementing network segmentation and Zero Trust principles helps to limit access between systems and reduces attackers' ability to roam about the network [4]. 
According to the evaluation, internet-facing assets and patch management holes should be considered the most important threats because they are frequently abused and can lead to quick compromise. Supply chain risks should be categorised as medium to high because they rely on third parties but can have catastrophic implications. Weaknesses in segmentation should also be corrected as they enhance the potential damage caused by successful attacks.
To reduce these risks, organisations should use continuous vulnerability scanning, timely patch management, third-party risk assessments, and tighter network segmentation measures. These methods lower the likelihood of successful assaults and strengthen the organization's overall security posture. 
To summarise, effective risk management requires organisations to identify important vulnerabilities, analyse their potential impact, and prioritise resources accordingly. By addressing internet-facing assets, patching vulnerabilities, supply chain concerns, and segmentation difficulties, organisations can drastically minimise cybersecurity risks and increase long-term resilience.

Table2: Risk assessment 
	Risk 
	Likelihood 
	Impact
	Priority 
	Mitigation 

	Internet facing assets 
	High
	High 
	Critical
	Vulnerability Scanning 

	Patch gaps

	High
	High
	Critical
	Automated patching

	Supply chain 

	Medium 
	High
	High 
	Vendor assessments 

	Network segmentation
 
	Medium 
	Medium 
	Medium 
	Zero Trust 



5.Compliance, Incident Response, and Protection Controls

Organizations need strong security controls to protect their data, follow legal requirements, and respond quickly to cyberattacks. By following regulations, preparing security incidents, and using modern security technologies, organizations can reduce cyber risks and limit the damage caused by attacks.
One important requirement is regulatory compliance. Organizations must follow laws and standards such as the General Data Protection Regulation (GDPR) and ISO 27001, which require personal and sensitive data to be protected [10]. These regulations also require organizations to report serious data breaches. For example, under GDPR, organizations must report certain data breaches to the relevant authority within 72 hours of becoming aware of the incident. Having a clear breach of notification process helps organizations respond quickly, meet legal requirements, and maintain customer trust.
Organizations should also have an Incident Response Plan (IRP). This plan explains what actions should be taken during a cyberattack. It should include steps for identifying the attack, containing it, investigating the cause, and recovering affected systems. Staff should have clearly defined responsibilities, so everyone knows their role during an incident. Regular training and testing help ensure that the plan is effective and that employees are prepared to respond to real cyber threats [11].
A Disaster Recovery Plan (DRP) is also important. It focuses on restoring systems and data after an incident. Organizations should regularly back up important information and test recovery procedures. This helps restore business operations quickly after ransomware attacks, hardware failures, or other major disruptions.
Technical security controls further strengthen protection. Continuous monitoring allows security teams to always monitor networks and systems, helping them detect suspicious activities early [11]. Automated vulnerability scanning regularly checks systems and applications for security weaknesses so they can be fixed before attackers exploit them.
Organizations should also use Detection and Response Endpoint (EDR) tools to monitor devices such as laptops and servers for malicious activity. If a threat is detected, EDR can alert security teams or automatically isolate the affected device.
Other important controls include encryption, which protects sensitive data when it is stored or transmitted, and Multi-Factor Authentication (MFA), which requires users to verify their identity using more than one method, making unauthorized access much more difficult [12].
These controls reduce dwell time, which is the time an attacker remains inside a system before being detected. Faster detection and response reduce the impact of attacks, protect sensitive information, support regulatory compliance, and help organizations recover more quickly from cyber incidents [12].

Table3: Technical security Controls

	Control 
	Purpose 
	Benefits 

	Multi-Factor Authentication
 
	Strong authentication 
	Prevents unauthorizes access 

	EDR

	Endpoint monitoring 
	Detect malware quickly 

	ENCRYPTION

	Protect Data
	Protect confidentiality 

	SIEM

	Security monitoring 
	Faster detection

	Vulnerability Scanner 

	Find weaknesses 
	Reduces attack surface 



Technical Security controls help protect an organization by creating multiple layers of defense against cyber threats.
Multi- Factor Authentication (MFA): MFA makes users provide their identity in more than one way before they can log in. For example, they may enter a password and then confirm their identity with a code sent to their phone or by using a fingerprint. This reduces the risk of attackers accessing accounts even if a password is stolen.
Endpoint Detection and Response (EDR): EDR monitors computers, laptops, and other devices for suspicious activity. It can detect usual behaviors, such as ransomware or malware, and quickly alert security teams so they can stop attacks before they spread.
Encryption: Encryptions protect sensitive data by converting into unreadable code. Data stored on devices is protected. Only authorized users with the correct encryption key can read the data.
Security information and Event Management (SIEM): SIEM collects security logs from different systems, analyses them, and detects suspicious patterns. It automatically alerts security teams when unusual activities occur, helping them quickly. 
Vulnerability Scanners: These tools regularly scan computers, applications, and networks to identify knowns security weaknesses. They compare systems with databases of known vulnerabilities, allowing organizations to fix problems before attackers can exploit them.
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