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Cybersecurity has become one of the most significant challenges facing organisations in today's digital world. As businesses increasingly rely on digital technologies, cloud computing and connected devices, they also become more vulnerable to cyber threats such as ransomware, phishing attacks, malware and data breaches. While large organisations often have dedicated cybersecurity teams and advanced security solutions, many small and medium-sized enterprises (SMEs) lack the financial resources and technical expertise required to implement effective cyber defence strategies[1][2].
Innovation plays a crucial role in addressing these challenges by enabling the development of smarter, more efficient and cost-effective security solutions. Emerging technologies such as Artificial Intelligence (AI), Machine Learning (ML) and automation are transforming the way organisations detect, analyse and respond to cyber incidents. These technologies have the potential to improve threat detection, reduce response times and strengthen overall organisational resilience[3].
This project proposes MaxTronyx, an Artificial Intelligence-assisted Endpoint Detection and Response (EDR) prototype designed specifically for SMEs. The proposed solution aims to provide real-time endpoint monitoring, intelligent threat detection, host risk scoring, incident management and automated response capabilities through a user-friendly dashboard. By combining modern cybersecurity principles with AI-assisted technologies, MaxTronyx seeks to deliver an affordable and practical security solution that creates value for organisations while improving cyber resilience[2].
The following proposal outlines the project's aim and objectives, research philosophy, research strategy and data collection methods that will support the design and evaluation of the proposed solution.
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Mind Map Explanation

The mind map provides an overview of the key concepts related to cybersecurity and demonstrates how innovation can create value for small and medium-sized businesses (SMEs)[4] .
[image: ]It begins by identifying the main cyber threats, including ransomware, phishing, malware, insider threats, data breaches and social engineering. These threats represent some of the most common security risks faced by organisations today and highlight the growing need for effective cybersecurity solutions[5].
The map then explores the role of innovation and creativity in cybersecurity. Technologies such as Artificial Intelligence (AI), Machine Learning (ML), automation and predictive analytics are becoming increasingly important in helping organisations detect, analyse and respond to cyber threats more efficiently [3].
The Cybersecurity Solutions branch outlines existing defensive technologies, including antivirus software, firewalls, intrusion detection systems (IDS), security information and event management (SIEM), endpoint detection and response (EDR), and security operations centres (SOC)[3].
Within the EDR category, the proposed MaxTronyx project is presented as an innovative AI-assisted solution designed specifically for SMEs. The prototype incorporates endpoint monitoring, intelligent threat detection, host risk scoring, incident management, MITRE ATT&CK mapping and automated response capabilities. As this is a proposed concept, the description is based on the author's own design informed by current EDR principles and AI-assisted cybersecurity literature.
The SME Challenges branch highlights the difficulties many small and medium-sized businesses experience, including limited budgets, a shortage of cybersecurity specialists, compliance requirements and limited security monitoring [1].
The final branches focus on Value Creation, Emerging Technologies and Cybersecurity Trends, showing how modern cybersecurity continues to evolve through cloud security, Zero Trust architecture, threat intelligence and AI-driven automation[6]. These developments support the long-term vision of creating more resilient, proactive and cost-effective cybersecurity solutions.
Overall, the mind map demonstrates the relationship between cybersecurity threats, innovative technologies, existing security solutions and the proposed MaxTronyx project, providing a clear foundation for the research and development of an AI-assisted Endpoint Detection and Response system for SMEs[5].

Relationship Between the Branches

The mind map demonstrates how the different areas of cybersecurity are interconnected. It begins with Cyber Threats, which represent the main security risks faced by organisations, including ransomware, phishing and malware. These threats create the need for Cybersecurity Solutions, such as firewalls, Security Information and Event Management (SIEM), Endpoint Detection and Response (EDR) and Security Operations Centres (SOC). Within the EDR branch, the proposed MaxTronyx prototype is introduced as an innovative solution designed to improve endpoint protection for small and medium-sized businesses. The Innovation & Creativity and Emerging Technologies branches show how Artificial Intelligence, Machine Learning and automation are transforming modern cybersecurity. The SME Challenges branch explains why affordable and intelligent security solutions are required, while Cybersecurity Trends highlight the future direction of the industry. Finally, Value Creation demonstrates how these technologies help organisations improve security, protect sensitive data, increase customer trust and strengthen business continuity.



Selected Project Idea

[image: ]

The project selected for further development is MaxTronyx, an Artificial Intelligence-assisted Endpoint Detection and Response (EDR) prototype designed specifically for small and medium-sized businesses (SMEs).
This project was chosen because cybersecurity has become one of the most significant challenges facing organisations today, particularly SMEs that often lack the financial resources and specialist knowledge required to implement enterprise-level security solutions. Existing EDR platforms are highly effective but can be expensive and complex for smaller organisations.
MaxTronyx aims to provide an affordable and user-friendly solution by combining endpoint monitoring, intelligent threat detection, host risk scoring, incident management, MITRE ATT&CK mapping and automated response capabilities within a single platform. By integrating Artificial Intelligence to support threat analysis and decision-making, the proposed system has the potential to improve incident response times and strengthen organisational cyber resilience.
This project aligns with the objectives of innovation and value creation by applying emerging technologies to solve a real-world cybersecurity problem while creating practical value for businesses and their stakeholders.
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[bookmark: _Toc235706725]Q1. Project Aim and Objectives
The selected research area for this project is cybersecurity, with a particular focus on Endpoint Detection and Response (EDR) and the use of Artificial Intelligence (AI) to support cyber threat detection and incident response. Cybersecurity remains an important concern for modern organisations as businesses increasingly depend on digital systems, connected devices and online services. Small and medium-sized enterprises (SMEs) may have limited cybersecurity resources and expertise compared with larger organisations. The NIST Cybersecurity Framework 2.0 provides specific guidance for smaller businesses with modest or limited cybersecurity plans, demonstrating the importance of practical and accessible cyber risk management approaches[2].
The project selected for further development is MaxTronyx, an AI-assisted EDR prototype designed to support SMEs. The system is intended to monitor endpoint activity, identify suspicious behaviour, create security incidents and present security information through a central dashboard.
Project Aim:
The aim of this project is to investigate, design and evaluate an AI-assisted Endpoint Detection and Response prototype that can help small and medium-sized enterprises identify, prioritise and respond to cybersecurity incidents more effectively.
Project Objectives:
1. To investigate the main cybersecurity threats and security challenges affecting small and medium-sized enterprises.
2. To examine existing Endpoint Detection and Response and Security Operations Centre approaches and identify potential limitations for smaller organisations.
3. To investigate how Artificial Intelligence, automation and risk-scoring techniques can support cyber threat detection and incident response.
4. To design and develop the MaxTronyx prototype, including endpoint monitoring, threat detection, incident management, host risk scoring and a Security Operations Centre dashboard.
5. To evaluate the usability and potential value of the proposed system through research evidence and user feedback.
The objectives provide a structured development path from identifying the cybersecurity problem to designing and evaluating a practical solution. This reflects the wider cybersecurity risk-management process of identifying, protecting, detecting, responding to and recovering from cyber risks [2].

[bookmark: _Toc235706726]Q2. Research Philosophy
The most appropriate research philosophy for the MaxTronyx project is Pragmatism. Pragmatism focuses on selecting research methods according to the research problem and the practical outcomes that need to be achieved. Pragmatic researchers can use different forms of evidence and are not restricted to a single methodological position. This approach is commonly associated with research designs that may combine quantitative and qualitative methods [7].
Pragmatism is suitable for MaxTronyx because the project addresses a practical cybersecurity problem. The purpose is not only to discuss cybersecurity theoretically but to investigate SME security challenges and use the findings to inform the design of a functional prototype. Quantitative data could be collected through closed survey questions and rating scales, while qualitative feedback could provide more detailed opinions about dashboard usability, trust in AI-assisted recommendations and the usefulness of automated response features.
A purely positivist approach would focus mainly on measurable and objective data, while an interpretivist approach would place greater emphasis on individual experiences and perceptions. For this project, both technical evidence and user perspectives are important. Therefore, a pragmatic philosophy provides the flexibility required to select methods that directly contribute to solving the research problem.

[bookmark: _Toc235706727]Q3. Search Tools, Research Databases and Search Strategy
Google Scholar will be used as the primary search tool to identify academic research related to the MaxTronyx project. It was selected because it provides access to a wide range of peer-reviewed journal articles, conference papers and academic publications covering cybersecurity, Endpoint Detection and Response (EDR), Artificial Intelligence and Security Operations Centres. Using a single academic search platform ensures that the research process remains consistent throughout the project.
The search process begins by entering specific keywords and phrases related to the research topic, including "Endpoint Detection and Response", "SME cybersecurity", "AI-assisted threat detection", "automated incident response", "host risk scoring" and "Security Operations Centre". Boolean operators such as AND, OR and NOT are used to refine searches and improve the relevance of the results. Example searches include "Endpoint Detection and Response" AND "small business", "Artificial Intelligence" AND "cybersecurity" AND "threat detection", and "SME" AND "cybersecurity" AND "incident response". Search results will be filtered by publication year using the "Sort by date" option in Google Scholar to prioritise recently published studies. This is particularly important because cybersecurity technologies and threats evolve rapidly, making recent research more relevant than older publications[8].
After the search results are generated, the title and abstract of each publication are reviewed to determine whether the study is relevant to the project. Priority is given to peer-reviewed publications that directly discuss Endpoint Detection and Response, cybersecurity challenges faced by SMEs, Artificial Intelligence, threat detection and security automation. Only sources that closely match the project aim and objectives are selected for further reading and inclusion in the research.
Overall, this search strategy combines Google Scholar, keyword searching, Boolean operators, publication-date filters and critical evaluation of search results to identify reliable and relevant academic research for the MaxTronyx project.
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[bookmark: _Toc235706729]Q1. Validity, Reliability, Generalisability and Ethical Considerations
To improve the quality of the MaxTronyx research, several strategies will be used to enhance validity, reliability and generalisability. Validity is important because the research methods must investigate the actual research problem: whether an Artificial Intelligence-assisted Endpoint Detection and Response system could provide practical value to small and medium-sized enterprises (SMEs). Survey and feedback questions will therefore be directly connected to the project aim and objectives. Questions will focus on cybersecurity challenges, current security monitoring, usability, incident awareness and attitudes towards AI-assisted security.
Reliability will be improved by using the same standardised questionnaire for all participants. Closed questions, consistent rating scales and clearly defined terminology will reduce differences in how questions are interpreted. The research process and search strategy will also be documented so that the approach can be repeated. A pilot questionnaire will be completed before wider data collection to identify unclear or biased questions and improve the reliability of the research instrument.
Generalisability refers to the extent to which findings may be relevant beyond the participants included in the study. The MaxTronyx project focuses specifically on SMEs; therefore, the findings may not be directly applicable to large enterprises or government organisations. To improve generalisability, participants with different levels of cybersecurity knowledge will be included where possible. However, the limitations of a relatively small student project sample will be clearly acknowledged[9].
Ethical considerations are particularly important because cybersecurity research may involve sensitive technical and organisational information. Participation will be voluntary and participants will be informed about the purpose of the research. The questionnaire will avoid requesting passwords, network details or confidential security information. Personal data will be limited to what is necessary for the research, following the principle of data minimisation [10]. Responses will be anonymised and no live cyberattacks or malware will be used against real organisations. These measures support responsible and transparent research practices.

[bookmark: _Toc235706730]Q2. Research Strategies and Data Collection Methods
A mixed-method research strategy will be used for the MaxTronyx project. Combining quantitative and qualitative data is appropriate because the project requires both measurable information and detailed user opinions. The UK Cyber Security Breaches Survey also uses quantitative and qualitative research elements to investigate organisational cybersecurity experiences and practices [11].
The first data collection method will be a literature review of academic, government and cybersecurity industry sources. This will identify common SME cybersecurity challenges, Endpoint Detection and Response principles and developments in Artificial Intelligence-assisted threat detection.
The second method will be an online questionnaire. Closed questions and Likert-scale questions will collect quantitative data about cybersecurity confidence, security concerns and the perceived usefulness of MaxTronyx features. Open-ended questions will allow participants to explain concerns or suggest improvements.
The third method will involve prototype feedback. Participants will be shown the MaxTronyx Security Operations Centre dashboard and asked to evaluate its clarity, usability and key features, including host risk scoring, incident alerts and automated response actions.
Before the main questionnaire is used, a pilot questionnaire will be distributed to a small group of participants. The feedback collected will be used to identify unclear questions, simplify technical terminology and improve the overall focus of the questionnaire before the main data collection takes place.
[bookmark: _Toc235706731]Q3. Quantitative and Qualitative Analysis
Quantitative analysis will be used to examine numerical questionnaire data. Frequency analysis can identify how often specific answers are selected, while percentages can compare participant responses. Mean values may be calculated for Likert-scale questions to evaluate average levels of confidence or perceived usefulness. Bar charts and pie charts may also be used to visually present patterns in the data.
Qualitative analysis will be used for open-ended questionnaire responses and prototype feedback. Thematic analysis will be applied to identify recurring patterns and meanings within participant responses. Thematic analysis is used to explore and interpret patterned meaning across qualitative datasets [12]. 
Responses will initially be coded and related codes will then be organised into broader themes. Potential themes may include usability, cost, trust in Artificial Intelligence, privacy, automation and alert clarity.
Using both quantitative and qualitative analysis will provide a broader understanding of the research problem. Numerical results can identify general patterns, while qualitative feedback can explain why participants hold particular opinions. This combination will support evidence-based improvements to the MaxTronyx prototype.

[bookmark: _Toc233906343][bookmark: _Toc233906369][bookmark: _Toc234498296][bookmark: _Toc235706732]Conclusion
This proposal has presented the concept of MaxTronyx, an Artificial Intelligence-assisted Endpoint Detection and Response prototype designed for SMEs. The project identifies a real cybersecurity challenge and proposes an innovative solution supported by an appropriate research philosophy, structured search strategy and suitable research methods. The findings from this research will provide a strong foundation for the future design, development and evaluation of the MaxTronyx prototype.
The proposed research will also support the future implementation, testing and evaluation of the MaxTronyx prototype, ensuring that the final solution is based on current academic research and practical user feedback. 
Overall, this proposal provides a structured research foundation for the future development, implementation and evaluation of the MaxTronyx prototype as an innovative cybersecurity solution for small and medium-sized enterprises.
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[bookmark: _Toc235706735]APPENDIX A – Pilot Questionnaire
Project Title: MaxTronyx – AI-Assisted Endpoint Detection and Response Prototype for SMEs
Purpose:
The purpose of this questionnaire is to gather feedback on the proposed MaxTronyx prototype and identify possible improvements before the main research is conducted. All responses are anonymous and will be used only for academic purposes.

Question 1
How confident are you in identifying cybersecurity threats?
☐ Very confident
☐ Confident
☐ Neutral
☐ Not very confident
☐ Not confident at all

Question 2
Which cybersecurity threat concerns you the most?
☐ Ransomware
☐ Phishing
☐ Malware
☐ Insider Threats
☐ Data Breaches
☐ Other: ___________

Question 3
Before this questionnaire, were you familiar with Endpoint Detection and Response (EDR)?
☐ Yes
☐ No

Question 4
Would a simple cybersecurity dashboard help you understand security incidents more effectively?
☐ Strongly agree
☐ Agree
☐ Neutral
☐ Disagree
☐ Strongly disagree

Question 5
Which MaxTronyx feature would be the most useful?
☐ Endpoint Monitoring
☐ Threat Detection
☐ Host Risk Scoring
☐ Incident Dashboard
☐ Automated Response

Question 6
Would you trust Artificial Intelligence to assist with cybersecurity incident detection?
☐ Strongly agree
☐ Agree
☐ Neutral
☐ Disagree
☐ Strongly disagree

Question 7
Were any of the questions difficult to understand?
☐ Yes
☐ No
If yes, please specify:


Question 8
Do you have any suggestions that could improve the MaxTronyx concept or this questionnaire?




[bookmark: _Toc235706736]APPENDIX B – Pilot Feedback Summary
A pilot questionnaire has been prepared for distribution to a small group of participants. The expected feedback will be used to identify unclear questions, simplify technical terminology and improve the overall focus of the questionnaire before the main data collection stage.
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