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Automated Vulnerability Assessment Report – SWANSEA.ACCA Network

[bookmark: _Toc237350308]Introduction 
A vulnerability assessment was conducted on the SWANSEA.ACCA network to identify security weaknesses across both the Swansea and London sites. The network consists of:
· Windows Server 2022 (S‑DC)
· Windows 10 Client (ClientS1)
· Debian Server (L‑CD)
· Debian Client (ClientL1)
The assessment aimed to identify vulnerabilities using both automated tools (Nessus Essentials) and manual techniques such as Nmap service enumeration and configuration inspection. The findings from this assessment form the basis for the security measures implemented in Task 4.

[bookmark: _Toc237350309]Nessus Scan Summary
Nessus Essentials was used to perform an automated vulnerability scan across the network. Due to the isolated nature of the OVA environment, Nessus relied heavily on local version checks and package information, as internet access was limited. Despite this constraint, Nessus successfully identified several vulnerabilities across Windows and Debian systems.
The automated scan focused on:
· Service misconfigurations
· Outdated or vulnerable software packages
· Legacy protocols
· Information disclosure risks
· Potential denial‑of‑service vectors
The results provided a clear overview of weaknesses that could be exploited by attackers.

[bookmark: _Toc237350310]Vulnerabilities Identified
[bookmark: _Toc237350311]High Severity
These vulnerabilities pose a significant risk and could lead to denial‑of‑service or remote code execution.
1- Apache2 HTTP/2 DoS Vulnerability (CVE‑2026‑49975)
· Affects Debian systems running Apache2.
· Incorrect cookie header accounting in HTTP/2 may lead to resource exhaustion and DoS.

2- libtiff-dev Arbitrary Code Execution (CVE‑2025‑9900)
· Affects Debian systems using libtiff-dev.
· Malformed TIFF files can trigger denial‑of‑service or remote code execution.

[bookmark: _Toc237350312]Medium Severity
These vulnerabilities enable attackers to bypass controls or perform DoS amplification.
1- IP Forwarding Enabled (Windows Server – S‑DC)
· Allow the server to route packets between interfaces.
· Can be abused to bypass firewall rules and move laterally across the network.

2- Chargen UDP Service Remote DoS (Windows Server – S‑DC)
· Legacy diagnostic service that can be abused for DoS amplification attacks.
· Attackers can create “ping‑pong” traffic between hosts.




[bookmark: _Toc237350313]Low Severity
These vulnerabilities do not directly compromise systems but expose useful information to attackers.
1- ICMP Timestamp Disclosure (Windows 10 – ClientS1)
· Reveals system time, which may assist attackers in bypassing time‑based authentication.

2- DHCP Server Information Disclosure (Windows Server – S‑DC)
· DHCP responses reveal network layout information such as IP ranges and server identifiers


[bookmark: _Toc237350314]Evidence Collected (SCREENSHOTS)

· Apache2 vulnerability advisory showing HTTP/2 DoS risk
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· libtiff-dev advisory confirming RCE vulnerability
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· Chargen DoS detection on Windows Server
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· IP forwarding detection on Windows Server
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· DHCP server information disclosure on Windows Server
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· ICMP timestamp disclosure on Windows 10
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[bookmark: _Toc237350315]Conclusion
The automated vulnerability assessment revealed several weaknesses across both Windows and Debian systems within the SWANSEA.ACCA network. These vulnerabilities range from high‑impact issues such as remote code execution and denial‑of‑service to lower‑impact information disclosure risks.
The findings from this assessment directly informed the preventive security measures implemented in Task 4, where each of the six identified vulnerabilities was addressed through patching, configuration hardening, firewall rules, and improved monitoring.
This report provides a comprehensive overview of the network’s security posture and establishes a clear foundation for ongoing mitigation and defense strategies.
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M Debian dsa-6323 : apache2 - security update

Description
The remote Debian 12 /13 host has packages installed that are affected by a vulnerability as referenced in the dsa-6323 advisory.

Debian Security Advisory DSA-6323-1 security@debian.org https://www.debian.org/security/
Salvatore Bonaccorso June 06, 2026 https://www.debian.org/security/faq

Package : apache2 CVE ID : CVE-2026-49575 Debian Bug : 1138750

Itwas discovered that incorrect cookie header accounting in the HTTP/2 implementation of the Apache HTTP server may result in denial of service
(excessive resources consumption).

For the oldstable distribution (bookworm), this problem has been fixed in version 2.4.67-1~deb12u3,
For the stable distribution (trixie), this problem has been fixed in version 2.4.67-1-deb13u3.
We recommend that you upgrade your apache2 packages.

For the detailed security status of apache2 please refer to its security tracker page at:
https://security-tracker.debian.org/tracker/apache2

Further information about Debian Security Advisories, how to apply these updates to your system and frequently asked questions can be found at:

https://www.debian.org/security/
Mailing list: debian-security-announce@lists debian.org
Tenable has extracted the preceding description block directly from the Debian security advisory.

Note that Nessus has not tested for this issue but has instead relied only on the application's self-reported version number.

Plugin Det:

Severity: High

D; 319609

Version: 12

Type: local

Family: Debian Local Security Checks
Published: June 6, 2026

Modified: June 12,2026

VPR Key Drivers

Threat Recency: 0 to 7 days
Threat Intensity: Very High
Exploit Code Maturity: PoC
Age of Vuln: 30 - 60 days
Product Coverage: Very High
CVSSV3 Impact Score: 36

Threat Sources: Blogs & Individual
Researchers;Cyber News & Media;Cybersecurity
VendorsForums & Community Platforms;Other

Risk Information

Vulnerability Priority Rating (VPR): 6.0

Exploit Prediction Scoring System (EPSS): 0.0002
Risk Factor: High

VS5 va4.0 Base Score: 87

CVSS V4.0 Vector: CVSS:4.0/AV:N/ACL/AT-N/PRIN/
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Debian dsa-6023 : libtiff-dev - security update

Description

The remote Debian 12 /13 host has packages installed that are affected by a vulnerability as referenced in the dsa-6023 advisory.

Debian Security Advisory DSA-6023-1 security@debian.org https://www.debian.org/security/
Moritz Muehlenhoff October 10, 2025 https://www.debian.org/security/faq

Package : tiff CVE ID : CVE-2025-9900

Itwas discovered that missing input sanitising in the libtif ibrary could resuit in denial of service or potentially the execution of arbitrary code if
malformed image files are processed.

For the oldstable distribution (bookworm), this problem has been fixed in version 4.5.0-6+deb12u3.
For the stable distribution (trixie), this problem has been fixed in version 4.7.0-3+deb13u1.
We recommend that you upgrade your tiff packages.

For the detailed security status of tiff please refer to its security tracker page at:
https://security-tracker.debian.org/tracker/tiff

Further information about Debian Security Advisories, how to apply these updates to your system and frequently asked questions can be found at:
https://www.debian.org/security/

Mailing list: debian-security-announce@lists debian.org
Tenable has extracted the preceding description block directly from the Debian security advisory.

Note that Nessus has not tested for this issue but has instead relied only on the application's self-reported version number.




image14.png
=TT Chargen UDP Service Remote DoS

Description
When contacted, chargen responds with some random characters (something like al the characters n the alphabet I a row). When contacted via
UDP, it will espond with a single UDP packet. When contacted via TCP, It will continue spewing characters until the cient closes the connection.

The purpose of this service was to mostly test the TCP/IP protocol by tsel, to make sure that all the packets were arriving at their destination
unaltered. ts unused these days, so it Is suggested you disable I, as an attacker may use It 1o set Up an attack against this host, o against a third-
party host using this host as a relay.

A easy attack s ‘ping-pong In which an attacker spoofs a packet between two machines running chargen. This will cause them to spew characters at
each other, slowing the machines down and saturating the network.

Solution
~Under Unix systems, comment out the chargen' line n /etc/inetd.conf and restar the inetd process.

- Under Windows systems, set the following registry keys to 0
HL urrentC es\SImpTCP pchargen
HKLM\System\CurrentControlSet\Services\SImpTCP\Parameters\EnableUdpChargen

Then launch cmd.exe and type
et stop simptcp net start simptcp.

To restart the service,

SeeAlso
hitp//www.nessus.org/uPiodbdfos.

Output

Plugin Details
Severtty: Medium

D 10043

Version: 140

Type: remote.

Family: Denial of Service
Published:  November 29,1999
Modified: June 12,2020

VPR Key Drivers

Threat Recency: No recorded events
Threat Intensity: Very Low

Exploit Code Maturity: Unproven
Age of Vuin: 730 days +

Product Coverage: Low.

CVSSV3 Impact Score: 36

Threat Sources: No recorded events.

Risk Information

Vulnerabilty Prioity Rating (VPR): 3.0
Exploit Prediction Scoring System (EPSS):0.1463
Risk Factor: Medium

VS5 V2.0 Base Score: 5.0

(CVS5 V2.0 Vector: CVSSZ#AV:N/ACIL/AUN/C/
NP
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=N P Forwarding Enabled < > Plugin Details

Description Severty: Medium

The remote host has P forwarding enabled. An attacker can exploit this to route packets through the host and potentially bypass some firewalls /| 0: 50686

fouters 1 NAC fitring. Version: 116
Type: remote

Unless the remote host s arouter, it s recommended that you disable P forwarding. . e
Publshed:  November 23,2010

Solution Modified: October 17,2023

On Linux, you can disable 1P forwarding by doing :

echo 0> /proc/sysinevipyarp_forward GRS

On Windows,set the key PEnableRouter”to 0 under ‘Threat Recency: No recorded events.
Threat Intensity: Very Low

HKEY_LOCAL MACHINE\System\CurrentControlSetiServices\Tepip\Parameters Explot Code Maturity: Unproven

‘Age of Win: 730 days +
Product Coverage: Medium
CVssv3 impact Score: 5.2

Threat Sources: No recorded events

On Mac 05 X, you can disable IP forwarding by executing the command :

sysctl wnetinet p forwarding=0

For other systems, check with your vendor.

Risk Information

output Vulnerabilty Prioity Rating (VPR): 43

Exploit Prediction Scoring System (EPSS): 00596
Risk Factor: Medium
€SS 3.0 Base Score: 65

(CVSS V3.0 Vector: CVSS3.IAVAVACLPRUUEN/
Detectea Gateway WAC Adaress + 0s0027¢3c000 SUCULUAL
Response trom Gateway MAC Address : 080027c3ce0D

TP rorvarding appears to be enabled on the resote host.

Response trom local NAC Address  : 080027bd27T

CVSS V2.0 Base Score: 5.8
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Vuinerat

= DHCP Server Detection

Description

This script contacts the remote DHCP server (f any) and attemps o retrieve Information about the network layout.

Some DHCP servers provide sensitive information such as the NIS domain name, of network layout information such s the st of the network web.

servers, and 5o on.

It does not demonstrate any vinerabilty, but a loca attacker may use DHCP to become intimately familar with the associated network.

Solution

Apply itering t keep tis nformaion ofthe network and remove any optons thatare o n use:

output

Nessus gathered the following information from the remote DHCP server :

Master DHC? server of this network :

152.168.1.1

17 adaress the DICP server would attribute us

Netsask :

255.255.255.0

DHCP server (s) idemtifier : 192.168.1.1

To see debu logs, please viit indvidual host

port 4

7rusp

Hosts.

19216811

192.168.1.52

Plugin Details
Severity: Low

»: 10663

Version: 124

Type: remote.

Famly: Service detection
Publshed:  May, 2001
Modified: March 6,2015

Risk Information

Risk Factor: Low,
CVSS v2.0 Base Score: 33

CVSS V2.0 Vector: CVSS2AAVAACALNICS
AN
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@B |CMP Timestamp Request Remote Date Disclosure

Description

The remote host answers to an ICMP timestamp request. This allows an attacker to know the date that is set on the targeted machine, which may
assist an unauthenticated, remote attacker in defeating time-based authentication protocols.

Timestamps returned from machines running Windows Vista / 7/ 2008 / 2008 R2 are deliberately incorrect, but usually within 1000 seconds of the
actual system time.

Solution
Fiter out the ICMP timestamp requests (13), and the outgoing ICMP timestamp replies (14).

output

This host returns non-standard timestamps (high bit is set)
The ICWP timestamps might be in little endian format (not in network format)
The difference between the local and remote clocks is 2393 seconds.

To see debug logs, please visit individual host
Port s Hosts

0icmp. 192.168.1.10
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