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[bookmark: _Toc123385242]Cybersecurity Framework
The role of cyber security framework is to offer common terminology-based standards that is mostly used by security managers from different industries to maintain safety standards (Srinivas et al., 2019). With the help of the cybersecurity framework, organizations may manage cybersecurity risk in a way that is more flexible and responsive than the 'one-off' assessment compliant and risk assessment attitude (de Azevedo et al., 2021). A considerably more effective technique for supporting response and recovery operations is continuous compliance. In this proposal project, the author discusses the seven frameworks of cyber security. The below diagram provides seven popular frameworks. 
[image: ]
Source: Own diagram
Now the below section discusses all the mentioned frameworks one by one for gaining more information about cyber security.
1. NIST Cybersecurity Framework
The National Institute of Standards and Technology (NIST) of U.S. Department of Commerce plays a vital role in providing security from cyber-attacks (Link, 2019). With the NIST Framework of Cybersecurity, businesses of all sizes can better understand, control, and manage their cybersecurity risk while also securing their networks and information. The NIST Cybersecurity Framework is a security strategy that helps businesses manage and lower cybersecurity threats. Threats must be easy to detect, respond to, identify, protect from, and recover from through robust cybersecurity frameworks (Benz and Chatterjee, 2020). Superior and unbiased cybersecurity, lengthy cybersecurity and risk control, economic impacts throughout distribution networks and supplier lists, and bridging the divide among technological and business-side stakeholders are all advantages of NIST Cybersecurity Framework. Its drawback is that NIST isn't equipped to handle shared responsibility (Peng, 2018).
1. ISO 27001 and ISO 27002
ISO 27002 is made to put controls in place, while ISO 27001 is made to lay the framework for information security within the company (Diamantopoulou et al., 2019). The primary distinction between ISO 27001 and ISO 27002 is that the latter serves as a thorough addendum to the security rules in the former. The controls mentioned in ISO 27001 are guided by best practices in ISO 27002 when choosing and implementing them. This helps organizations establish and maintain great security for their information by following the ISO 27002 standard (Sulistyowati et al., 2020). The international standard for efficient information management is ISO 27001 It aids businesses in avoiding potentially expensive security breaches.
1. SOC2
The American Institute of CPAs (AICPA) produced SOC2, compliance criteria for service organizations, which outlines how businesses should safeguard client data. The privacy, availability, processing integrity, confidentially, and privacy Trust Services Criteria form the foundation of the standard (Lee and Brink, 2020). Each company must develop all its security controls to adhere to the five trust criteria based on its operational patterns. Availability, Security, Confidentiality, Protection, and Processing Integrity. The benefit of SOC2 is that may enhance the overall security picture thanks to its examinations. Additionally, because SOC2-compliant businesses have all the necessary policies and processes to protect sensitive data, clients feel comfortable providing their information (Nielsen et al., 2020). The disadvantage of SOC2 is that there is no specific IT security team available and that data is stored outside of the organization's perimeter.
1. NERC-CIP
A set of rules called the Critical Infrastructure Protection (CIP) plan by the North American Electric Reliability Corporation (NERC) is intended to control, enforce, manage, and oversee the protection of the Bulk Electric System (BES) in North America (Lin and saebeler, 2019). NERC-CIP is one of these frameworks. The Critical Infrastructure Protection or CIP standards are managed by NERC, the North American Electric Coordinating Corporation. Compliance shows a dedication to safeguarding vital infrastructure and preserving the dependability of the power system.
The benefits of CIP include shorter cleaning times, automatic cycles that guarantee each item is cleaned each time, greater production due to less downtime, decreased chemical handling and streamlined operational guidelines. The drawback of CIP technologies is that they frequently have greater upfront expenses (Fernandez et al., 2019).
1. HIPAA
The HIPPA is indicated as a health insurance portability and accountability act. It is an agenda of cyber security it requires healthcare organizations to tool controls for the security and protection of the private data of electronic health information (Keshta and Odeh, 2021). According to the HIPPA, to prove the agreements against the cyber security practices for the information of data such as training the employees from the companies in the various sectors. They have to add the must and should to conduct for them risk assessments to manage them and identify them for emerging from the risk. HIPPA obedience remains the main challenge for the healthcare organization, they are suggesting for the vulnerable situation to cyber threats is far from too healthcare sector as the Bit sight research suggests (Christen, 2020).  
1. GDPR
In order to protect the data in various proceedings many companies and citizens of the EU follow the practices and procedures defined by General Data Protection Regularization (GDPR) (Hamon et al., 2020). Now, GDPR plays an active role and it has a great impact on its existence in the USA, Europe, and other nations for keeping personal and official data more secure from intruders. Around 99 articles cover the security and compliance obligations covering the agenda to secure the information, which includes customer data, property rights, policies, and procedures. The data opening requirements and notifications are also notified by their national regulators within three working days of any kind of discovery of threat and they have many more things (Wang et al., 2020). Up to 2000000 euros or it is considered as a share of 4% in the overall income of worldwide countries.

1. FISMA
The FISMA known as the federal information security management act (FISMA) is an effective cyber security structure that will safeguard against the government cyber risks (Goel et al., 2020). This organization covers the brokers or third-party working groups to perform on the ground level. This organization also works in line with NIST standards and ensures that most of the organizations are mandatorily implementing these standards to track their activities the outside third parties will keep an eye on ensuring smooth functionality, and digital assets are more useful in these contexts. For the information of sensitive data, the risk-based categories will be must use, it is measuring the security requirements outlined in the FIPS and NIST up to 800 principles (Matheu-Garcia et al., 2019). Additionally, they affected firms that need to regularly check their IT infrastructures and the risk assessment of the cyber security and review of the security will be done every year.   
[bookmark: _Toc123385243]Network Security Issues
Network security seems to be the establishment as well as compliance of cyber security systems to prevent the IT resources of their company from intrusions and strikes. This also tries to address fundamental regulations governing whether confidential data is handled. Every customer on something like networking may indeed be impacted by a single user's concerns when companies connect their own machines and equipment (Oughton et al. 2021). Networking expresses a larger risk for security threats along with losing data, privacy violations, and destructive assaults despite all of the benefits of using networks. The corporation could maybe implement more extensive procedures and guidelines to protect the business from the most significant concerns in the cyber domain unless they are aware of the issues described below in Fig. 1.
[bookmark: _Toc123385244]Internal Security Issues
It can really result in the appearance of cyber scams, rushed selections, default passwords, and therefore more (Furnell et al. 2019). External criminal actions which thus directly influence any corporate networks and personal documents could maybe lead to unavailability, lost productivity, and dissatisfied users.
[bookmark: _Toc123385245]Distributed Denial-Of-Services (DDoS) Attacks
Web browsers that have been especially susceptible to Assaults frequently have computer glitches, explode, or have excessive page loading. These systems exhibit attackers stealing and deploying become hackers to hack various world wide web products, including cellular telephones, PCs, etc. To a suspect's IP address, attacks have carried the bots. As a response, the company receives a deluge of inquiries from a large volume of online visitors, which makes it unavailable (Mahjabin et al. 2019). It is hard to differentiate between trusted and hijacked communications as a consequence of these assaults.
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[bookmark: _Toc123385246]Misleading Security Software
Corrupt software manipulates corporations into imagining a disease has been the cause of their IT infrastructure's breakdown. A trustworthy anti-malware program typically sends out a security warning in this case (Belaoued et al. 2020). When a gadget acquires compromised with either a target device, the virus harasses the customer with messages as well as obliges them to pay for security mechanisms that don't exist which is generally malware. 
[bookmark: _Toc123385247]Malware
Despite significant launches, fraudsters might search devices for confidential documents like emails, account numbers, credentials, etc., and use them for online fraud, harassment, as well as other adverse corporate culture. Viruses, spyware, Trojan horses, and security software are all examples of malware.
[bookmark: _Toc123385248]Ransomware
These attacks are generally considered as ransomware encrypts that infect the machines and keep them as hostages. By making them hostages people involved in these types of activities generally demand heavy payments to liberate their information. In such context, there is a ransomware-specific software version available in the market as a part of the software as a service (SaaS). Apart from that RaaS operators also helps to build the applications for creating ransomware attacks to conduct malicious operations (Kapoor et al. 2021).
[bookmark: _Toc123385249]Attacks by Spammers
Hackers that pose as reliable entities in order to enter connections and gain unauthorized access, such as payment card numbers, are known as "phishing" attacks. Scammers use deceptive marketing techniques like malicious antivirus programs.
[bookmark: _Toc123385250]Viruses
Frequently, acquired files through emails or the internet contain software infections. Bugs should not be confused with malware. They induct the viruses as soon as they enter the company architectures to infuse with infections. 
[bookmark: _Toc123385251]Information Security Governance and compliance
[bookmark: _Toc123385252]Governance
It is an approach by which different organizations manage or control their IT security (Landoll, 2021). It is essential for any organization to maintain company’s reputation, protecting the organization's market share, stock price, and many more. If an organization is not maintaining Governance security, then this company will vanish due to the security of information (Whitman and Mattord, 2021). So, as a manager or owner of the company, I should maintain the Governance of my company in a proper way. A governance structure depends on the three main outcomes of the organizations, these are:
1. Top revenue growth is an important part to maintain governance because based on this customer responsibilities and innovation are desired (Sjödin et al.,2020).
1. Profit and multiple performance goals of the organizations so that the organizations have the capability of reuse and efficient asset utilization.
How to maintain Govern Information Security in any organization?
The ISO position is evolving from being largely technical to combining managerial and technical obligations (Borowski, 2021). Today, executive leadership, the general counsel, the internal auditor, and the CIO all give IT security their full attention. It has evolved into an institutional necessity with significant operational and policy components. Even while the ISO's to-do list keeps growing, senior administrators, legal counsel, or law enforcement usually manage institutional concerns to the role's authority and its authority (Atkin and Brooks, 2021). To properly manage IT security, the ISO must rely on institutional policy and legal compliance. The secret to ensuring compliance with the security policy is to establish ties and consensus among various groups on campus. The increased acceptance of department managers' accountability for their data and its protection is one significant step (Palepu et al., 2020). The idea of security as a service is realized when the ISO's function is changed from one of dictating compliance to one of providing support. So, to maintain the security of any organization the author has to keep or use these above ISO models. 
[bookmark: _Toc123385253]Compliance
Security compliance management is the process of monitoring and assessing the system, devices, and networks to make sure they are in compliance with requirements as well as regional and local cybersecurity standards (Upadhyay and Sampalli, 2020). Being compliant is not always simple, especially in highly regulated industries. According to the threats and vulnerabilities present, the standards in this case change. In order to be in the picture when dealing with compliance, the organization must constantly be alert and ready to act (Leventhal et al., 2020). For organizations with large, complex infrastructures or teams that are dispersed across the globe and involve high stakes, this is a challenging task. Falling out of compliance poses a threat to the entire organization, putting customers at risk of breaches, attacks, and fines from the authorities (Tao et al., 2019). Because it affects your data's integrity, trust, safety, and reputation, compliance is crucial for many reasons, including how it affects your business's bottom line. An organization is frequently on top of good data management practices when it is on top of security compliance (Janssen et al., 2020).
[bookmark: _Toc123385254]Standards for Cybersecurity
Standards for cybersecurity are defined as "a level of quality or accomplishment." These standards are generally considered as the declaration to specify the terms of security to ensure that the enterprise is satisfied with all security objectives (Mishra et al., 2021). These standards do not speak much about their existence and the approaches they need to be maintained but they are involved in taking the action in most of the operational procedures at a specific time.
[bookmark: _Toc123385255]Establishing the Standards Framework
The ISO/IEC 27001 series of standards is one example of a generic industry cybersecurity standards framework that many companies elect to implement (Taherdoost, 2022). Even though this is a great first start, it might not fully satisfy all of the company's current legal, ethical, and business duties. This is so because general standards do not take into consideration needs unique to a specific industry or location. Making the financial institutions to stick for the ISO/IEC 27001 standards, most of the governments are holding them responsible for most of the financial activities in countries like Canada, the USA, etc. (Politou et al., 2022). Rather, the business should compile a baseline of standards set with all of the mandatory cybersecurity obligations and controls it must adhere to into a single integrated framework. The entity's overarching cybersecurity strategy and policies should, at least at a high level, explain the justification for including certain requirements or controls.
Complicated needs are part of cybersecurity standards, particularly if they contain such requirements. Standards that are developed as documents, at least by category (such as Access Control standards), make it simpler for relevant stakeholders and authorizing authorities to assess standards and associated controls (Kureet et al., 2022). tasks and roles. The RAIC matrix (Responsible, Accountable, Consulted, and Informed) is mostly used for expressing assignments made by companies and organizations. In most organizations, people are made to understand their roles and responsibility to ensure that they are accountable for any kind of standard prerequisites. A standard explains the precise information that has to be used, met, and accomplish the requirements of an organization. In the case of multiple objectives, they may change and are generally referred to be control objectives. The conformity and audit outline the possible operational restriction or limits that are generally monitored by the enforcement procedures for keeping the sanctity of the standard procedures. Some organizations use cross-reference or mapping procedures to map or regulate the different types of requirements and effects which generally vary from standard to standard (Lawrence et al., 2021). Additionally, a revision table must be offered. Overall, cybersecurity standards represent the essential tool that a company may use to guarantee that its security strategy and policies are applied in a predictable and quantifiable way throughout regular business operations.
[bookmark: _Toc123385256]Regulations of Policies
It is important to be updated in terms of the digital revolution around all the businesses in the world. Even governments nowadays realize the importance of keeping themselves up to date. As they also rely on computerized systems in managing their daily activities and thus keeping cybersecurity a primary goal in safeguarding their data from various online attacks and any unauthorized access (Ghelani et al., 2022). Continuous changes in technologies also lead to problems relating to the shifts in cybersecurity trends as news of breaches in data, inserting ransomware, and hacks become normal.
In this digitally connected world, new cyber threats and risks arise from it every hour, around the clock. It can be from phishing, a service attack, or targeted pieces of malware, that are connecting to your organization’s system and are always prone to these types of cyberattacks (Shafiq et al., 2022). Unfortunately, nowadays cyberattacking has become a rewarding business for hackers, which indirectly means every organization whether it is public or private must focus on having the up-to-date version to tackle cybersecurity threats. If the focus is not kept on it, they might lose money, reputation related to their brand, trust of the customer and employee. There is nothing that can fully prevent an organization from the trap of cyberattack, but a strong system of a cybersecurity governance model that includes the policies which will help it outline in terms of standards of an enterprise, these expectations and rules can help in mitigating the risk of any attack creating chaos across your network.
Policies of cybersecurity mainly focus on how the workforce of an organization, partners, and other end users, and can access and use your information technology resources and data that are stored in your network systems. Cybersecurity policies typically have a hierarchical structure that contains overarching policies to outline security expectations, roles and responsibilities in the organization, internal and external matters related to stakeholders, etc. (Schoemaker, 2022). Once the organization passes a cybersecurity policy, the top management considers it a completed task, which does not require any further changes. But in this digitally transforming environment, every new day comes with a new challenge. Making a policy is not enough regular updation to it is a must thing these challenges evolves as a living document that adapts with the company and its customers.
As outdated cybersecurity policies can leave an organization at risk. Adopt a policy to regularize policy cybersecurity as a mandatory task that should be frequently reviewed. That can help in eliminating a worse situation or an incident to occur. Regular policy reviews and cybersecurity must be a regular part of every organization. Initiate a review of cybersecurity policy by implementing of regular schedule built into your security policy (Cope, 2021). Whether it is each quarter or annually, proactively completing a policy and reviewing it timely must be adopted in the corporate calendar. Cybersecurity policies ought to be dynamic records that change and develop along with your business. Without them, end users may commit errors that could have been avoided, systems may not receive patch updates, and customer and business data may be compromised.
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