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1. Purpose
This assessment documents FSB’s current security maturity across key capability domains, defines the target maturity state, and maps the specific controls and milestones required to bridge the gap. The assessment uses a 5-level maturity model consistent with CMMI and COBIT 2019’s capability levels.
2. Maturity Level Definitions
	Maturity Level
	Characteristics

	Level 1 – Initial
	Ad-hoc, reactive processes. No formal policies. Success depends on individual effort. Security incidents addressed on a case-by-case basis.

	Level 2 – Repeatable
	Basic processes established but inconsistently applied. Some documentation exists. Reactive incident management with limited learning.

	Level 3 – Defined
	Standardised, documented processes. Formal policies enforced organisation-wide. Proactive risk management initiated. Regular training programmes.

	Level 4 – Managed
	Quantitatively measured processes. KPIs and metrics drive decisions. Continuous monitoring and automated controls. Predictive risk analytics.

	Level 5 – Optimised
	Continuous improvement embedded. AI-driven adaptive security. Industry-leading practices. Full automation of routine security operations.



3. Domain Maturity Assessment
The following assessment evaluates FSB’s current maturity and target maturity across 12 key security domains, with the specific gap-closing actions mapped to implementation phases.

	Domain
	Current
	Target
	Current State Description
	Target State Description
	Key Milestones

	Security Governance & Strategy
	1
	4
	No CISO; no security committee; no formal risk appetite statement
	IGSF established; ISSC operating; COBIT EDM01–05 implemented; RACI matrices defined
	Phase 1: CISO + IGSF + Three Lines Model

	Security Policy & Standards
	1
	4
	No formal security policies; no acceptable use policies
	Comprehensive policy suite including BYOD AUP, data classification, incident response, access control
	Phase 1: Core policies | Phase 2: Full suite

	Risk Management
	1
	4
	No formal risk register; no risk assessment methodology
	FAIR-based quantitative risk register; continuous automated risk monitoring; quarterly board reporting
	Phase 1: Risk register | Phase 3: FAIR integration

	Identity & Access Management
	1
	4
	Basic password authentication; no MFA; no PAM; permission creep
	MFA for all users; PAM with JIT access; continuous access certification; FIDO2 for privileged users
	Phase 1: MFA | Phase 3: PAM + access reviews

	Data Protection & Privacy
	1
	4
	No DLP; no data classification; GDPR compliance gaps
	Content-aware DLP; automated data classification; Privacy by Design; GDPR Art. 25/32 compliance
	Phase 2: DLP + classification

	Cloud Security
	1
	4
	No cloud security tooling; no CSPM; no visibility into configurations
	CNAPP (CSPM+CWPP+CIEM); CSA STAR certified; automated misconfiguration remediation
	Phase 1: CSPM | Phase 2: CWPP+CIEM | Phase 4: STAR

	Endpoint & BYOD Security
	1
	3
	No BYOD controls; no device management; no encryption enforcement
	Secure enclave + MAM; device health checks; remote wipe; BYOD AUP enforced
	Phase 1–2: MAM + enclave deployment

	Incident Detection & Response
	1
	4
	No SIEM; no SOC; reactive incident handling
	SIEM with UEBA; dedicated SOC (3 FTE or MSSP); automated playbooks; DORA-compliant reporting
	Phase 2: SIEM | Phase 4: SOC establishment

	Business Continuity & DR
	2
	4
	Basic backups exist; no defined RTO/RPO; no tested DRP
	Tiered RTO/RPO; active-active replication for Tier 0; annual DR simulation testing
	Phase 1–2: RTO/RPO + replication | Phase 3: Testing

	Third-Party Risk Management
	1
	4
	Standard vendor contracts; no security assessment; no audit rights
	Bespoke SLAs with audit rights; vendor security scoring; exit strategy testing; DORA Art. 28–30 compliance
	Phase 1: SLA negotiation | Phase 2: Vendor scoring

	Compliance & Audit
	1
	4
	No formal compliance programme; no internal audit function
	ISO 27001 certified; integrated ISO+STAR audit; continuous compliance monitoring; Three Lines assurance
	Phase 2: Prep | Phase 3: ISO cert | Phase 4: STAR cert

	Security Awareness & Culture
	1
	3
	No security training; no phishing simulations; low awareness
	Mandatory annual training; quarterly phishing simulations; security champions programme
	Phase 3: Training programme launch



4. Maturity Gap Summary
The assessment reveals that FSB currently operates at Level 1 (Initial) across 11 of 12 domains, with only Business Continuity at Level 2 due to existing backup processes. The target architecture elevates all domains to Level 3–4 within the 24-month phased implementation timeline.
	Metric
	Value

	Average Current Maturity
	1.1

	Average Target Maturity
	3.8

	Maturity Gap
	2.7 levels

	Domains Requiring Critical Uplift (≥3 levels)
	Security Governance, Risk Management, IAM, Cloud Security, Incident Response, Compliance

	Domains Requiring Standard Uplift (2 levels)
	Data Protection, Endpoint/BYOD, TPRM, BCP/DR, Security Awareness

	Timeline to Target
	24 months (4 phases of 6 months)

	Key Dependencies
	CISO appointment (Phase 1); security team expansion (Phase 2); ISO 27001 auditor engagement (Phase 3)



5. Phase-by-Phase Maturity Progression
	Milestone
	Avg Maturity
	Key Achievements

	End of Phase 1
(Month 6)
	2.0
	CISO appointed; IGSF operational; MFA deployed; CSPM active; core policies published; risk register created; SLAs renegotiated

	End of Phase 2
(Month 12)
	2.8
	Full CNAPP deployed; CASB+DLP operational; SIEM deployed; vendor security scoring; ISO 27001 prep underway; data classification implemented

	End of Phase 3
(Month 18)
	3.5
	ISO 27001 certified; PAM + access reviews live; first DORA TLPT completed; internal audit function established; security training launched

	End of Phase 4
(Month 24)
	3.8
	CSA STAR certified; SOC operational; full Zero Trust maturity; continuous improvement cycle embedded; Level 4 across critical domains
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