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Task 1

Relevant areas of the National Policing Curriculum: 
Wellbeing and Resilience

Guidance:  

	
Consider and reflect on the impact of organisational justice on yourself as a member of the police service. (Code of Ethics)

Consider the steps that your organisation is taking to raise ethical standards. 


1000 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

As I have discussed in a previous task answer, organisational justice within the police force has a large impact on the behaviour and motivation of myself and my fellow officers. Organisational justice generally refers to perceptions of justice in the workplace.  

For the answer to the question in this work book, I have chosen to discuss the four categories described by Deborah Rupp and Meghan Thornton-Lupo in their paper “Organisational Justice” (Rupp and Thornton-Lugo, 2018)

My own Force documents their approach to organisational justice in their Code of Ethics document, this can be found on both South Wales Police, and College of Policing websites.

I referred to this document quite a lot during my probation and is has helped me to understand what can seem unfair behaviour and treatment, both within the force and towards the general public. The longer I am in the Force, the more I realise I might have been a little naïve when I first started my training.

For this task answer I shall use an example in which I was involved and which actually covers all four categories to explain how my perceptions were set and/or altered by the incident. 
 
The incident I shall use is a case of a male who was a suspect for a number of serious offences across the country. One of these incidents occurred in the area that I police, and I was aware of the details of the incident as a number of my colleagues were involved in it. I cannot of course mention what these occurrences are as it might be possible to identify this male.

Given the connections this male had to various groups I was part of a Police Support Unit (PSU) brought into prevent any public order offences happening at court, I was posted within the court room itself, and thus was present for the sentencing. The defendant was found guilty and was given a four year sentence.  

These categories referred to above are as follows and I describe how each category relates to this court case and how I felt about it. 

Distributive – “reflects perceptions regarding fairness of outcomes”

A four year sentence did not seem at all fair to me, given the information I had seen about the seriousness of the crimes he committed. Even while in custody, he had been very violent and certainly not remorseful for the many crimes he had supposedly and admittedly carried out. 

Procedural – “reflects perceptions of processes that lead to these outcomes”

The whole incident, from the crimes being reported, to the investigations, to the charging and custodial process had taken hundreds of hours of police time.  The operational police methods and a suspects rights are clearly referenced in the police Code of Ethics, so officers are more likely to ‘dot every i and cross every t” to make sure that the defendant was charged correctly and fairly.    

Unsurprisingly, I think that these processes are heavily weighted in favour of suspects but again, this is the way it should be to avoid possible miscarriages of justice. 

Informational – “relates to the accounts provided for justice-related events”

The defendant’s solicitor went into a lot of detail about the defendant’s family life in order to try and portray him as a person who normally led a good life with just the one mistake.  Given I knew a lot about the incident and some of the information and intelligence that had been collected about the suspect, I found it quite hard to listen to what I believed to be misrepresentation of the defendants true character. My colleagues had been meticulous in collecting appropriate evidence and the defendants solicitor effectively dismissed nearly all of it. 

Interactional –“reflects perceptions of interpersonal interactions and treatment”

As part of my PSU briefing I was given information about the suspect behaviour whilst in custody, as well as further information regarding his associates, I did find it hard to listen to him being portrayed as a moral person with a single lapse. My colleagues who had spent so much time gathering evidence and helping the victims, were even more unhappy about the lightness of the sentence.  

What did I learn about operational justice from this incident?

1.That what I might consider justice isn’t always the same as public justice.
2.Some people can literally get away with murder if they work out how to make the legal system work to their advantage. 
3. The role of a defending solicitor or barrister is to enable their client to either be declared innocent or receive the minimum possible punishment regardless of the facts of the case.
4.That as a police officer, it is not my job to be judge or jury, but that I should do my job to the best of my ability and collect the evidence that will ensure that judges and juries can carry out their roles in the justice system. 

What I think my Police Force is doing to facilitate operational justice

I have found that if I ask questions about why some aspect of the legal system exists as it affects the Force, I have been lucky enough to have training and probationary mentors who have been more than willing to answer my questions.

I think reading theoretical articles as I have done throughout this degree course has also helped, as it has tended to show me that ‘its all happened before’.   

But there is no substitute for practical hands on experience, and interacting with members of the public as I do shows me that most people do actually prefer to be on the side of law, order and justice
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Task 2

Relevant areas of the National Policing Curriculum: 
Evidence based policing, Research Methods and Skills, Decision-making and Discretion 

You must choose a policing incident involving a partnership approach which you played a significant role with an offender/service user/victim and reflect on what happened. 

	
Give a brief description of the problem including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

What options did you consider when adopting a multi-agency approach? 

How did you decide on the most appropriate option to mitigate or resolve the problem and how did you evaluate the available evidence?

Justify your intervention and highlight potential consequences.


1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:


I have used an incident of possible domestic violence which I attended with another officer, I was involved in the initial response and subsequent resolution of the case.

Over the new year period I was called out to a report of a husband pushing his wife over following a verbal argument. Both parties were late 60’s/early 70’s and the house was in an affluent area of the city. Neither of them were known to the police.   
When I arrived at the scene we were greeted at the door by the husband who, although not surprised to see us, but kept repeating, as if in disbelief “I can’t believe she has done this”.   
He let us into the house , and I have saw a woman appear at the top of the stairs. I understood she was his wife and she came down the stairs, appearing to be very unsteady on her feet and taking it slowly.  
The wife has come down the stairs and seemed to be upset, however when she got to the bottom of them, she began to challenge her husband saying “YOU’VE DONE THIS!” and similar remarks in a confrontational tone, meanwhile her husband had been reserved and was not responding to her, remaining in a state of disbelief that officers had been called.
My colleague took the wife into a separate room to speak to her, and I spoke to the husband to establish his side of the story. 
The husband was well spoken and calm when he spoke to me, however there was a smell of alcohol on his breath which can often signify alcohol being an aggravating factor in domestic related incidents. 
I have asked him to tell me about the reason he thought we had been called. The husband said that following a family outing at a local pub both he and his wife had returned home where his wife had continued drinking. He later told us that his wife had developed a drinking habit following her retirement from work. 
The husband has gone to bed, he explained that he and his wife do not sleep in the same room but had separate bedrooms. He has end up falling asleep whilst getting undressed but has been woken up by his wife entering his room and starting to shout at him the husband said he got up off the bed and asked her to leave, but she has then struck his face, so in defence he pushed her on to the bed where she appeared to have fallen down the side of it. 

Due to this I have looked at his face however the light in the room was relatively dim so I used my torch to look if any reddening or hand mark was evident on the husband’s face. On the left side of his face there was some reddening which appeared to support this story. I then continued to talk to him about what had happened, while my colleague was still talking to his wife. The husband gave me some more information about issues they had as a couple.  
Once my colleague had finished talking to the wife, we moved away from the couple to discuss which we had heard from both parties. He told me that the wife insisted she had been assaulted and that her husband had hit her first, and that she only hit him back after that. She said that he then pushed her over the bed. My colleague also mentioned that the wife appeared to be heavily intoxicated. I said that I had heard a similar story from the husband, except that he mentioned that his wife had hit him first. 
My colleague and I then discussed a plan of action. Following my conversation with him, I did not believe that the husband was the initial aggressor and I felt that unlike her husband who appeared to have an injury to his face, she did not appear to be injured, as well as her demeanour as she came down the stairs when we arrived. I told this to my colleague. 
However, given that we are required to take positive action in these sort of situations, we decided that as the wife had reported the incident first, a formal statement would be taken from her and her husband would be arrested for common assault in order to safeguard his wife and to allow officers time to investigate the matter further.
Although I did not believe that the husband had instigated the issue, I allowed my colleague to take the formal statement from the wife whilst I stayed with the husband. However, while he was taking the statement, it became clear to him the wife was changing her “story” and her recollection of events did not match her initial report. Because of several discrepancies from her original report to her formal statement, my colleague temporarily halted the statement taking to discuss the matter further with me.  
During the statement taking, the wife’s recollection of events changed and she confirmed that she had gone to her husbands room first where they had argued. She said that she objected to an insult he said to her and she responded by hitting him at which point her husband pushed her away and she fell over the side of the bed.   
Since this changed account matched with the husband’s statement, this appeared to demonstrate that the husband was in fact the victim of this domestic violence and not the wife.  
As a result of this I decided to change our original plan of action and given the wife’s change of recollection and obvious state of drunkenness, I decided that neither party would be arrested and since the husband declined to press charges against his wife, we felt that both parties needed to be separated for the remainder of the night and we would revisit the situation in the morning.  
So, as we were given to understand that the property belonged solely to the husband we requested the wife leave the house and go somewhere else to spend the rest of the night. She became quite angry at this and changed her attitude to her husband, begging and pleading with him to allow her to stay. Initially the husband refused to leave, rightly as it was his house, but he then reluctantly said he would leave and stay with a friend in order to “keep the peace”.   
The reasons for removing one party from the address was to prevent any further offences from occurring  by removing any further immediate threat, risk or harm to either party. The second visit was necessary the following morning due to the level of intoxication that both parties were under, particularly the wife, although the husband had been drinking too. We felt it was possible that the intoxication was making it difficult for them to recall the events of the evening clearly. 
There is a cultural issue among many men where they are less likely or willing to report or discuss being a victim of domestic abuse. The ManKind Institution has a summary on their website that 26% of domestic abuse cases recorded by the police were committed against men; roughly 155000 offences per year. But they also state that  49% of male victims fail to report these incidents (ManKind Initiative, 2022). 
So the number of actual offences against male victims is potentially a lot higher. This leads to a common misconception by those who deal with domestic violence issues that it is always the male who is the aggressor. 
I have already experienced this a number of times as a police officer, which, to me, reinforces the fact that as a police officer I need to be impartial and establish all the facts wherever possible before taking action (however in some situations this is not always possible).
Following our involvement and the fact that it seemed more likely that the husband was a victim of abuse, and that his wife had developed a drinking habit which her husband had noted changed her behaviour. I submitted two Public Protection Notices (PPN) one each for husband and wife. This will allow for continued risk management, for example sign posting the husband to Domestic Abuse charities (such as the ManKind Initiative), or gaining input from partner agencies such as his wife’s GP/NHS assisting with any potential issues stemming from or resulting in alcohol abuse.
Further reading can be found Her Majesty’s Inspectorate of Constabulary and Fire & Rescue Services (HMICFRS) website where the Police Effectiveness, Efficiency and Legitimacy (PEEL) reports can be located. The latest being for 2018/2019 but they have been published since 2014. A publication from 2015 shows that South Wales Police’s (SWP)  performance required improvement and goes into detail about how PPN’s work. The process and terminology has changed a little recently, but fundamentally it is still the same (HMICFRS, 2015)
Despite our involvement and the actions we took on the night together with input from partner agencies, there is a risk that further offences might continue. PPN’s are not mandatory and should agencies contact either party their assistance can be refused, negating any positive outcome they might be able to offer. Furthermore, the husband had already indicated his unwillingness to report the abuse  so there is a risk that further incidents involving his partner will go unreported. 
This could have a negative impact on his mental as well as his physical wellbeing, and also increases the risk  his wife might become the victim due to her husband acting adversely to her provocations. 
When both parties were revisited the following day there were no complaints brought forward by either party and as result there was no further police action.
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Task 3

Relevant areas of the National Policing Curriculum: 
Vulnerability and Risk 

You must choose a policing incident in which you played a significant role with a victim of crime or anti-social behaviour and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Evaluate the appropriateness of different approaches (by professionals and the police) in supporting or managing vulnerable people or people at risk of harm. 

Evaluate what works in relation to tackling repeat victimisation and repeat offending. 


1250 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

This incident relates to a case of abuse of an elderly woman by a group of young people.

The woman, (referred to here as AK) was in her fifties, and was a second generation immigrant from the Caribbean. She was known to have mental health issues that were aggravated by drink and drugs. 

AK was living in a block flats located at the centre of my sector where I work. She would regularly be involved in anti-social behaviour throughout the sector though, as reports of groups of “kids” seen with a black female in her mid 50’s and causing public order issues would come through to the call centre. These children were a mixed group with ages often ranging from 13 to mid 20’s, containing both males and females.  These public reports would be amplified by calls from AK’s neighbours referring to noise and nuisance problems coming from her flat. AK herself also made calls to the police on several occasions when the children became too much for her to cope with. 

The group of children were coaxing or bribing AK with the promise of drink/drugs into allowing them At some point AK would ask them to leave as she had not received the promised drink/drugs and the children would end up assaulting AK, verbally abusing her with racial insults as well physical violence.

This process of taking advantage of a vulnerable person is known as cuckooing. A description found on Oxford City Councils website describes this as

“Cuckooing is a practice where people take over a person’s home and use the property to facilitate exploitation. It takes the name from cuckoos who take over the nests of other birds…”

The website further details the processes that usually enable this practice and I quote them here:

· People who choose to exploit will often target the most vulnerable in society. They establish a relationship with the vulnerable person to access their home.
· Once they gain control over the victim - whether through drug dependency, debt or as part of their relationship – larger groups will sometimes move in.
· Threats are often used to control the victim.
· It is common for the drug dealers to have access to several cuckooed addresses at once, and to move quickly between them to evade detection.
· The victims of cuckooing are often people who misuse substances such as drugs or alcohol, but there are cases of victims with learning difficulties, mental health issues, physical disabilities or socially isolated. (Council, 2022)

These characteristic exploitative actions were clearly in play in the case of AK. There were a number of practical activities we could look at when we were attempting to protect AK and other members of the group from risk of further risk or harm, and for this particular answer I will discuss the Routine Activity Theory (RAT) Triangle, one of the processes which we are trained to look at.

The RAT triangle was developed by criminologists Cohen and Felson in 1979, where they theorised that: 

“The convergence in time and space of three elements (motivated offenders, suitable targets, and the absence of capable guardians) appears useful for understanding crime rate trends. The lack of any of these elements is sufficient to prevent the occurrence of successful direct-contact predatory crime”. (Cohen and Felson, 1979).

Basically the RAT triangle is very similar to the fire triangle, where there is fuel, heat, oxygen, remove one and the fire goes out. The RAT triangle follows the same principle, should one of the three elements be removed then the criminal offence would probably be prevented.

The “motivated offender” in this case describes both AK and the group she was associating with.  the place/location which was “absent of capable guardians” would be AK’s own flat and the target/victim is AK and the other residents.  AK herself is both an offender and a “suitable target” or victim in this case.  

The Offender:

Looking at these incidents to evaluate which side of the RAT triangle we should first look at removing,  we considered removing the offender aspect when dealing with AK and the issues being caused by her as well as to her. 

However the assaults reported by AK were hard to investigate due to her not being able to, or willing to provided details of her abusers despite her wanting action to be taken. On the few occasions she was willing to provide names there was evidential difficulties due to lack of witnesses, or the incidents happening in private or secluded locations where the offender knew that they would not be seen so we were  subsequently unable to prove the accused offenders were actually present at the time of the offence.  

AK was often considered to be one of the offenders due to incidents of criminal damage, as a result of her being coaxed into doing the actions by the people she was associating with. Once the crime had been committed the group would abandon her; leaving her at the scene where she was identified by the victims/members of public upon police arrival. 

This sometimes resulted in her being arrested her for Anti-social/breach of the peace and suspicion of other offences but the arrests were often short-lived solutions; as she would be released, return to her flat, and the cycle would repeat after a period of time.

The Victim/Target:

When looking at victim safeguarding we had to consider both AK and the other residents of the complex. With the other residents their main issue was the anti-social behaviour that was occurring in AK’s flat (on the top floor)   Given that there was little they could do to prevent the anti social behaviour, and they could not be removed as they were in their homes, the only solution for these were to record incidents to make the council aware and for them to report any incidents to the police.

AK was often given words of advice not to associate with the people she was letting into the flat, with various conditions being placed on her, some of which were court imposed. These words of advice and conditions would be ignored as AK believed that she was doing nothing wrong and that the group she was “hanging out with” were her friends.

The Location (absence of capable guardian)

The main location was AK’s flat. Its central location made it ideal for people to use for antisocial and illegal reasons. The property was accessed via a communal doorway opened by a key fob, then each flat was secured with regular door locks. This should have ensured that only those allowed could access the complex. 

These security measures were however regularly bypassed. Often the communal door was left wedged open by AK or members of the group in order for them to come and go freely without using the key fob. Although sometimes the offenders would take AK’s key fob. AK herself would often leave her property unlocked so the group could have access. Occasionally force was used to open the doors. 

Our proposed solution:

Using the RAT triangle principle, we could choose to remove the offenders,  the victims or change the location. 

As already mentioned removing the offenders proved difficult due to not being able to evidentially identify the offenders, and there was not a lot of options left in making the address more secure as these were being by-passed. 

This left us with the victims.  AKs neighbours would stop being victims when the flat was not being used by her, so this left AK herself.

I met several times with AKs support worker and her housing provider. The support worker was attempting to look after AK however was unable to provide constant supervision/support and was concerned that AK would get herself into serious trouble should her behaviour continue. 

So working in conjunction with housing, and the support worker ultimately it was decided to move AK from the location, this was in order to protect her from the cuckooing and safeguard the other residents/the property.

AK was relocated to a different area of Cardiff, and since her removal the number of incidents in the area has dropped dramatically, therefore prevented further the crimes from occurring; and validating the Routine Activity Theory triangle in a practical sense. 
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Task 4
Relevant areas of the National Policing Curriculum: 
Conducting investigations and information and intelligence.

You must choose a policing incident which is of serious and complex nature in which you played a significant role with an offender/service user/victim and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Consider how you have gathered, analysed and evaluated relevant information or intelligence from a range of sources as appropriate to the policing incident. Additionally, identify how you have developed the information and intelligence for the purpose of informing the tasking and co-ordination process. 

Focus on how you have made use of the additional sources of intelligence obtained through this complex investigation and explain how you have applied learning from previous serious and complex investigations.

Your reflection must illustrate your understanding and application of core principles of ethics, equality, diversity and human rights, as well as any relevant Code of Practice considerations, culturally sensitive practice and language preference.

1750 words (+/- 10%: include your actual word count at the end of each section)
 



ANSWER:

The incident I will be discussing here was notified to us by the Ambulance Service following a 999 call. They asked for police to support them, given the call referred to injuries caused by offensive weapons.  We were told that the weapons seen included a samurai sword, a machete, several baseball bats and possibly a firearm. So this incident involved a multi team attendance including firearms officers and the response officers. 

I chose this incident as it involved working with several outside agencies, and my colleagues in other departments within the Force. It was quite a complex case as I not only had to confirm and validate the incident details, but I had to investigate and collect a lot of the information required in order for us to attempt to ensure the perpetrators were brought to justice.

As South Wales is a large force, complex incidents are rarely managed from initiation to fruition by a single officer or team, but I was involved from the initial call and I followed up the actions of other teams and agencies in order to give as full a picture as possible. 

There are limited external references in this piece of work to reading materials I used as nearly all my activities were driven by the practical training I have received during my initial and probationary training, although based on the theoretical studies. 

The Incident – a street fight between two sets of young people to which the ambulance service had been called due to the injuries.

We had been notified by the ambulance call centre team that two thirteen year old boys from one of the less well off city suburbs had been attacked in another similar suburb on the opposite side of the city from their home addresses. The paramedics indicated that the group who instigated the attack were still on scene and we attended as a matter of urgency.  However, upon arrival the group were no longer at the scene so we started to investigate the incident.    

Information and Intelligence collected at the scene of the incident

We had been given several names both for the injured boys, so we worked with the ambulance crew to speak to the boys themselves.   I was able to take a first account from the boys. During this they were able to give me a description of some of the weapons used in the assault. However they were unable to identify any suspects. They provided me with a list of girls they were with prior to the assault but were   unwilling to provide details other than their first names.

I also asked for colleagues attending the scene to speak to the onlookers and carry out initial house to house enquiries. They were able to get a witness statement from a member of public who was first on scene and had called the ambulance service.

I also requested for preliminary searches to be carried out for the weapons described, although nothing was found during that initial search. 

I attended the hospital with the two boys where I waited for their parents to attend. When both parents arrived I asked if the boys were willing to give a statement and if they were willing to attend court.  Both consented and I was able to take one statement. The other boy was not willing to do the same due to the injuries he had sustained causing him discomfort.

Just before my departure, one of the boys mentioned that he believed that a number of boys might have been involved and gave me a list of names. When I asked how he had these names, he has told me that he had spoken to his sister and she had told me that these boys would know he was from a different part of Cardiff. He was unable to explain why.

I then returned to base to write up the information gathered and plan what to do next. 

Post Incident Investigations

Once we had a plan of action, one of my first tasks was to share these potential names for both victims and suspects with colleagues to start gathering information.  

One of the names mentioned by one of the boys was known to police due to his involvement in “county lines”. So the Drug Squad contacted me to discuss the incident. They asked us inform them of any new information we gathered during our investigation including if we identified anyone else who might have been involved so they could tie it together with their ongoing investigations into drug related activities in the city.  

Then given the ages of the boys concerned, I submitted a Public Protection Notice (PPN). A PPN is completed following certain incidents and sent to a number of different agencies, this can be for awareness, safeguarding victims, or offering people support for various issues.

As a result of this shared PPN the local Social Services team confirmed that they were aware of the boys concerned as they already had individual support workers and came from challenged backgrounds. These support workers made contact with myself to discuss the incident and concerns they had.

While discussing the safeguarding issues for these children, I was told that the father of one of the boys was still living at his home address despite his bail conditions which forbade him from living with his family. (He had been charged with assaulting his wife in a domestic dispute.) I passed on the details of this bail violation to the appropriate team for further action. 

Similarly, I got in touch with the relevant Neighbourhood Policing Team (NPT) and asked if they could request the School Liaison Officer to attend high schools the children attended school in order to attempt to establish who the girls might be. 

Unfortunately, the schools were either unwilling or unable to give us much useful information since the incident had not happened anywhere near the schools involved. However a member of NPT were aware of the two boys and their associates and was able to provide me with a number of potential names.

Subsequent activities during the investigation phase 

I arranged to take statements from the potential victims, then I requested that the Territorial Support Team (TST) make a more detailed checks for the weapons which had been described.  

I obtained the video from the CCTV cameras which were situated in the area and also from a passing Bus which had CCTV onboard and had captured some of the incident. I needed to complete a Data Protection Act (DPA) form for this evidence as the video would have captured uninvolved members of the public. 

I asked the local NPT to carry out further house to house enquiries in the area, including contacting the people who had witnessed the incident and were willing to give their contact details. 

One interesting piece of gathered information was from an onlooker whose address was near where the incident occurred and heard the attackers state clearly “I’ve stabbed him, lets go.” Which made them get up and look out. They saw a group of youths running and heard them mention a location where they would meet up. But there were no stabbing injuries, and the CCTV in the area was also checked too.  

The NPT officer who identified a number of potential witnesses assisted me by speaking to a number of children/their parents to ascertain any further information that might be obtained from them.

I started evaluating the information collected to confirm the incident occurred as we had been told and if we had identified some or all of the attackers.

Initial Outcomes

One of the early issues was due to the age of the children who had been attacked.  As part of normal safeguarding procedures we I had to ensure (as best practice) that the victims were accompanied at all times by Appropriate Adults to safeguard the interests, rights, entitlements and welfare of children and vulnerable people. (Bath, 2022). 

One of the victims family was very anti-police and was refusing to speak to us when we made contact. Given a number of documents including statements needed to be obtained, this hindered our progress.  When I was finally able to arrange contact,    a lot of the information available while the incident was still fresh in their minds had probably faded before we could talk to the victims properly. 

The areas of the city where the incident occurred and where the victims lived, are distrustful of the police. There are many and varied crimes that take place in both areas and the local residents feel they see too much of the police force.

This also meant that although there had been several onlookers at the incident, hardly any were prepared to give us useful information due to local loyalties.  This can be infuriating as it was clear that the incident and its aftermath had been seen by many people.  
 
For example, due to the difficulties in obtaining corroborative evidence from witnesses, the force issued a press release asking for witnesses.  This resulted in a caller who asked to remain anonymous giving us a list of the names most of which we already had. When I made contact she became immediately obstructive and rude. I stated that we would need to speak to her to verify how she had got the information, else we coul not act on it. She just stated that it was through a friend of a friend. After further investigation, this anonymous source turned out to be a close relative of one of the boy who provided us with the initial list of names. 

We then discovered that the CCTV we obtained from the city Bus contradicted the statements received from the victims so this made finalising the case even more difficult. The CCTV from the area where the witness had heard the attackers mention did not show anything of use given the poor lighting at the time.

Due to the difficulties in obtaining confirmatory evidence, we have yet to be able to build a case sufficient to arrest or charge anyone.   Although we did have possible names for the suspects, without supporting evidence, we cannot arrest them at the moment. 

Issues Arising 

1. Gathering information from an unwilling section of the neighbourhood. 
2. Being unable to see the resolution of an incident to its end due to the way operational activities are organised in the force. 
3. Ensuring that I followed the clear guidelines on permissible activities while ensuring I abided by the force rules and the Law.  E.g.
a. Getting the correct permission to view CCTV footage
b. Ensuring the victims had sufficient support
c. That I tried to corroborate any investigative outcomes which might be used in any legal proceedings.  

What I found useful while investigating this incident. 

1. Working closely with other police teams such as the Drug Squad and the Neighbourhood Policing Team.  
2. Despite the occasional difficulties, I also found it both interesting and useful working with external agencies such as the local Social Services.
3. Understanding the importance of following the correct rules, such as obtaining the correct permissions to access public data (from the bus and CCTV) and of ensuring the safety of victims by ensuring they had appropriate adults with them to ensure they understood what we were trying to do.

As this incident is still ongoing I am unable to summarise its closure, however given the evidential difficulties there is a strong likelihood that this will be closed unless other relevant information is received.
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Task 5
Relevant areas of the National Policing Curriculum: 
Digital Policing, Vulnerability and Risk 

You must choose an incident involving digital technologies and reflect on how you provided an appropriate initial police response. 

	
Explain the immediate actions that you took to reduce the risk of harm caused by the incident. Detail who may be more vulnerable in this type of incident. 

1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Before I joined the Police Force, I was a professional online gamer, streaming games I was playing across the world.  Because of this, I was particularly aware of online safety issues from a very young age. I find it quite alarming how many very young people are able to access such a wide variety of information both useful and dangerous.  I do not believe that the internet should be regulated by any one country,  but I do think young people should get more education into keeping their online activities safe and enjoyable. The incident I will discuss in this answer demonstrated how easy it is for young people to put themselves in danger. 

The incident arose from a complaint made by the mother of a ten year old girl who had received inappropriate messages after placing an advert on Facebook Marketplace to sell some hair straighteners.

I understood that the young victim had given her address to the person who contacted her so that they could come and collect the hair straighteners.  At this point, the potential buyer said he would arrive to collect the item shortly and asked the victim if she would give him a lift back into town (some five miles from where the victim lived).   She explained that she could not do so, and this response resulted in the potential buyer sending her several inappropriate and abusive messages.  

The victim was aware enough to then “block” the person who had contacted her.  Facebook allows users to stop other users contacting them by withdrawing permission. 

Unfortunately, victim then received further threats from another Facebook account, and given the nature and content of the threats, appeared to be from the same person she had blocked who was using an alternative account.

At this point, the victims mother contacted the police and informed us of the incident.  

I was asked to attend and when I arrived, the victim showed me the various messages and I captured the information both via Body Worn Video (BWV) and by taking screen shots of the apparent threats for evidence if we were able to catch the person sending these messages. 

While at the victims home and using the victims account access, I attempted to look at the Facebook page of the person who had sent the messages, and it appeared from the metadata that the Facebook account was very new and potentially fake given the lack of personal details in it.  

Facebook collects a lot of data about their users, much of which is accessible through a user account. There are a number of websites that can detail how to view this data.  An article by Satyendara Pal Singh breaks down a number of these (32 in total), as well as informs on how to download and view this stored data for personal use (Singh, 2021)

I noted as many identifying details on the suspect account as I could in case it was deleted before I could make more detailed checks. I looked for, and recorded any unique identifying factors such as user names, any potential personal details and any pictures or other information which might help to identify the person using the account. 

Given how easy it is to set up duplicate Facebook accounts, I did warn the victim and her mother that it was not always possible to identify the people who carry out these attacks, as the global nature of the internet often means that perpetrators can easily hide their identity and may also be outside our jurisdiction

As part of our approach to these incidents, we always give advice to victims how to protect themselves against similar attacks in the future.  Some of the advice we give includes:

· Using a difficult to guess password
· Never give personal details to someone you don’t know 
· Only use secure websites (https:) as much as possible
· Try to ensure devices have antivirus software and a firewall 
· Always update apps and operating systems to the latest version
· Only open emails and attachments from known senders
· Avoid public wifi hotspots when using sensitive apps such as banking
· Be cautious who you think you are speaking to online
· Don’t put identifying details into your social media posts

Our force has an information website about Cyber Crime which details the above and further information (Cyber Crime, 2021) and we share this if asked.   

This website page offers a lot of useful advice about what to watch out for, what preventative measures to take to keep safe online and how to notice the tell tale signs of someone who is trying to take advantage of you.  

When pursuing this case, I put in a Charter Application (a formal request to legally access information from technology companies such as Facebook to get any identifying details about an online user). To request data on the user/subject from the details I had gathered from the victims account, both to identify them in case of possible prosecution,  but also to ascertain if they pose an immediate or future risk to the victim in this case or other possible victims.  

Unfortunately, responses to these requests can take several weeks to be returned, and I was eventually told that the profile showed that the messages had been sent via an Internet Protocol (IP) address in the United Arab Emirates.  

 It was not possible to ascertain if the sender of the messages was actually in the Middle East or just using a Virtual Private Network (VPN) with a UAE IP address. 

Any internet user can access most parts of the internet through a Virtual Private Network (VPN). This is an application where your internet traffic is routed through an IP address in virtually any country in the world. For example, a UK user could use a VPN to log on to the internet using an IP Address in say, Germany. VPN providers generally offer complete anonymity to users so that the actual originating IP address cannot be identified. The traffic can also sometimes be encrypted making it almost impossible to intercept and identify.  Law enforcement services around the world sometimes have applications that can break this anonymity but it is not easy at all. 

Given that the sender appeared to know the area of the city where the victim lived  (they had asked for a lift back into the city centre), I suspected that they were local but using a VPN to mask their true identity.  But given the private nature of VPN use, I knew I would not be able to get any further identifying details if this was the case. 

So I had to close this case due to lack of evidence and inform the victim and her family of the reasons for this.  I repeated my advice about operating safely online and told them to contact us again if they received further messages from the same person and how to collect any details that might help us catch them if they did it again. 

Conclusion

Given my previous occupation as a professional gamer, I am a little ambivalent about protection of online activities through anonymity. Although I agree it is very important that individuals can protect their identities and keep themselves safe online, the same anonymity is enjoyed by cyber criminals to render themselves almost uncatchable. 

The internet, in the scheme of things, is still a relatively young system, and I feel there is a role to play in schools and public services, as well as parents, in ensuring young people know how to keep themselves safe. Paradoxically, online activity is one of the few areas of life where young people will often know more about it than their parents, unlike other skills passed from parents to children as they grow up, using the internet is a skill that is often passed upwards instead.

Online crime can affect all ages although some crimes are committed against certain age groups differently.  For example, money fraud is mostly carried out against older users (particularly elderly people) who will have less knowledge about online safety but will often have money that is easy to access.  Also, the older generations tend to be more trusting and more likely to believe a fraudster so financial fraud is usually higher in these age groups.

Online female users are often victims of sexual aggression, although men can be too but to a lesser extent. These groups will usually have less access to money so financial fraud is less in these groups. 

Children are, unfortunately, an age group who are targets for several types of crimes, bullying – by school mates and strangers, grooming by adults planning to take advantage of them, and theft of possessions.  I suspect our victim in this case was in the last group.  Although the threats she received were also bullying in type. 

And finally, as another paradox, youngsters both have more knowledge about how to access the internet, but less information about how to keep safe. I sometimes wonder if this is because the adults in their lives are naïve about the dangers and don’t take the time to explain the dangers. 
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Task 6 
Recognition and confirmation of progress on the Occupational Competency Portfolio (OCP). 
  
 
 
By signing the section below you are acknowledging your continuing progress on O.C.P.  

This is recognised by the university as work that is fully supporting this module BMPP 5003D; Policing in the workplace 2and in signing it will be equivalent to 1000 words towards the 8000 words equivalent total. 
 
 
 
 
Confirmation of the progress on the Occupational Competency Portfolio (OCP). 
 
I confirm that I am progressing with the Occupational Competency Portfolio (OCP) in accordance to the regulations.  
 
Signed:  A.Brennan (Learner – electronic signature accepted.) 
 
Date: 19/02/2022 
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