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[bookmark: _Toc185434914]INTRODUCTION

This project is within the Data Security and Compliance module of our course. I am required to research data security and how it applies to organisations. I am to assess what is required to prevent data breaches and cyber threats to companies and their data.
I have chosen Physical Security as my topic, but will touch on security technologies, frameworks and other elements as they overlap.
In addition, I am to look at the various laws and compliance requirements involved in data and security.
Within in Task 2 of this project I am to take the company, CSS, and outline the company structure and elements of the company that would be required.



[bookmark: _Toc185434915]TASK 1- RESEARCH IN DATA SECURITY AND COMPLIANCE

PHYSICAL SECURITY
The security of company’s data, their customers data, their reputation and operations are essential for modern company. 
Companies and organisations must create secure Information Technology (IT) environments for a number of reasons, such as:

PREVENTION OF CYBER ATTACKS
Preventing Cyber Attacks is an essential requirement for any company and their IT. Cyber criminals will use various hacking, malware, denial of service (DOS) attacks and phishing to exploit vulnerabilities in a company’s IT system.

DATA PROTECTION
The overall protection of the data which a company holds against theft, unauthorised access, corruption, tampering or loss.

BUSINESS CONTINUITY
Secure IT environment which prevents IT breaches allow companies to minimise their downtime and ensure the business continues to operate normally. Disaster recovery strategies, backup plans to minimise downtime in event of a data breach.

PROTECTING SENSITIVE DATA
Companies handle many different types of sensitive data such as customer data, employee’s data and financial records, they must ensure compliance with relevant data protection laws, such as the UK 2018 Data Protection Act [1] and the EU General Data Protection Regulation (EU) 2016/679 [2].

MAINTAINING CUSTOMER TRUST
Customers need to be able to trust the companies that their data will be handled in accordance with Data Protections laws. A failure in a company’s data security can severely damage its reputation and make customer less likely to use the services of the company.



ENSURING REGULATORY COMPLIANCE
In addition to the UK GDPR [3] (General Data Protection Regulation), ISO/IEC 2700:2022 is the world standard for information security management systems (SMS) [4], with companies needing to ensure compliance.

PROTECTING AGAINST INSIDER THREATS
Rogue employees or contract staff can be a real threat to a company’s data environment as they may well have access to both data, network server rooms and other key hardware. 
Other insider treats may not be intentional, but can have equally devasting outcomes on a company such as a cleaner simply unplugging a key piece of hardware.
When an employee departs, a comprehensive offboarding process guarantees that the individual no longer has access to anything he or she could misuse. This includes recovering company assets, ensuring access to shared accounts is no longer in the hands of the ex-employee, and in some cases, making sure a person who has been let go doesn't have a way back into the system via, say, a personal computer or thumb drive.

REMOTE WORKERS
Many companies allow their staff to work remotely from home but this introduces another layer of complication as these staff access the companies’ resources remotely. It’s essential that a company provides a VPN to its system allowing remote secure access





Various Physical Security systems are available in order to protect organisation’s data. 

ACCESS CONTROL SYSTEMS
Physical access control systems are vital to only allow permitted staff access to specific locations. Companies may need specific IT Engineering staff to have access to server rooms whilst restricting other staff.
Restricting door access by using keypads, key fobs, fingerprint and facial recognition are essential and effective way of restricting access to locations. These allow permitted staff access and can also control times of day access and be made.
Issuing staff with RFID security passes which can double up as a door pass can be a useful way of both identifying staff members and allowing access.
Secure environments may necessitate the use of multiple systems such as RFID pass and fingerprint to access server rooms. 
A good example of an integrated Access Control system is Ubiquiti Networks Door Access systems [5]. This system is designed around the Ubiquiti ecosystem. It incorporates different access systems for door and elevator access and incorporates the use of the Ubiquiti Access Card [6].
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For organisations with multiple floors further restrictions can be placed upon which floors staff and visitors can access by Ubiquiti Access Elevator [7], only permitting access to certain floors to certain staff.
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SURVEILLANCE SYSTEMS
CCTV or surveillance cameras provide visual recordings of sensitive and general areas. Today’s CCTV cameras can have Artificial Intelligence systems contained within them. These cameras such as Ubiquiti AI Pro Camera [8], have the ability to identify employees from facial recognition and car number plates.  
Multiple cameras on sites can be used to track entry and access around a site and provide a visual record of peoples movements. 
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ENVIRONMENTAL CONTROL SYSTEMS
Sensors that have the ability to monitor temperature, humidity and water are essential for data centres and control rooms. The Ubiquiti Protect All in One Sensor [9] have the ability to track all these along with motion detection.
The ability to monitor these environmental conditions are vital, especially water leaks and floods.
A further threat is fire and adequate fire detection and fire suppression system are required. Companies such as Concept Fire Suppression Ltd [10] in the UK are experts at providing such solutions for data centres and server rooms.
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Environmental systems tend to be overlooked as part of physical data security, but they provide protection against environmental threats.





UNINTERRUPTABLE POWER SUPPLIES (UPS) / BACKUP GENERATORS
Computer equipment including gateways, switches, servers and workstation require the provision of uninterruptable power supply systems to ensure equipment is powered during short power outages.
Ubiquiti Power Backup [11] units are rack mountable units which provide power to equipment during short periods of power outages. UPS units also allow systems to shut down correctly.
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Server and data centres also must ensure against medium to long term power supply issues, extended periods of power supply loss require large generators on site such as the one pictured below.
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TRADITIONAL SECURITY
Server racks within data centres such as those manufactured by Martin International Enclosures Inc [12] provide lockable server racks. These locks can be a simple key, RFID or even keypad protected. Their use is to restrict physical access to server racks ensuring drives and servers are not tampered with.
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Hard Drives contained within server units should also have locks, these protect against the removal of a server drive, either intentional or accidental.
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Kensington are leaders in the production of desktop locking systems, their white paper ‘Locking Down Mobile Devices to Keep Business Data Safe’ [13] provides good guidance to companies in relation to mobile devices such as laptops
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DATA DESTRUCTION
Data security also applies to secure destruction of old hard drives and other sensitive equipment. Old hard drives need to be securely destroyed to ensure data cannot be recovered by the use of hard drive destruction machines

INTRUDER ALARM SYSTEMS
Data centres, server rooms and secure locations should be protected with the use of intruder alarms linked to monitoring stations to prevent unauthorised access.



HARDWARE FIREWALLS
Physical rack mounted hardware firewalls such as the WatchGuard Firefox [14]. These units process all data both in and out the of the environment for threats and ensure that the data centres and servers connected to the unit are protected.
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HARDWARE SECURITY KEYS
Hardware security keys such as YubiKey [15], provide additional hardware security. The latest keys conform to the latest NIST SP800-63B [16] guidelines. These devices protect systems against account takeovers by using phishing resistant multi factor authentication (MFA), these devices cannot be accessed or bypassed by a malicious actor unlike SMS One Time Passwords (OTP) or mobile SMS text authentication. 
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TASK 2 – CASE SCENARIO
CYSTRESSOLUTION (CSS)

ORGANISATION STRUCTURE
As CCS is already an established business, I will assume some key positions within the company are already in place such as CEO (Chief Executive Officer), CFO (Chief Financial Officer) marketing and Human Resources. I will concentrate on the roles and positions required within the new Information Security Unit.

CISO – CHIEF INFORMATION SECURITY OFFICER
This role reports directly to the CEO of the company. Their role is responsible for companies’ information security strategies and their implementation.

SECURITY ANALYSISTS 
This team is responsible for monitoring systems, analysing data logs and providing threat assessments. The team would normally contain threat intelligence analysists and security auditing analysists.

SECURITY ENGINEERS
These engineers are responsible for implementing and maintaining security solutions and hardware devices such as firewalls and intrusion detection systems along with Security Information and Event Management (SIEM).

COMPLIANCE OFFICER
This person ensures the company adheres to all legal and regulatory frameworks along with industry standards.



POLICIES AND PROCEDURES
CCS would require to have numerous policies and procedures in place such as:

DATA LOSS PREVENTION POLICY (DLP) 
This policy would define what measures CCS would take to prevent sensitive data from leaving the companies control.
These tools keep watch over and control how delicate data moves around the various parts of the network. They can stop an individualized sharing event before it becomes a full-blown data breach. They do this via email, cloud storage, and other not-so-secure paths that humans tend to use when sharing data.

PASSWORD POLICY 
The company would need to clearly define the criteria around the creation of passwords that would be used on company equipment. This would include the company standard for password length, complexity and how frequently staff are required to change their passwords.

INCIDENT RESPONSE PLAN 
This would be a detailed plan containing procedures for how security incidents would be handled. 

DATA CLASSIFICATION POLICY
Defining access controls for data of different sensitivity and classification of this data.

INFORMATION SECURITY POLICY 
An essential policy for CCS which would be a comprehensive policy detailing the company’s security objectives, principles and responsibilities.

EMPLOYEE TRAINING AND AWARENESS POLICY 
Outlining training policies for employees to ensure training is delivered to staff regarding security threats, best practices and their roles within the company to ensure a secure environment is maintained.

ACCEPTANCE USE POLICY 
This policy would detail the conditions around how staff use company resources such as the internet, email systems and the companies IT resources.
ROLE-BASED ACCESS CONTROL (RBAC)
CSS should make use of RBAC to make certain that workers have access solely to the information and systems required by their particular roles. By using RBAC, CSS can confine the potential for insiders to do damage with the information and systems they control. 

LEAST PRIVILEGE
This principle says that if you give a user only the privileges, they need to do their job, you cut way back on the number of people who can get to sensitive data and the number of ways they can get to it


COMPLIANCE
LEGAL COMPLIANCE
Data Protection: This is paramount. Cybersecurity companies often handle vast amounts of personal data, including sensitive information uncovered during investigations or security assessments.
GDPR (General Data Protection Regulation) applies if they handle EU citizens' data. Requires strict data protection measures and hefty fines for non-compliance.   
UK Data Protection Act 2018: UK's implementation of GDPR, with some specific provisions.   

CYBERSECURITY LAWS
Computer Misuse Act of 1990 UK Unauthorised people with a criminal conviction Are not allowed to use a computer. CSS must ensure that they check that their clients do not have any convictions. So they do not break this law.
NIS Regulations (UK): This may apply if CSS provides essential services or works with organisations covered by NIS. Requires them to take measures to manage cybersecurity risks and report incidents.   
Cybersecurity Act of 2015 (US): While focused on critical infrastructure, it sets a precedent for cybersecurity standards.


GOVERNANCE AND STRATEGIC PLANNING FOR SECURITY
GOVERNANCE
Oversight and Accountability: Establishes clear roles and responsibilities for cybersecurity within the company. This might involve a board-level cybersecurity committee, a dedicated Chief Information Security Officer (CISO), and defined roles for security analysts, engineers, and other staff.   
Risk Management Framework: Provides a structured approach to identifying, assessing, and mitigating cybersecurity risks. This includes conducting regular risk assessments, implementing security controls, and monitoring their effectiveness.   
Resource Management: Ensures adequate resources (budget, personnel, technology) are allocated to support cybersecurity initiatives.


STRATEGIC PLANNING
Alignment with Business Objectives: The cybersecurity strategy should directly support the company's overall business goals. For CSS, this might include protecting client data to maintain trust, ensuring service availability, and complying with regulations to avoid penalties.   
Long-Term Vision: Defines the company's desired future state in terms of cybersecurity. This sets a direction for ongoing investment and improvement.
Risk-Based Approach: Prioritizes security efforts based on the likelihood and potential impact of threats. For CSS, threats to client data confidentiality and service availability might be top priorities.   

RISK MANAGEMENT
Given that CCS is responsible for the protection of client’s networks, data, and infrastructure from cyber threats, a risk management structure is essential for ensuring both the company and their clients are safeguarded from any cyber-attacks, data breaches and other security risks.
Risk Management involves identifying and mitigating risks relating to cyber security and vulnerabilities.
There are several risk management frameworks already in use which follow best practices that CCS could adopt, such as:
· NIST Cybersecurity Framework [17]
· ISO/IEC27001 [4]
· Risk Management Framework (RMF) [18]
· COBIT (Control Objects for Information and Related Technologies) [19]

CONTINGENCY PLANNING
RISK ASSESSMENT
Identify potential threats and vulnerabilities. For CSS, this could include: 

CYBERATTACKS
Data breaches, ransomware attacks, DDoS attacks, phishing scams.   

SYSTEM FAILURES
Hardware or software malfunctions, power outages, natural disasters.

HUMAN ERROR
Accidental data deletion, misconfigured systems, social engineering.   

TESTING AND EXERCISING
Regularly test and exercise contingency plans to ensure they are effective and up to date. This might involve:   
Tabletop exercises: Simulate scenarios to test decision-making and communication.   
Walkthroughs: Step-by-step review of procedures.   
Full-scale simulations: Realistic simulations of disruptions to test the entire plan.

PROTECTION MECHANISMS
These are the technologies and processes within CSS that would detect, prevent and mitigate any cyber threats and risks. These systems ensure that our systems, data and IT infrastructure are protected from unwanted, unauthorised access or attacks.

FIREWALLS
The use of effective Firewalls within the network environment to monitor incoming and outgoing traffic. Firewalls can be hardware or software applications on a network.

IDS / IPS (INTRUSION DETECTION AND PREVENTION SYSTEMS) 
These systems monitor and detect any possible security breaches or malicious activities. The prevention system also block access.

ENDPOINT PROTECTION 
Essential in ensuring all devices within CSS are protected from viruses and malicious software by using Antivirus software. Mobile Device Management (MDM) systems to control devices such as phone, company issues laptops and iPad’s is essential for security as it ensures CSS can enforce its security policies upon these devices.

BACKUP AND DISASTER RECOVERY 
Ensuring that a recovery plan is in place with adequate backups and those backups stored securely. This will allow for system restore if a data breach happens.

PHYSICAL SECURITY CONTROLS 
Access control throughout the building be way of security staff ID badges, RFID readers, CCTV and physical security guards are essential to only authorised staff are on site and only those with appropriate security clearance have access to secure areas.
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