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Task 1

Relevant areas of the National Policing Curriculum: 
Wellbeing and Resilience

Guidance:  

	
Consider and reflect on the impact of organisational justice on yourself as a member of the police service. (Code of Ethics)

Consider the steps that your organisation is taking to raise ethical standards. 


1000 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Organisational justice concerns worker perceptions of fairness in the workplace and has previously been linked to stress (POLFED, 2016). During this assignment, I will reflect on the impact that organisational justice has had on my own practice and well-being as a member of the police service and consider how I have demonstrated ethical policing in spite of its influences. I will also reflect on the steps that my organisation is taking to raise ethical standards and how I adhere to these standards throughout the completion of daily policing activities.

Organisational justice can be categorised into three forms of justice known as distributive, procedural and interactional (POLFED, 2016). Parker (2018) describes ‘distributive justice’ as the ‘perceived fairness of the distribution of inputs and rewards in the workplace’. Despite feeling as though I have been given access to rewards, on reflection, I am currently experiencing issues relating to this form of justice on shift. I have come to notice that officers who answer calls more frequently are more likely to be allocated incidents to investigate, whereas those who demonstrate less of a work ethic, are given a lower number of tasks. This has impacted upon my sense of morale and has caused me to feel resentment towards colleagues and supervisors due to feeling as though I am being punished and treated unfairly for performing my duties well. There is evidence that supports the view that when ‘fairness’ is demonstrated at supervisory and ‘senior leadership level’, officers are more likely to work efficiently without the need for personal gain and demonstrate ethical policing (Quinton et al, 2015). This suggests that my perceived lack of fairness relating to the distribution of workload may affect my work ethic and ability to ‘deliver the highest professional standards’ in my service to the public (COP, 2014).

In addition to the resentment that I have felt towards some of my colleagues for their allocated workload, I have also experienced low levels of a sense of procedural justice due to how some officers have been promoted into specialist job roles. Procedural justice refers to people's perceptions of the fairness of the processes by which decisions are made and in respect of this, I do not feel that the processes followed to reach the decision to promote some colleagues are fair (Brienza and Bobocel, 2017). I have observed one of my colleagues refuse to answer calls, fail to work effectively as part of a team, and manage their own workload efficiently and for these reasons, yet still gain a position in a proactive policing team within force. Having observed the manner in which this officer behaves and treats others, I do not feel that the processes used to decide on their promotion could have been fair given that the department requires officers to be proactive. However, on reflection, I have considered how I may have shared a responsibility in allowing this behaviour to go unchallenged and considered my responsibility to contest behaviour that falls below professional standards in line of the code of ethics (COP, 2014). Nevertheless, the code of ethics also dictates that principles such as fairness and selflessness should be embedded within ‘day-to-day operations’ such as ‘annual reviews and promotion’ and both of these instances could have been used as opportunities to challenge their behaviour and make decisions using processes that were fair (COP, 2014).

Bies and Moag (1986) refer to interactional justice as the perception that people have of the fairness of the interpersonal treatment they receive from corporate recruiters (Bies, 2015). One occasion where my perception of this form of justice was affected was when a decision was made for another team of officers to be stationed within the same office. This decision impacted upon my sense of interactional justice because it caused logistical problems relating to parking spaces, and resources and the space available for me to work within. Issues such as these did impact on my well-being and caused me to become stressed when I was unable to access resources that enable me to do my job effectively. These were considerations that I did not feel were made by decision makers behind this change and I felt that if management had asked for the views of my colleagues and I, prior to implementing this decision, they would have gained an insight into how this change could have been better facilitated, whilst maintaining the respectful treatment of the officers affected by the change (Colquitt et al., 2005; as cited by Brienza and Bobocel, 2017). 

In order to reflect on the steps that my organisation is taking to raise ethical standards, I have reviewed the PEEL inspection carried out for my police force between 2018 and 2021. Within this report, it is identified that as a force, we require improvement in respect of how legitimately the force treats the public and its workforce (HMICFRS, 2020). This indicates that improvements are needed to ensure that officers are treating others within fairness and respect. However, the report indicates that the force are ‘good’ at treating their workforce fairly suggesting that the improvements required, regard external issues rather than internal (HMICFRS, 2020). However, it is worth noting that the judgment made for this aspect of the force’s performance were ‘not subject to a detailed inspection’ and results were carried over from a previous PEEL inspection (HMICFRS, 2022). This suggests that the snapshot provided for force’s ability to treat their work force legitimately may not reflect its current performance in this area. However, suggestions noted within this report to improve legitimacy and the ethical treatment of the public are those that I have witnessed within current force practices such as an enhancement of officers knowledge of unconscious bias and the use of stop and search powers (HMICFRS, 2020). I have noticed an effort to improve these aspects of ethical policing during force training days and a greater scrutiny of stop search practices. 

Overall, my sense of organisational justice has been affected by the fairness demonstrated by those in positions of leadership when allocating work load and making decisions regarding promotion and changes within the workplace. This emphasises that ethical leadership is key to improving the workforce’s sense of organisational justice and reduction in workplace related stress. In consideration of how my force has taken steps to improve ethical standards, I have noted that there has been more of a focus on improving how the force treats the public rather than its workforce. This is an aspect of my force’s performance that requires review so that results can be obtained that are reflective of current internal practices relating to ethical treatment. 
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Task 2

Relevant areas of the National Policing Curriculum: 
Evidence based policing, Research Methods and Skills, Decision-making and Discretion 

You must choose a policing incident involving a partnership approach which you played a significant role with an offender/service user/victim and reflect on what happened. 

	
Give a brief description of the problem including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

What options did you consider when adopting a multi-agency approach? 

How did you decide on the most appropriate option to mitigate or resolve the problem and how did you evaluate the available evidence?

Justify your intervention and highlight potential consequences.


1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Within this assignment, I will reflect on an incident where I demonstrated a partnership approach when aiming to prevent a young person from going missing. I will identify evidence based policing (EBP) and options that I considered when adopting a multi-agency approach and the methods I used to decide upon and evaluate the option chosen to resolve the problem. I will also provide a justification for the intervention used and highlight the potential consequences of this for the young person involved.
 
The incident related to a child who had been identified as being at risk if child sexual exploitation (CSE). The child had been regularly reported missing for a significant period of time and when returned home, she would leave again, and was often found at a close friend’s address. During one of my shifts, I had been tasked to locate the missing child and after gaining an awareness of the background of her missing episodes, I decided that I needed to try and understand the reason for her going missing to prevent further instances. I located the child at her friends address and managed to develop a rapport with where I was able to ask her to tell me why she did not want to go home and she told me that the reason regarded her fear of her mother’s partner. I contacted social services to share this information and identify what options could be used to safeguard the child. It was agreed that the child would stay with at her friend’s address pending relevant safety checks. After I left the child, I wrote a referral to social services explaining that included the account that I gained from the child and detailed safeguarding measures that could help to reduce her missing episodes. A strategy discussion was held, based on my referral, which eventually led to the child being placed outside of the family home. After this intervention, the child’s missing episodes significantly reduced.
 
Sherman (2013) claims that EBP is ‘a method of making decisions about “what works” in policing and which practices and strategies accomplish police missions most cost-effectively’ (Sherman, 2013 as cited by the Open University, 2022). In relation to this incident, I considered the need to adopt practices and strategies that would accomplish the overall aim which was prevent the child from going missing as this would not only promote the safety of the child but benefit the force due to the resources required for officers to continually investigate the child’s missing episodes.
 
In order to identify options that could be utilised in solving this problem, I needed to research information relevant to the child and her risk of child exploitation, her family background and the capacity in which social services could assist me in terms of safeguarding a regular missing child. Due to the level of police contact experienced by the child, I considered how my approach would need to focus on engaging the child so that I could determine the reason for her missing episodes. Research related to evidence-based models of policing used by police forces to protect children from sexual exploitation support this approach as the findings indicate that officers need time to engage with and support young people at risk of exploitation (IASR, 2017).
 
In addition, IASR (2017) point out that officers must also ‘recognise the value of partner agencies and work closely with them’ when supporting children at risk of CSE. This example of EBP was not something that I referred to at the time but at the time of dealing with the incident I felt that I was not able to solve this problem as a single agency and required the support of social services. I discussed potential options with the social services duty team which supported me in evaluating each option. As dictated by the National Decision Making Model, I assessed the threat and risk level of the situation and considered the contingencies to each option whilst utilising the expertise of social services (COP, 2014).
 
The first option was for the child to be returned home and due to the likelihood of the child leaving the address once returned, I considered this to be a counterproductive solution to the problem. However, when evaluating this option, I thought about how the child’s parents had parental responsibility, and how professionals had a duty to return her to them. The second option that I considered was for the child to be returned to her grandparents address however a contingency for this option, referred to the child stating that her mother would attend the address and make her go home (COP, 2014). Due to this, I did not feel that this would be appropriate action. The third option that I discussed with social services was for the child to be placed in emergency accommodation however, they informed me that this would not be possible due to the level of risk present and lack of placements. The fourth option was for the child to stay at her friend’s address where there was an adult present. The contingencies that were identified for this option regarded the safety of the address and how this would not work as a long term solution to the problem. However, this option was agreed on the condition that police and social service checks were conducted for the address of the friend to ensure that the environment was safe. 

In reference to the ‘logic model’ the child needed to be prevented from going missing and ‘data sources’ indicated that the friends address was likely to be one where she would remain overnight (COP, 2022). In ‘response’ to the problem, I chose to implement the action agreed between myself and social services and I expected the ‘output’ to be that the child would remain at the address and not go missing (COP, 2022). The expected ‘short-term outcome’ of the response I had taken was that a further missing episode would be prevented however, ‘long term changes’ would likely be as a consequence of social services intervention (COP, 2022).
 
Further evidence that supports the approach that I demonstrated can be seen in guidance relevant to the investigation of missing children which states that officers must adopt a multiagency response to identifying and ensuring the ‘safest return possible for vulnerable children’ (UK Government, 2011). The option I selected ensured the ‘safest return’ for the vulnerable child however, a systematic review of police partnership working found that ‘wider conditions of policing’ such as ‘austerity and the economic down-turn’ can affect partnership working (Ratcliffe, 2019; Munk et al, 2015). Evidence such as this may explain why officers previously had not been able to use the same approach as I did with this missing child. EBP is not always an approach that can be taken by officers and evidence suggests that it should be ‘adopted as a philosophy rather than a tactic’ due to the ‘large number of calls’ that officers are attending (Tilley and Laycock, 2014 as cited by Pepper et al 2020).
 
An approach that can be adopted by officers to encourage the use of evidence-based policing is the ATLAS model (COP, 2016). This model requires that officers ‘ask questions that challenge current practices’ which is something that I felt that I actioned when dealing with this incident. Instead of following usual missing child procedure and returning the child to her home address, I considered options that would act as long term solutions. To ‘test and critically evaluate existing research and new ideas’, due to the urgency of the situation, I tested new ideas by asking social services whether allowing the child to stay at her friends address would be suitable and received their views regarding this option (COP, 2016). I ‘learnt from existing approaches and new ideas’ by realising that current practices were not effective and that partnership working would be a better option in dealing with the problem in the long term (COP, 2016). The final stages of this model refer to officers adapting their practice as a consequence and sharing the outcomes across the service (COP, 2016). In the context of this incident, I feel encouraged to adapt my practice, to include partner agencies when trying to resolve problems that relate to vulnerability and risk and have shared the success that I had from demonstrating this approach with my colleagues and supervisors.

As result of the approach that I demonstrated, the child’s missing episodes reduced significantly and through a strategy discussion that was held as a result of views of the child that I obtained, agencies became aware that the child’s mother’s partner posed a considerable risk to her. This I feel is justification of my intervention in this incident however, I did consider how a potential consequence could be that she would become looked after and how this would be considered an adverse childhood experience (British Psychological Society, 2019). However, given the risk of violence posed to the child by her mother’s partner, I was confident that I had displayed ethical decision making by doing ‘the right thing in the right way’ which I achieved through working in partnership with social services, considering options jointly and through always considering the best interests of the child (COP, 2014; Children Act 1989).  
 
In conclusion, although I did not consciously consider EBP when deciding upon options and making decisions to solve this problem, literature relevant to partnership working and missing children supported the approach that I demonstrated. However, in future, I would like to be more proactive in using EBP to inform my practice as an officer so that I am better able to justify the decisions and approaches that I have taken when dealing with incidents and managing investigations. I have also learnt that by utilising a partnership approach through working jointly with other agencies, officers are more likely to make decisions that are evidence-based which result in long term solutions to repeat incidents.
Word count: 1650












Task 3

Relevant areas of the National Policing Curriculum: 
Vulnerability and Risk 

You must choose a policing incident in which you played a significant role with a victim of crime or anti-social behaviour and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Evaluate the appropriateness of different approaches (by professionals and the police) in supporting or managing vulnerable people or people at risk of harm. 

Evaluate what works in relation to tackling repeat victimisation and repeat offending. 


1250 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

This assignment will contain a reflection of my involvement with a victim who formed part of an investigation into offences of controlling or coercive behaviour in an intimate or family relationship, assault and false imprisonment (Serious Crime Act 2015; Offences Against a Person Act 1861). 

This incident began when I was tasked to deal with an emergency call relating to a report of a female screaming from her bedroom window for neighbours to get police. In response to this call, I completed various ‘actions’ to achieve the overall ‘aim’ which was to preserve the safety of those involved (Rolfe, 2001 as cited by University of Hull, 2022). Prior to attending the address, I confirmed that the female had been the subject of a multi-agency referral assessment conference (MARAC) and many domestic incidents that had taken place at the address where her male partner was the aggressor. Once at the address, I requested that the control room arrange for an ambulance to attend due to the victim presenting with injuries and made arrangements for other officers to arrest the suspect who had left the address. I asked the victim about her relationship with the suspect and she told me that she had ended the relationship previously and moved out, but had to return out of fear of harm and the disruption caused to her children’s lives. The victim also told me that she had been diagnosed with depression which I recognised contributed to her vulnerability. When I had conducted all preliminary investigative and safeguarding actions, I liaised with the detective sergeant in the public protection unit due to the vulnerabilities of the victim and to notify them that the incident would be graded high risk.

According to NPCC (2018) a person is considered vulnerable if, ‘as a result of their situation or circumstances, they are unable to take care of or protect themselves or others from harm or exploitation’. As a result of the victim residing with the perpetrator, her mental health and the nature of the offences alleged, I did not feel like she was able to protect herself from harm so considered her to be a vulnerable person. 

In accordance with the sixth key theme within the National Vulnerability Action Plan (NVAP), COP (2021) identify ‘clues’ that can help officers recognise ‘vulnerability-related risk’ (NPCC, 2018). In the context of this incident, the victim’s ‘fear of her partner’, ‘past experience’, ‘dependence’ and ‘the impact of trauma’ could be considered as the factors responsible for causing her to return to the suspect (COP, 2021). However, evidence suggests that the expectations and interactions that victims have with police can also be a factor in the success of interventions which indicates that the knowledge demonstrated by officers when dealing with vulnerable people is imperative. However, NPCC (2018) present evidence that suggest that ‘more could be done’ to enhance officers cultural awareness, awareness of the impact of needs and their understanding of coercion and control and the impact of trauma. Although, I felt like I demonstrated a good awareness of the victim’s culture and the impact of her needs, I could develop my understanding of coercion and control and the impact of trauma through gaining more experience and training relevant to vulnerability. 

However, a further ‘clue’ that can be present when dealing with vulnerable people is a ‘lack of recognition of abuse’ COP (2021). This indicates that vulnerable people may not have the ability to recognise that they are a victim of crime which as a result inhibit their ability to report incidents to police. In relation to this incident, it may have been the case that the victim was unable to recognise that she was becoming or continuing to be a victim of domestic abuse, causing her to stay with the perpetrator. In circumstances like this, it could be argued that outside agencies are better placed to identify vulnerable individuals, particularly if vulnerable people are fearful of speaking with police (COP, 2021). A solution to this issue could be via ‘leadership’ which is another key theme outlined in the NVAP, which dictates that police must work with communities, statutory and voluntary organisations to ensure that resources are used effectively to make vulnerable people safer (NPCC, 2020). 

In addition, the first of the seven key themes outlined in the NVAP states that police should aim to implement early intervention and preventative actions when dealing with incidents that involve vulnerable people (NPCC, 2018). As stated previously, the effectiveness of approaches taken to support vulnerable people relies on agencies being alerted to the abuse that the vulnerable person is experiencing, so earlier intervention would need to coincide with the victim report incidents. ‘Dependence’ was a ‘clue’ that I observed which may have prevented previous efforts to safeguard the victim in this incident from continuing to be effective (COP, 2021). The victim demonstrated that she had a level of dependence on the perpetrator by stating that she returned to him because of issues regarding her children. This suggests that agencies working with vulnerable people such the female in this incident, will need to focus their interventions on lessening the effects of the ‘clues’ exhibited by the victim such as a lack of independence due to having children with the perpetrator (COP, 2021).

However, theories relating to victimology indicate that victims can sometimes share a responsibility in their own victimisation and can facilitate it by ‘unintentionally making it easier for an offender to commit a crime’ (Daigle, 2017). In the context of this incident, by returning to live with the perpetrator, the victim may have made it easier for him to commit crimes against her however, I have considered how the ‘clues’ previously mentioned may become catalysts to ‘victim facilitation’ (COP, 2021; Daigle, 2017). On reflection, this has encouraged me think about how officers should not concern themselves with the choices made by a vulnerable person but rather the reasons behind the choice. Officers who do not take this approach to understanding vulnerability may develop attitudes consistent with victim blaming (Daigle, 2017). 
Guidelines published by COP (2021) state that a barrier to vulnerable people reporting incidents is their fear of being blamed or not believed. I considered how the victim may have been fearful of being blamed for disrupting her children’s lives and how this may have caused her to remain with the perpetrator. However, COP (2021) explain that ‘perceived reason for being doubted’ include ‘the victim knowing the perpetrator or being unwilling to leave the perpetrator’. This indicates that vulnerable people may sometimes choose to remain with a perpetrator despite the harm they experience, indicating that interventions in these instances, may be best targeted towards the perpetrator. 

UK Government (2013) identify ‘desistance factors’ that can be used to help professionals address ways to reduce offending which include ‘sobriety’ and ‘strong and supportive’ relationships. This suggests that if interventions are instigated by agencies to address these factors, perpetrators may be less likely to re-offend and cause further victimisation. Integrated Offender Management (IOM) reportedly improves lives within communities, reduces the negative impact of re-offending and the number of people who become victims (UK Government, 2015). One of the key principles of IOM refers to local arrangements that rehabilitate offenders through the reduction of re-offending pathways also known as desistance factors (UK Government, 2015). However, theoretical knowledge that can be used to understand criminal behaviour such as the psychodynamic theory, posits the idea that deviant behaviour is caused by ‘psychological immaturity’ and ‘weak self-control’ (HMA, 2016). It could be argued that psychological issues may impact upon the success of rehabilitation methods aimed to tackle issues such as substance misuse, financial problems and educational outcomes. Consequentially, issues affecting a perpetrators mental health and well-being may need to be addressed initially or officers may need to disrupt perpetrators through proceeding with arrests via the criminal justice system as demonstrated in this incident.

To conclude, officers must develop their awareness of vulnerability-related risk and offences where vulnerable people are likely to be harmed or exploited to identify those who are likely to become repeat victims. Leadership and partnership working are key themes that will need to be demonstrated in order to prevent repeat victimisation as well as staged rehabilitation and prosecution of perpetrators.

Word count: 1370


Task 4
Relevant areas of the National Policing Curriculum: 
Conducting investigations and information and intelligence.

You must choose a policing incident which is of serious and complex nature in which you played a significant role with an offender/service user/victim and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Consider how you have gathered, analysed and evaluated relevant information or intelligence from a range of sources as appropriate to the policing incident. Additionally, identify how you have developed the information and intelligence for the purpose of informing the tasking and co-ordination process. 

Focus on how you have made use of the additional sources of intelligence obtained through this complex investigation and explain how you have applied learning from previous serious and complex investigations.

Your reflection must illustrate your understanding and application of core principles of ethics, equality, diversity and human rights, as well as any relevant Code of Practice considerations, culturally sensitive practice and language preference.

1750 words (+/- 10%: include your actual word count at the end of each section)
 



ANSWER:

For the purpose of this assignment, I will reflect on my involvement in a warrant that was executed under the Misuse of Drugs Act 1971. Throughout this assignment, I will consider how I gathered, analysed and evaluated information and intelligence relevant to the incident and identify how this intelligence may have been used to inform tasking and coordination processes. I will also focus on how I made use of additional sources of information obtained throughout this investigation and demonstrate how I applied learning from previous serious and complex investigations.

In order to reflect on this incident, I will use the ERA Cycle which in the context of this assignment, will consist of a description of the ‘experience’, a ‘reflection’ of my how I gathered, analysed, evaluated and used information during the investigation and the ‘action’ necessary for me to improve my performance in future experiences in respect of information gathering (Jasper, 2013 as cited by the University of Hull, 2022).

My involvement in this incident began when I was tasked to collate intelligence relating to an address that was suspected to be concerned in the supply of class A drugs. The neighbourhood policing team sergeant approached me and asked me to review intelligence for an address that had been highlighted within local tasking and coordination priorities. I completed a warrant application after reviewing the intelligence available and tasked it to the inspector for authorisation. The inspector authorised the warrant application and I swore the warrant out with a justice of the peace, using several pieces of intelligence to justify its necessity. The justice of the peace asked me questions relevant to the risk assessments I had made to limit any harm caused to the occupants of the address and the checks that I had conducted relevant to the address and its occupants. The warrant application was authorised and I was present for its execution, where a quantity of class A drugs were located, large amounts of money and paraphernalia related to the supply of drugs including mobile phones were seized.

The College of Policing (COP) identify the ‘investigation process’ as beginning with the ‘instigation’ stage which in this instance required taking a ‘proactive approach’ to intelligence that had been received from a variety of sources (COP, 2021). The focus on the intelligence relevant to this incident had been instigated as a result of the tasking and coordination process. The crime and disorder reduction officer (CADRO) had identified that intelligence was building for the address which allowed the neighbourhood sergeant to identify the problem, address it as a priority and decide that the deployment of resources was necessary (COP, 2013).

The information that had been obtained came from a variety of sources that included police officers who had submitted intelligence, intelligence gained from covert human information sources and open and closed sources of information. This information allowed me to make decisions about the priorities of the investigation and plan appropriate tactical options (COP, 2015). I analysed this information by considering what bearing it had on the offences under investigation or any person being investigated as dictated in the Code of Practice of the Criminal Procedure and Investigations Act 1996. For example, some information placed individuals at the address and with the use of additional data, I was able to identify whether they should be considered as a potential suspect, occupant at the address or someone who played a less significant role in the commission of the offences. The additional information that I used included individual’s previous convictions, previous police involvement and personal details stored on police systems and telephony data such as cell site analysis as this would give more context as to why they may have attended the address (COP, 2022).

In addition, I considered the grading of each piece of intelligence which included those that had been evaluated as being reliable, untested and known both directly and indirectly. This meant that I needed to use other forms of information for corroboration, particularly when the source could not be determined (COP, 2022). Using additional information to corroborate intelligence allowed me to evaluate the sources of intelligence to determine its value to the investigation (COP, 2015). Analysing and evaluating the information in this way informed the ‘actions’ and ‘decisions’ I made throughout the planning and execution of this warrant (Innes and Sheptycki, 2006 as cited by Keningale, 2020). I also used this information to predict who was likely to be present at the address on the day of the warrant and identify the risks to safety present using previous offending and warning markers listed on police systems. This ensured that officers who assisted in the warrant wore appropriate personal protective equipment and were briefed accordingly.

The resources required for this investigation were representative of the lowest level of the National Intelligence Model (NIM) due to it only requiring the involvement of local and basic command unit resources. However, if further intelligence was gained as a consequence of the items seized from the warrant, a higher level of resourcing may have been instigated. For example, the examination of mobile devices, forensic examination of items recovered from the address and persons located at the scene may have indicated that other individuals were concerned in the supply and control of drugs who were not local. This may have instigated the need for regional involvement and advice from national experts and bordering forces which are actions representative of level two of the NIM (Keningale, 2020). On reflection, I felt that this was a possibility that I remained mindful of during the course of this investigation and and demonstrated an ‘investigative mindset’ to ensure that I examined, recorded and evaluated the information gained with this in mind (Roach and Roycroft, 2019). By doing this, I was able to identify whether any intelligence would need to form part of wider tasking and coordination processes to tackle more serious and organised crime. 

The additional sources of information that I used as part of this investigation included material from social services relating to whether any children resided at the address, DWP and voters checks for the address and open source information that I researched online relevant to the street access to the address. I used the information gained from social services to determine whether there would be a need for officers to ensure that the children were kept safe and well as a result of police presence at the address. I used the data gained from DWP and voters checks to confirm the residents at the address and utilised open source information to plan how officers would enter the address and whether there would be a need for officers trained in method of entry to attend the warrant. Completing relevant checks such as these from the sources of information mentioned contributed to utilising resources that would result in a proportionate impact to the problem identified (CENTREX, 2005). In accordance with the National Decision Making Model, the additional information that I gathered from the sources outlined allowed me as the decision maker, to assess threat and risks present, consider relevant powers and policy and identify options and contingencies (COP, 2014).

Prior learning that I considered when conducting this investigation referred to previous experiences I have had of intelligence led policing (ILP). ILP refers to policing practice that relies on ‘knowledge already acquired’ to ‘influence the directions’ that officers go in when ‘targeting particular individuals, activities’ and ‘geographical locations’ (UK Parliament, 2008). Instances where I have adopted this approach to policing have encouraged me take a thorough approach to gathering information prior to taking action to avoid instances that can affect the public’s perception of the police service. When assisting in a warrant previously, the officer in case had not carried out relevant checks to ensure that the address was that of the suspect and because of this, entry was forced and damage caused. Subsequently the occupant was extremely angry and accused officers of targeting the address due to their ethnicity. In consideration of the standards of behaviour outlined in the code of ethics, although not intentional, this method of police action did not demonstrate ‘diligence’ in the execution of duties, brought ‘discredit on the police service’ and undermined public confidence (COP, 2014).
Moreover, LeCates (2018) claims that opposing views toward intelligence-led policing refer to how the data used to take action is gathered as a result of an ‘already biased police force that targets minorities and minority neighbourhoods’. This suggests that despite action being taken as a result of information and intelligence gained, bias can still be a factor that impacts upon intelligence led policing negatively because of how it was received and by whom. In relation to the investigation used for the purpose of this assignment, I feel like I made decisions based on the merit of the intelligence presented, ‘without prejudice’ and by ‘using the best available information’ (COP, 2014).

 In addition to using previous learning, I have identified ‘action’ that is necessary for me to improve my ability to use intelligence and information in future serious and complex investigations (Jasper, 2013 as cited by the University of Hull, 2022). Some of the information sources that I used during the course of this investigation were those that I was not aware of prior to planning the warrant and because of this, I needed to be prompted to utilise certain techniques by experienced officers. COP (2014) state that officers must ‘demonstrate efficient and effective use of policing resources’ when undertaking their duties however, there is also an emphasis on officers supporting their colleagues in their work. In regards to this investigation, despite not having used intelligence methods previously, I gained the support of my colleagues to ensure that I worked efficiently when using police resources (COP, 2014).

 To conclude, it is imperative that officers utilise available intelligence and information when undertaking policing activities, particularly those that would be regarded as ‘proactive’. However, consideration must be made for intelligence to be vetted for its reliability, value and relevance to the investigation to ensure that police actions are proportionate and professional. Additional sources of information should be utilised by officers when conducting investigations to corroborate intelligence so that decisions are made that are based on the best available information. Officers should remain mindful of intelligence opportunities when conducting investigative enquiries and how new information could be used to inform local, regional and national tasking and coordination processes.

Word count: 1736










Task 5
Relevant areas of the National Policing Curriculum: 
Digital Policing, Vulnerability and Risk 

You must choose an incident involving digital technologies and reflect on how you provided an appropriate initial police response. 

	
Explain the immediate actions that you took to reduce the risk of harm caused by the incident. Detail who may be more vulnerable in this type of incident. 

1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

In this assignment, I will reflect on the immediate actions that I took to reduce the risk of harm caused by an incident involving digital technologies and explain who may be more vulnerable to incidents of this nature. ‘Digital technologies’ have created ‘new vulnerability spaces, wherein citizens’ interactions with technology (in particular, the internet) places them at risk of cyber-related harms, such as intimidation, exploitation and information leaks’ (Phippen and Bond, 2020 as cited by Rice and Skinns, 2021). This assignment will refer to a digital policing incident where cyber-related harm to the victim by the suspect preventing them from using a social media page used to promote their business.

This incident began when the victim was unable to access a social media account that he had been using for the purpose of promoting his physical training business. The victim informed me that he had been locked out of his account and had been contacted by an unknown person on another social media account demanding that he pay five hundred pounds to gain access to it again. I gave safeguarding advice to the victim to prevent any further losses from being experienced. I also told the victim to avoid having any further contact with the suspect and to inform friends, family and customers of the incident to prevent any further victimisation. I took the details of the name and contact number associated with the contact between the suspect and the victim, due to the contact taking place on a social media application that requires the use of a telephone number. This then enabled me to apply for information relating to the subscriber details associated with the mobile number used to contact the victim. Limited information was gained as a result of the subscriber checks and in light of this, I was advised by the financial crime department that no further action could be taken. I informed the victim of this outcome after confirming that the social media platform had assisted him in changing the password and regaining access to his account.

Action Fraud (2021) explain that social media accounts ‘provide a wealth of personal information’ which makes it a ‘lucrative target for cyber criminals’. In this incident, cyber criminals identified that the victim relied on the account to promote his business so used this as leverage to obtain payment for regaining access to the account. The immediate actions that I took in order to lessen the harm caused to the victim, initially involved advising ways that the victim could disrupt and prevent the suspect from extorting money from them or causing any further losses. These actions involved advising that the victim to secure other email and social media accounts that he had access to and to be cautious of suspicious messages even from those who he knows (Action Fraud n.d.). I also referred the details of the victim’s case to action fraud so that they could be signposted for further help and support (Action Fraud, n.d.). These were actions that I was aware needed to be taken from dealing with other incidents, however techniques used to investigate cyber-related crime are those that I am not entirely familiar with.

HMICFRS (2019) conducted an inspection of the police response to cyber-dependant crime and identified that despite there being a ‘well-established’ national strategy in place, the threat from this form of crime is not fully understood and is not viewed as a priority. The findings of this inspection also indicate that ‘good practice’ was not shared in a ‘structured way’ and because of this, ‘there is too much variation in the local responses to a national threat’ (HMICFRS, 2019). Findings such as these give reason as to why I may have felt unfamiliar with policing techniques used to tackle cyber-crime and indicate that this is an area of policing practice that requires improvement for myself and the police service in general. However, another reason for my limited experience of using techniques targeted at investigating cybercrime may be because of the ‘significant growth in cyber criminality’ of which are being described as ‘complex’ in nature (NCA, n.d.). The growth and complexity of cybercrime may have resulted in the police service needing to catch up with the demand of reported incidents that require the use of complex investigative techniques. However, there is policing guidance that aims to meet the growing demand of cyber-related incidents.

The NPCC’s Policing Vision 2025 outlines that digital investigation and intelligence capabilities require development to enhance officers understanding of methods that can be used to ‘counter internet facilitated, cyber enabled and cyber dependant criminality’ (NPCC, 2016). The NPCC claim that this will be achieved through giving the police workforce the ‘digital tools and expertise to investigate all incidents and crimes effectively and efficiently’ (NPCC, 2016). As previously mentioned, digital investigation techniques are those that I have not gained a great deal of experience with so I sought advice from colleagues who could assist me in identifying the digital tools necessary to progress the investigation. COP (2020) state that officers should consult with ‘those who are knowledgeable about the type of activity or lifestyle that is relevant in order to identify the opportunities that may exist’. In relation to this investigation, I gained expertise from staff members with strategic point of contact (SPOC) status who work within the department that is able to retrieve communications data and they advised that I apply for a subscriber check for the contact number used by the suspect. 

In response to this, I completed a telecoms data application requesting the subscriber information which would have been obtained through a ‘passive data generator’ (COP, 2020). As with all requests for data using passive data generators, parameters must be set prior to the retrieval of information so that ‘costs spent acquiring data are kept to a minimum and that the investigator’s time is not wasted’ (COP, 2020). This suggests that digital policing techniques must be used with objectives in mind that are specific to the data that is being requested due to the costs generated from their use. For this incident, the parameters of my request were extremely precise as I was only requesting subscriber details for one mobile phone number.

I obtained the results of the telecoms data application within four days of submitting the request as dictated under the Investigatory Powers Act 2016, due to it being considered at service level 4 which refers to ‘routine’ enquiries that will assist in an investigation. The identity of the suspect could not be confirmed from the subscriber check information which limited the lines of enquiry left for me to pursue. At this stage in the investigation, the victim informed me that he had managed to regain access to his account by contacting the social media platform himself. I informed the victim that I was unable to identify the suspect from the subscriber checks conducted which meant that there were no further lines of enquiry for me to pursue. I did this in accordance with right one and six of the Victim’s Code where it states that victims have the right to be given information so that they understand what is happening with the investigation and to be notified when ‘important decisions are taken’ (UK Government, 2020). I ensured that the victim understood why I was unable to proceed with the investigation and they stated that they accepted the outcome as they only wished to regain access to their account.

HMICFRS (2019) identify that officers should endeavour to provide ‘responses to reports of fraud’ which ‘adequately meet the needs of the victims’. On reflection, although unable to identify the suspect and proceed with a criminal investigation, the initial response that I delivered for the victim met his needs, as he was dissuaded from giving into the demands of the suspect and eventually regained the use of his account. In addition, HMICFRS (2019) also claim that reports of cyber related fraud must be dealt with appropriately when the victims are considered vulnerable. In respect of this incident, the victim was considered vulnerable to cyber related crime due to him being a business owner. UK Government (2021) state that 39% of businesses within the UK had reported ‘cyber security breaches’ within the last 12 months and that 27% of the businesses included in the former statistic, had been attacked at least once a week. This statistic illustrates the prevalence of cyber related crime on business owners and indicates the need for intervention to be targeted at this demographic. However, the HMICFRS (2019) found that even when groups of people or businesses are associated with trends in internet-related offending, ‘they were rarely targeted with advice about protecting themselves’. This indicates that despite it being known that business owners are particularly vulnerable to cyber-crime, efforts to protect them have not been considered a priority. In relation to this incident, I ensured that I gave the victim advice that could help to safeguard his social media accounts in the long term and referred him to outside agencies to gain further support.

In conclusion, the immediate actions taken to reduce the risk of harm caused by crimes involving the use of digital technologies must act to safeguard the victim and preserve any key evidence of the offence committed. However, officers need to be well-informed of the techniques used to preserve digital evidence for initial response to be efficient. The use of SPOC and communication data specialists are imperative in the effective investigation of incidents of cyber-crime, so officers should seek advice from them when identifying ways of obtaining cyber-related data. This will ensure that digital policing resources are used efficiently and precise information is sought. Evidence dictates that particular individuals and groups are more vulnerable to cyber-related crimes and that when dealing with these individuals, officers should aim to advise them of ways of protecting themselves from becoming repeat victims and investigate incidents expeditiously. 
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