Anticipation and Assessment of Risk

Executive Summary
This report aims to assess the likelihood and impact a cyber attack would have on the health and social care sector. Using the National Risk Register to identify the risk, and guidance provided by the Cabinet Office through the Emergency Preparedness framework, cyber attacks were identified as a significant and emerging threat to the organisation. 
When assessing the risk, the evolving cyber threat landscape, alongside historical cyber attacks and the high reliance on digital services across the health and social care sector were taken into consideration. The overall risk rating has been assessed as high.
In addition to assessing the risk, this report outlines risk treatment measures that can be undertaken, alongside arrangements for ongoing monitoring and review of the risk assessment to support organisational preparedness and resilience.

Introduction
The Cabinet Office’s Revision to Emergency Preparedness defines a risk as ‘a measure of the significance of a potential emergency in terms of its assessed likelihood and impact’ (Cabinet Office, 2012, p. 23).
The Civil Contingencies Act (2004) requires all Category 1 Responders to develop an accurate and shared understanding of the risks that may have an impact on the geographical area for which they hold responsibility. 
In accordance with Part 1 of The Civil Contingencies Act (2004), and as a Category 1 Responder, Public Health Wales has a duty to ‘Assess the risk of emergencies occurring and use this to inform contingency planning’ (Cabinet Office, 2015, p. 3).
In order to assist Category 1 Responders with assessing risks, the United Kingdom Government provides guidance in the form of The National Risk Register (HM Government, 2025), and The National Security Risk Assessment for each Local Resilience Forum area.
This report details how the likelihood and impact of a cyber-attacks on the health and social care system were assessed, presents the resulting risk rating, and sets out ways in which the risk can be treated, monitored and reviewed.

Risk Identification
The National Risk Register outlines 89 risks that could potentially have a major impact on significant parts of the United Kingdom, categorised into accidental risks, natural events, known as hazards, and malicious attacks, also known as threats.
For the purposes of this report, I have identified Cyber Attacks on Health and Social Care System as an emerging threat to both the organisation and the public and have assessed the likelihood and impact of the risk.
A cyber-attack can affect organisations in a magnitude of ways, including ransomware, malware, denial of services and data breaches. However, in the current climate where digital services are being utilised more each day, there are ever-changing ways of which cyber attacks can occur. 
The National Risk Register identifies the health and social care sector a target for cyber-attacks, providing a worst-case scenario where ‘catastrophic systemic service disruption due to ransomware moves quickly across the health and care IT estate’ (HM Government, 2025, p. 52). 

Risk Assessment Methodology
The risk assessment was undertaken in accordance with Chapter 4 of the Cabinet Office’s Emergency Preparedness Guidance (2012), which outlines the local responder risk assessment duties, and advocates a six-step cyclical process, involving the identification of hazards or threats within the local context, the assessment of associated risks, and considerations of appropriate risk management measures (Cabinet Office, 2012). 
Figure 1
The General Risk Management Process (Cabinet Office, 2012, p. 13)
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Risk Evaluation and Rating
As part of the risk evaluation and rating process, I assessed both the likelihood and impact of a cyber-attack affecting the health and social care sector. 
In terms of assessing the likelihood of a cyber attack affecting the health and social care system, I took into consideration previous cyber attacks that have affected the public sector. 
Beaming reports that the number of cyber-attacks on UK Businesses has risen rapidly since 2016, with around 750,000 attacks being reported in 2024, as apposed to just over 200,000 in 2016.
Figure 2
Cyberattacks on UK Businesses by Year (Beaming, 2024)
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One case study that I took into consideration was the Wannacry Ransomware Attack in 2017, where more than 300,000 computers in 150 countries were affected (NHSCFA, n.d.).
A further case study that I took into consideration was a ransomware attack on Ireland’s Health Service Executive (HSE) in 2021, which caused 80% of their digital environment to become encrypted, disrupting healthcare services throughout the country (Department of Health & Social Care, 2023). 
In 2022, the National Cyber Security Centre (NCSC) were required to nationally coordinate a response in relation to cyber-attacks, including one on an NHS 111 supplier, (National Cyber Security Centre, 2022). 
In addition to cyber-attacks that have affected the healthcare sector, the likelihood was assessed by also considering the increased reliance the healthcare sector has on information technology. The BMJ reports that the increased reliance the NHS has on technology since the COVID-19 pandemic has increased the vulnerability of cyber-attacks (The BMJ, 2021), with NHS England Digital supporting this statement by reporting that ‘During the pandemic, there was a 44% rise in ransomware attacks across the health sector’ (NHS England, 2021). Welsh Government also states that ‘the increased use of digital services poses opportunities, challenges and threats’ with ‘the global risk of cyber-attacks rising alongside the exponential pace of technological advancement’ (Welsh Government, 2023).
Taking these incidents and reports into account, I have assessed the likelihood of a cyber attack affecting the health and social care sector as medium-high.
When assessing the impact a cyber attack would have on the health and social care system, I considered the worst case scenario that if one health and social care organisation were to be affected by a cyber-attacks, it is assumed that due to the interconnected nature of the systems utilised, any malware that affects one organisation has the potential to quickly multiply and spread across the wider system, potentially impacting partner organisations and other suppliers. 
The health and social care sector across the United Kingdom are increasingly dependent on digital systems to manage patient information, coordinate responses across agencies, and deliver essential care (Department of Health & Social Care, 2023). A successful cyber-attack could result in loss of access to critical systems, providing disruption to critical services across the healthcare sector, leading to potential delays in patients accessing tests and screening services, potential delays in lab results being processed, thus leading to potential delays in treatment and surgeries. In 2024, a supplier for Guy’s and St Thomas’ NHS Foundation Trust and King’s College Hospital were targeted by a ransomware attack which completely locked down their systems. Due to the cyber attack on their supplier, NHS England reported that 10,152 outpatient appointments were cancelled and 1,710 elective procedures were delayed, and that it took 16 weeks to recover from the attack (The Lancet Digital Health, 2025)
Taking the points stated into consideration, I have assessed the impact of a cyber attack on the health and social care system as significant.
Combining the likelihood and impact scores using a standard risk matrix resulted in an overall high risk rating. 
Figure 2
5x5 Risk Matrix – adapted from SWLRF Community Risk Register 2022 (SWLRF, 2022, p. 47)
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Risk Treatment
Following the assessment of the likelihood and impact cyber attacks have on the health and social sector, appropriate risk treatment measures were considered to manage and reduce the risks posed by cyber-attacks. 
Risk treatment is defined by the Cabinet Office as ‘the process of determining those risks that should be controlled (by reducing their likelihood and/or putting impact mitigation measures in place) and those that will be tolerated at their currently assessed level’ (Cabinet Office, 2012, p. 24), and the NCSC states that treating risks involves implementing, maintaining and managing technical and non-technical controls that either reduce the likelihood of a cyber security risks happening, or reduce the impact if one does occur (National Cyber Security Centre, 2023).
Cyber security risks will require a combination of risk reduction measures, preparedness and response actions, and proportionate risk acceptance. It is vital that any measures that are implemented align with The Network and Information Systems Regulation 2018 (UK Government, 2025).
Risk reduction measures focus on lowering the likelihood of a cyber-attack occurring. Digital Health Care Wales (DHCW) has produced an Expectations Guidance including anti-virus protection, password policies, and regular penetration testing (Digital Health Care Wales, n.d.). In addition to the measures above, cyber security training for all staff is essential to reduce the likelihood of cyber-attacks occurring.
Preparedness and response measures focus on reducing the impact a cyber-attack would have on the organisation, through maintained Cyber Incident Response, Disaster Recovery and Business Continuity Plans. These plans should be supported by regular exercises and phishing simulations.
Due to the ever-changing nature of digital applications being used within the health and social care sector, cyber risks are constantly evolving, meaning that a degree of residual risk will be required to be accepted, as further mitigation is not feasible. 

Monitoring and Review
Following risk treatment measures, it is essential to ensure that cyber security risks undergo continuous monitoring and review due to the rapidly evolving nature of cyber threats. Due to the nature of cyber threats, it is important that continuous horizon scanning is undertaken, and engagement with DHCW and NCSC is prioritised to remain aware of any changes within the threat landscape, and any emerging risks.
By effectively monitoring cyber security risks, organisational resilience will be supported as preparedness activities such as exercising incident response arrangements can be informed. Outcomes and lessons learned following exercises can be utilised to update Business Continuity Plans, thus ensuring the organisation is as prepared to respond as possible.
A further way to monitoring and review cyber security risks is to be aware of local and national cyber attacks that have occurred, reviewing lessons learned, and embedding relevant lessons into the organisation. This will help to support continuous improvement, and strengthen the organisations’ ability to anticipate, respond to, and recover from cyber-attacks.

Conclusion
This report demonstrates how the likelihood and impact of cyber attack on the health and social care system were assessed, and how the outcome of a high risk rating was concluded. This report and assessment highlights that due to the increasing dependency on digital services, and the ever changing cyber world, cyber attacks pose a significant civil protection risk to the health and social care sector.
As well as assessing the risk, this report outlines appropriate risk treatment measures that can be implemented by the organisation to reduce vulnerability and strengthen preparedness and resilience. Ensuring risk assessments remain current by including learning from cyber attacks against public sector services, and keeping up-to-date with national guidance from NCSC and DHCW will ensure that the organisation is able to anticipate, respond to, and recover effectively from cyber-attacks.


Bibliography
Beaming, 2024. 2024 was worst year on record for cyberattacks on UK businesses. [Online] 
Available at: https://www.beaming.co.uk/cyber-reports/2024-was-worst-year-on-record-for-cyberattacks-on-uk-businesses/
[Accessed 13 04 2026].
Cabinet Office, 2012. Chapter 4 Local Responder Risk Assessment Duty - Revision to Emergency Preparedness. [Online] 
Available at: https://assets.publishing.service.gov.uk/media/5a789647e5274a3b4807f079/Chapter-4-Local_20Responder-Risk-assessment-duty-revised-March.pdf
[Accessed 11 04 2026].
Cabinet Office, 2012. Glossary Revision to Emergency Preparedness. [Online] 
Available at: https://assets.publishing.service.gov.uk/media/5a75afda40f0b67f59fced2b/EP_Glossary_amends_18042012_0.pdf
[Accessed 11 04 2026].
Cabinet Office, 2015. Civil Contingencies Act 2004: A Short Guide (revised). [Online] 
Available at: https://www.merseysideprepared.org.uk/media/1053/15mayshortguide.pdf
[Accessed 10 04 2026].
Department of Health & Social Care, 2023. A cyber resilient health and adult social care system in England: cyber security strategy to 2030. [Online] 
Available at: https://www.gov.uk/government/publications/cyber-security-strategy-for-health-and-social-care-2023-to-2030/a-cyber-resilient-health-and-adult-social-care-system-in-england-cyber-security-strategy-to-2030#:~:text=Cyber%20security%20as%20a%20critical,respon
[Accessed 11 04 2026].
Digital Health Care Wales, n.d. Expectations Guidance Document. [Online] 
Available at: https://dhcw.nhs.wales/ig/ig-documents/ig-toolkit-supporting-resources/requirement-guidance-documents/3-information-security/
[Accessed 12 04 2026].
HM Government, 2025. National Risk Register 2025 Edition. [Online] 
Available at: https://assets.publishing.service.gov.uk/media/67b5f85732b2aab18314bbe4/National_Risk_Register_2025.pdf
[Accessed 11 04 2026].
National Cyber Security Centre, 2022. Annual Review 2022. [Online] 
Available at: https://www.ncsc.gov.uk/files/NCSC-Annual-Review-2022.pdf
[Accessed 11 04 2026].
National Cyber Security Centre, 2023. Cyber security risk management framework. [Online] 
Available at: https://www.ncsc.gov.uk/collection/risk-management/cyber-security-risk-management-framework#section_6
[Accessed 12 04 2026].
NHS England, 2021. The importance of good cyber security during a pandemic. [Online] 
Available at: https://digital.nhs.uk/blog/transformation-blog/2021/the-importance-of-good-cyber-security-during-a-pandemic#:~:text=Healthcare%20remains%20a%20prime%20target,then%20to%20the%20wider%20NHS.
[Accessed 13 04 2026].
NHSCFA, n.d. Malware. [Online] 
Available at: https://cfa.nhs.uk/fraud-prevention/reference-guide/cyber-enabled-fraud/cyber-threats/malware#:~:text=In%202017%2C%20the%20NHS%20was,300%2C000%20computers%20in%20150%20countries.
[Accessed 12 04 2026].
SWLRF, 2022. Community Risk Register 2022/23. [Online] 
Available at: https://www.southwaleslrf.co.uk/media/ktgaychh/swlrf-risk-register-2022-version-14-public.pdf
[Accessed 12 04 2026].
The BMJ, 2021. Who is hacking the NHS during a pandemic?. [Online] 
Available at: https://www.bmj.com/content/373/bmj.n1230#:~:text=How%20has%20covid%2D19%20exacerbated,in%202020%2C%E2%80%9D%20said%20Thielemann.
[Accessed 13 04 2026].
The Lancet Digital Health, 2025. Overlooked and under-reported: the impact of cyberattacks on primary care in the UK National Health Service. [Online] 
Available at: https://www.thelancet.com/journals/landig/article/PIIS2589-7500(25)00061-5/fulltext#:~:text=Final%20data%20from%20NHS%20England,weeks%20after%20the%20initial%20shutdown.
[Accessed 13 04 2026].
UK Government, 2025. The Network and Information Systems Regulations 2018. [Online] 
Available at: https://www.legislation.gov.uk/uksi/2018/506
[Accessed 12 04 2026].
Welsh Government, 2023. Cyber action plan for Wales. [Online] 
Available at: https://www.gov.wales/cyber-action-plan-wales-html#:~:text=The%20increased%20use%20of%20digital,impact%20of%20a%20cyber%2Dattack.
[Accessed 13 04 2026].


image2.png
‘Average Cyberatacks per Business

00000

600000

00000 ——————————————|

200000

206

Cyberattacks on UK Businesses by Year

2017

w9 22 2m

Source: Beaming co.uk

223

Bearing

2024




image3.png
Risk Rating Matrix
‘The matrix below supports the assessment of risk:-

Catastrophic
)

Significant
@)

Moderate
@)

Impact

Minor
@

Limited
&}

Low  Medum  Medum  Medum High
[} Low (2) [€) High (4) ®

Likelihood




image1.png
Communicate and consult

Monitor and review





