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Abstract/Synopsis
A research proposal on the impact of mandatory cybersecurity training for all organisation staff to enhance the overall security surface. The impact of the global pandemic and other contributing factors reshaped the way several organisations operate and moved to homeworking or to hybrid model. Although large changes have been made cyber security awareness and education for staff remains often overseen. The proposed research if successful would encourage employers to make cybersecurity training a mandatory module.
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[bookmark: _Toc99624107]Chapter 1-Introduction
[bookmark: _Toc99624108]1.1 The purpose of the study
In modern days, organisations are facing greater risks of cyber threats and incidents occurring. Due to this, organisations take all measures to strengthen their endpoint security thus including end user computing (EUC), users, servers, networks, web applications and the list continues. Recently human errors became an increasingly high factor that resulted in security breaches and these human errors result in confidential data and cyber data breaches. [1] With this outlined, one of the factors that is responsible for cyber incidents is often forgotten about; staff training and awareness. Cyber security awareness training is currently not a mandatory course in most UK based organisations. Cyber security is also not embedded into everyone’s culture and the majority of UK school children are exposed to cyber security through national extra-curricular competitions, rather than through mandatory teaching methods. [2] Due to this, staff are often responsible for cyber security breaches and incidents due to lack of knowledge, training and irresponsible use of equipment. Employees that are unaware are more vulnerable to social engineering cyber-attacks. [1] The purpose of the research is to establish if mandatory cyber security training strengthens the overall security surface of an organisation. 

[bookmark: _Toc99624109]1.2 Importance of research
In 2020 with the start of the COVID-19 pandemic organisations adapted to a new approach of working; home office working. Although in 2022 the public health guidelines and safety measures eased, another new approach became popular to use by organisations. The hybrid approach is used by organisations that allows staff to carry out their work in an even ratio both working from home and in the office. [3] Many organisations decided to keep the home office approach for staff where office attendance is not required of them. Home working came unforeseen and organisations were unprepared for the increase of cyber-threats that followed with it. [4] Staff working from home connecting to the organisation’s private network using the organisation's equipment comes with many cyber security risks and emphasises the need for mandatory cyber security training for all staff. In 2022 due to the ongoing unfortunate threat tensions in Eastern Europe, organisations are required to be on guard in an event of cyber threats. Historically, tensions from Russia often affect surrounding geographical locations with cyber incidents occurring. The National Cyber Security Centre (NCSC) advises organisations to act following Russia’s attack on Ukraine and take action to improve their resilience with heightened cyber threat. [5] This also emphasises the requirement for cyber security training for all staff. With the ongoing security risks and threats outlined, the purpose of the research is to establish if mandatory cyber security training strengthens the overall security surface of an organisation. 

[bookmark: _Toc99624110]1.3 Rationale of study
The study is worth doing as it shows the effects cyber security awareness training courses have on organisation’s security. Organisations mainly rely on technical solutions, however as a matter of fact, a significant number of information security incidents are due to exploitation of human elements that result in the most security incidents. [6] It is difficult to establish the effect of cyber security training that organisations arrange for staff due to various factors. As cyber security awareness training is not mandatory in most organisations, majority of staff do not view the area with importance and priority. By providing employees with security awareness as part of the company protection process rather than all focus being on implementing technology to reduce cyber risks, human awareness of security will significantly reduce the risks and encourage changes in staff cyber awareness. [1] Such study on how mandatory cyber security training would affect the overall security surface of an organisation has not been carried out by fellow researchers. The successful research would benefit organisations and potentially influence their cyber security policy by making cyber security awareness a mandatory training course for all staff.

[bookmark: _Toc99624111]1.4 Research problems
The research is to address the critical problem organisations face with cyber threats in modern days. A significant number of security incidents that organisations report are due to exploitation of human elements. [6] Most incidents recorded are in result of reckless users, lack of training for staff and lack of technical knowledge staff acquire. In result of staff not receiving cyber security awareness training, it makes it easier for bad actors to target these users and trick them to fall for malicious activity. Malicious incidents include receiving phishing email, downloading or installing unauthorised content onto company network devices, installing malware onto devices connected to the organisation’s network. Research found that 77% of company’s data breaches are due to exploitation of human weakness. [7]

[bookmark: _Toc99624112]1.5 Independent and dependent variables
The independent variable (IV) is the variable that is changed and the dependent variable (DV) is the variable affected by the change implied. The research IV change is cyber security awareness content provided to participants and the DV is measured using the knowledge of the participants affected by the change implied.
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[bookmark: _Toc99624146]Figure 1-Research DV and IV

Example of experiment:
The aim of the research is to determine the impact of mandatory cyber security training on organisation staff.
To see the changes in the awareness knowledge, the tests are divided into two parts. The pre-test does not provide any cyber security awareness content to participants prior to taking the test. The post-test provides cyber security awareness content to participants prior to taking the test.
The participants during pre-test and post-test remain the same, and both tests include the same cyber security related questions. Figure 1 demonstrates the DV and IV of the research. The DV is the test score in the pre-test and post-test, and the IV is the exposure of cyber security training of participants.


[bookmark: _Toc99624113]1.6 Hypothesis and theory
The hypothesis is the assumption of the research outcome based on information researched and is made prior to conducting the experiment. The research hypothesis is that mandatory cyber security training for all staff enhances the overall security surface of organisations. This is supported by research found that the biggest threat factor for cyber security incidents is lack of user knowledge and training.  Careless and uninformed users are the second most likely contributing factor to a serious security breach, with the most likely contributing factor being viruses, malware and trojans. This is a risk that organisations are searching to mitigate. [8] 

The theory is the assumption made to explain the research facts and phenomenon. The theory of the research is supported by data collected by other researchers to explain how or why the results have been achieved. The theory is made following the collection of evidence from the tests carried out in the research. The theory of the following research is that cyber security can be strengthened in organisations by delivering mandatory cyber security awareness training for all staff.

[bookmark: _Toc99624114]1.7 Boundaries
In the first stage of the study, research carried out on related work conducted by other researchers on cyber security awareness is to be used to aid design pre-test, post-test and develop an educational awareness training video. In the following stage, a website is developed to act as a testbed where all participants participate in the pre-test, watch the educational awareness video and complete the post-test. In the final stage of the study, the findings are collected, compared and evaluated to conclude why mandatory cyber security training for all organisation employees would benefit the overall security based on the impact on how the cyber security awareness content delivered effected pre-test and post-test results.

The project is set to include 50 participants whom remain anonymous, and are to be grouped using job sector genres. The goal of the project is set to demonstrate the impact of cyber security awareness training for employees. This is to be evaluated based on the pre-test and post-test result’s comparisons. All participants are responsible for completing the testbed from start to finish. This role of the participants is vital to the project’s success to collect primary data.


[bookmark: _Toc99624115]1.8 Key concepts
The key concept of the research is to establish if mandatory cybersecurity training would strengthen the overall security surface. This to be achieved by observing the impact of cyber security awareness training.

Aim:
The aim of the research is to gather primary data through pre-test and post-test on selected participants and demonstrate an educational awareness video in between tests. This is to determine the if mandatory cyber security awareness training for all employees would benefit the overall security surface of organisations. 

Objectives:
· Carry out literature review on security threats that organisations face, cyber security awareness and training delivery methods, and physical device security.
· Design pre-test and post-test content to include set of cyber security related questions. Develop educational awareness video to show selected participants in between the tests.
· Develop a website to be used as a testbed where participants are required to perform pre-test, watch video and perform post-test.
· Collect and compare the findings of re-test and post-test. Evaluate data collected on how the cyber security awareness video delivered in between tests impact the selected participants and their cyber security awareness and skills.
· Make conclusion on how mandatory cyber security training would benefit the overall security surface of organisations.


[bookmark: _Toc99624116]Chapter 2-Literature Review
[bookmark: _Toc99624117]2.1 Introduction
The following chapter reviews the impact of cyber security awareness training for employees and similar studies that have been carried out to understand the best method and the benefits of conducting the research. Further research conducts research on security threats that organisations face to outline the types of risks and threats that users need to be aware of in their surroundings. This also includes the largest contributing threats towards organisations that employees and the organisation would potentially fall victims to.

[bookmark: _Toc99624118]2.2 Research 1-Cyber security awareness training
A critical review of Wu He and Zuopeng Zhang, 2019, Enterprise cybersecurity training and awareness programs: Recommendations for success, Journal of Organisational Computing and Electronic Commerce. [9] The found article is part of the Journal of Organisational Computing and Electronic Commerce. The paper is aimed to highlight the importance of successful cyber security training awareness courses in organisations by identifying the best practices to help organisations develop effective cyber security training and awareness programs. [9]

A critical review of Moti Zwilling, Galit Klien, Dusan Lesjak, Lukasz Wiechetek, Faith Cetin and Hamdullah Nejat, 2020, Cyber Security Awareness, Knowledge, and Behaviour: A Comparative Study, Journal of Computer Information Systems. [10] The found article is part of the Journal of Computer Information Systems and the paper is aimed to highlight the potential threats to information security that the increase of data usage and internet consumption contribute. [10] The article found that the increase of data usage and internet consumption contribute to the requirement of further cyber security training. The results found that internet users possess cyber security threat knowledge, however they only apply the minimal threat protection which are usually the simplest ones. [10] the study also found connectivity between the level of cybersecurity awareness and the gender of the individual. [10]

A critical review of Hussain Aldawood and Geoffrey Skinner, 2018, Educating and Raising Awareness of Cyber Security Social Engineering: A Literature Review, IEEE International Conference on Teaching, Assessment, and Learning for Engineering. [11] The found article is part of the IEEE International Conference on Teaching, Assessment, and Learning for Engineering and the aim of the article is to identify various social engineering cyber security threats that are as result of human errors and detail how security education programs can increase the user’s awareness and educe the risk of cyber security incidents. [11] The research found that social engineering is the best practice of taking advantage of human weakness by manipulating the users into malicious goals. [11] The research also found that one of the best solutions to combat human weakness is through effective training and education. [11] The research is beneficial to the proposed project as it details how innovative information security education programs can effectively increase the employee awareness and reduce the number of cyber security incidents.

A critical review of Alex Koohang, Alojzy Nowal, Joanna Paliszkiewicz and Jeretta Horn Nord, 2019, Information Security Policy Compliance: Leadership, Trust, Role Values, and Awareness, Journal of Computer Information Systems. [12] The found article is part of A Journal of Computer Information Systems and is aimed to identify which of the effective variables (leadership, trusting beliefs, role values or awareness) is the most influential in order to predict the employee’s intentions to comply with the organisational security policies. [12] The research methodically examined the data and found that infact all four variables influenced the employee’s intentions to comply with organisational security policies and requirements. [12] This research is beneficial to the project as it shows that awareness is a contributing variable to employees complying with security policies.

A critical review on Inho Hwang, Robin Wakefield, Sanghyun Kim and Taeha Kim, 2019, Security Awareness: The First Step in Information Security Compliance Behaviour, Journal of Computer Information Systems. [13] The article is part of Journal of Computer Information Systems and the aim of the study is to outline the connection between attentional phase of social engineering method and work-based security experiences by observing the employee’s security awareness. [13] The research found that users gain security awareness through both explicit and subjective security experiences through employment. [13] The research found that knowledge on physical systems does not contribute towards security awareness, however security education, policies, visibility and security participation from managers are beneficial for enhancing security awareness. [13] The research found that managerial participation strengthens the internal organisation links between physical security efforts and security awareness. [13] This is beneficial to the proposed research as it shows the direct link between cyber security awareness and the increase of overall security surface of the organisation.


[bookmark: _Toc99624119]2.3 Research 2- Contributing security risks and threats in organisations
A critical review on Sudakshina Mandal and Danish Ali Khan, 2020, A Study of Security Threats in Cloud: Passive Impact of COVID-19 Pandemic, International Conference on Smart Electronics and Communication. [14] The article is part of International Conference on Smart Electronics and Communication, and the aim of the research is to discover the security changes due to the use of cloud platforms and highlight areas causing security breaches, providing preventive solutions. [14] The article is useful as it was written to research the impact of the COVID-19 pandemic on organisations and the unprecedented growth of cloud, data breaches and cyber security as a result of adapting the use of cloud infrastructure. [14] This contributes to the proposed research as it closely related to the research topic and question. The article shows the necessity of cyber security awareness training following the increase of cyber risk factors which provides further reason as of how mandatory cyber security awareness training would benefit the overall security of organisations. [14]

A critical review on Roaa Al Nafea an Mohammed Amin Almaiah, 2021, Cyber Security Threats in Cloud: Literature Review, International Conference on Information Technology. [15] The article is part of the International Conference on Information Technology and the aim of the article is to outline the most popular threats in cloud system environment and the mitigation techniques to combat these threats. [15] The article was written as many organisations use cloud systems to facilitate large data, not knowing the security and privacy threats that the use of these systems cause and actively avoid the important techniques and procedure solutions that should be implemented on cloud systems. [15] The article found that several organisations and small enterprises have moved to cloud systems, the cause of death security issues are required to be addressed van migrating to the cloud. [15] The article also found that the responsibility is between the client and the service provider to mitigate the threats at all stages as much as possible. [15] This article is useful for the proposed research as it outlines security issues that organisations face, which both the client and service provider are responsible for mitigating. Users being aware of threats which mandatory cybersecurity awareness training would contributes towards would achieve this from both client and service provided perspective.

A critical review on Cyril Onwubiko, 2017, Security operations centre: Situational awareness, threat intelligence and cybercrime, International Conference on Cyber Security And Protection Of Digital Services. [16] The Found article is part of the International Conference on Cyber Security And Protection Of Digital Services, and the aim of the research is to provide improved situational cyber security awareness to help detect common and frequent exploits. [16] The research found a gap between cybersecurity and cyber threats, due to changes and advancements that are present in current days. [16] The study also found that this gap provides wider opportunities for cyber threat actors to carry out malicious activities successfully. [16] This research found is useful for the proposed project as the gap between cyber security and cyber threats demonstrate that organisations are challenged by keeping up to date with new changes and advancements of information technology and users are required to have more responsibility over the decisions and actions to stay cyber protected. This is also informative to the proposed study Contributes evidence of the need for cyber security awareness training for staff working in organisations in order to spread the responsibility between clients and service providers.

A critical review on Hamad Al-Mohannadi, Irfan Awan, Jassim A Hamar, Yousef Al Hamar, Mahammad Shah and Ahmad Mussa, 2018, Understanding Awareness of Cyber Security Threat among IT Employees, 6th International Conference on Future Internet of Things and Cloud Workshops. [17] The article is part of the 6th International Conference on Future Internet of Things and Cloud Workshops, and the aim of this research is to examine the awareness of cyber security amongst IT employees. [17] The research was carried out as cyber-attacks are an increasing threat on people and organisations with a large impact. [17] The research states that all employees are required to handle cyber-attacks through intrusion detection systems and intrusion prevention systems as well as required the possess enough knowledge and competency to operate and handle incidents. [17] This research is useful for the proposed project as it demonstrates the level of cyber security awareness amongst employees and demonstrates the requirement of all employees having some level of cyber security knowledge and competency.

A critical review on Kamil Halouzka, Ladislav Burita and Pavel Kozak, 2021, Overview of Cyber Threats in Central European Countries, Communicational and Informational Technology. [18] The article is part of the Communicational and Informational Technologies and the aim of the article is to provide overview of the most recent cyber threats and types of attacks and evaluate the objectives of cyber-attacks through the viewpoint of the organisation. [18] The article found that the most common types of attacks are malware, ransomware, phishing, and spear phishing which are currently on the rise and are likely to be encountered by not just ordinary users but also by employees of organisations.[18] This article is useful for the proposed research as its highlights that the most common types of threats can be encountered through human error and in order to increase security of an organisation, the employees are required to be aware  of the threats that they are facing. This research also relates to the NCSC advice discussed earlier in the proposal that instructs organisations to act following Russia’s attack on Ukraine and take action to improve their resilience with heightened cyber threat. [5] Although the research is based on Central European countries, the security threats outlined in the article impact organisations globally and the NCSC is actively monitoring cyber related threats globally.

[bookmark: _Toc99624120]2.4 Conclusion
In conclusion the impact of cyber security training for employees has been studied using the research literature carried out by other researchers. The articles discuss the contributing factors and variables that enhance security risks that organisations face and proves the need for further cyber security awareness training. Further research has also been critically reviewed to overview emerging contributing security risks and threats that organisations face in modern days. The research found further evidence for the need of further cyber security awareness training as organisations are required to harden their security surface in current days more so than ever. The research also found that most threats are global and although some have been around for long years, they are still impacting the security of organisations, some more than ever.

[bookmark: _Toc99624121]Chapter 3-Methodology
[bookmark: _Toc99624122]3.1 Introduction
The following chapter provides an overview of the methodology used for the project research. The chapter provides reasoning behind the selected methods and the advantages of those chosen methods contributing towards a successful project. Furthermore, advice on how to tackle disadvantages if the methods array any is provided. The methodology follows the research onion diagram by Saunders Et Al that is used to select the best methods specific to the project. [19]
[image: The research 'onion' (Source: Saunders et al., 2007) ]
[bookmark: _Toc99624147]Figure 2-Research onion diagram [19]
Figure 2 demonstrates the research onion diagram that outline the different stages required and methods used to conduct a successful project.


[bookmark: _Toc99624123]3.2 Research overview
The nature of the project is to establish the impact that cyber security awareness training provides for employees working in organisations. The hardware used to perform the project include a PC to set up the testbed for the participants. The required features for the project include a website for testbed, pre-test questions, post-test questions and awareness video. The tool used to gather the primary data and analyse it by putting it into graphs is Excel.


[bookmark: _Toc99624124]3.2.1 Research process
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[bookmark: _Toc99624148]Figure 3-Research Process
Figure 3 demonstrates the process of the research based on the onion diagram.


[bookmark: _Toc99624125]3.2.2 Philosophies
The philosophy used is positivism as the approach to the study relies on scientific evidence that include experiments and statistics to conclude the research. The experiment is observable and the data is observed over the period of the experiment. The data outcomes collected are comparable. During the experiment, two tests are required to be carried out by the participants. In between these tests, an educational awareness video is demonstrated.


[bookmark: _Toc99624126]3.2.3 Approach 
Inductive approach is used in the methodology as the project is to test a new theory or hypothesis. The experiment hypothesis is that mandatory cyber security awareness training can enhance the overall security surface of organisations. The alternative hypothesis is that mandatory cyber security awareness training content to employees will benefit the overall security surface of the organisation. The null hypothesis is that mandatory cyber security awareness training content to employees does not provide a beneficial impact on organisations security.


[bookmark: _Toc99624127]3.2.4 Strategies
The strategy used in the methodology is experimental as the process of successfully meeting the project aim requires experiments to be carried out. The experiment requires two tests (DV) to be carried out, and in between the tests an awareness video (IV) presented to all participants. The tests require all participants to answer cyber security related questions. The awareness video displayed to all participants contains the answer to the tests, delivered in an educational manner. The experiment process for all participants to follow is pre-test (Test 1), watch awareness video and take post-test (Test 2). The aim of the project is met once the hypothesis is proven. The testbed is set up with the aid of a website that meets minimal security standard requirements. All participants are prompted to enter criteria of job role upon entering the website. Using the website, both tests and awareness video is displayed to all participants. Data from pre-test and post-test is collected and grouped using the employment criteria of participants. Data is only stored successfully upon total completion of experiment.


[bookmark: _Toc99624128]3.2.5 Choice
The choices used in the project are multi methods as two experiments (pre-test and post-test) are to be conducted, compared and evaluated to meet the hypothesis. This method is based on the use of multiple methods of research with the use of qualitative methodology. The qualitative methods used in the experiment are the pre-test and post-test. The first method is the pre-test where the participants are not provided with awareness content on the test topic. The second method is the post-test where participants are required to answer the same questions following them being exposed to cyber security awareness content (video). The data from both tests is collected on the website and displayed into suitable graphs and charts to be evaluated.


[bookmark: _Toc99624129]3.2.6 Time horizons
The time horizon is the timeframe of the research. The timeframe of the following research is cross sectional as data is collected and observed over a short period of time, rather than over years. This approach is suitable for the selected project with the run time of the project being less than a year to make a strong conclusion. Throughout this process of the project, primary data is to be documented, captured and valuated to demonstrate the timeline of the experiment. The data gathered during the experiment can be collected and observed over a short period of time to conclude the project hypothesis.


[bookmark: _Toc99624130]3.2.7 Techniques and Procedures
The techniques and procedures used in the research is data collection-analysis. The project uses primary data and qualitative data which are placed into appropriate graphs, charts and tables to view the results and make a conclusion.


[bookmark: _Toc99624131]3.3 Conclusion
In conclusion, the chapter provides an overview of the design and process of the experiment. The project is taking a scientific approach and is using positivism philosophy. The approach is inductive as a new hypothesis is being tested with the research. The project strategies used are experimental as through the process of the project, multiple experiments are to be carried out by participants to reach a conclusion. Multi methods are used as qualitative data are being compared to reach the results and meet the aim. As the data is collected and observed over a short period of time, the time horizon used is cross sectional. The data collected during the research is raw primary data, and the techniques used to sort these data and visually view them include graphs, charts and tables.
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[bookmark: _Toc99624149]Figure 4-Research method process
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[bookmark: _Toc99624150]Figure 5-Mock design of testbed
Figures 4 and 5 provide an overview of the process of the design for the research methods and test bed. Users are to complete test 1, watch the cyber security educational video, take test 2, and show results. All results gathered from the data is to be logged in graphs to show before and after of completion of the tests. Although the designs are not the final design, they provide insight into the project’s operations.


[bookmark: _Toc99624132]Chapter 4-Results
[bookmark: _Toc99624133]4.1 Introduction
The following chapter discusses the results and statistical figures to be used in order to answer the research question. Although the results at the proposal stage are not present, the chapter highlights the type of data to be collected and statistical procedures to be taken during the research. 

[bookmark: _Toc99624134]4.2 Collection of primary data
Primary data is collected during pre-test and post-test phase of the experiment. This data is later inserted into appropriate charts to visualise the impact of the educational awareness video demonstrated in between the two tests.
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[bookmark: _Toc99624151]Figure 6-Primary data collection process
Figure 6 demonstrates the process of primary data collection from pre-test and post-test. All participants are required to take part in pre-test and post-test, where primary data is collected from both tests and the results are comparable. 


[bookmark: _Toc99624135]4.3 Demonstration of results
The primary data collected during the experiment is to be placed into appropriate charts as a statistical procedure to visually understand the impact of the cyber security awareness video that the participants are required to watch. Although at this stage there is no data to place into charts, the proposal is demonstrating the assumed results of the experiment.
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[bookmark: _Toc99624152]Figure 7-Total percentage of results pre-test
Figure 7 illustrates the proposed method of collecting and sorting the total primary data from pre-test. This data is placed into a pie chart.
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[bookmark: _Toc99624153]Figure 8-Total percentage of results post-test
Figure 8 illustrates the proposed method for the collection of the expected primary data from post-test. This predicted data is also placed into a pie chart to compare the two results.
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[bookmark: _Toc99624154]Figure 9-Pre-test and post-test results based on job type
Figure 9 illustrates the pre-test and post-test results based on the participant’s job type. The data from both tests is illustrated using a stacked column chart. This particular chart is chosen as it clearly highlights the change in results following the educational awareness video played between the tests.
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[bookmark: _Toc99624155]Figure 10-Pre-test results based on gender
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[bookmark: _Toc99624156]Figure 11- Post-test results based on gender
Figure 10 and 11 illustrates the pre-test and post-test results based on gender. This method is selected as earlier research carried out on Cyber Security Awareness, Knowledge, and Behaviour: A Comparative Study, Journal of Computer Information Systems found a direct connectivity between cyber security awareness and the gender of the participant. [10] Both primary data collected are illustrated in cluster columns based on job types and the gender of the participant. This is to monitor if the participant’s gender contributes any impact on their cyber security awareness.
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[bookmark: _Toc99624157]Figure 12-Pre-test based results based on age

[image: Chart, bar chart

Description automatically generated]
[bookmark: _Toc99624158]Figure 13-Post-test results based on age
Figure 12 and 13 illustrates the pre-test ad post-test results based on age. The primary data collected is placed into cluster columns similarly to the method used in gender. This helps demonstrate if there is a connectivity between the individual’s age and their cyber security awareness. 
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[bookmark: _Toc99624159]Figure 14-Pre-test and post-test line with markers chart
Figure 14 illustrate the pre-test and post-test results of the experiment. Both data is placed into a line with markers chart. The selection of this chart is so the data can be clearly allocated, and the changes can be easily visually noticed with the help of the markers. 


[bookmark: _Toc99624136]4.5 Conclusion
In conclusion various types of charts are selected to be used during the experiment. These include stacked columns, pie charts, clustered columns and line with markers charts. All primary data results received from participants is placed into these charts to help answer the research question. The results gathered are to be evaluated and criticised against the critical literature review conducted earlier on in the research.


[bookmark: _Toc99624137]Chapter 5-Evaluation
[bookmark: _Toc99624138]5.1 Introduction
The following section elaborates the potential impact of the proposed research to be carried out including the limitations and weaknesses of the proposed research. The literature review carried out in Chapter 2 is used to provide the potential impact of the proposed research.


[bookmark: _Toc99624139]5.2 Summary
Based on this finding there is confidence that the research is achievable, beneficial and can answer the proposed research question. Based on these findings it is evident that there is further need for research into the impact of mandatory cybersecurity awareness training and the proposed research is worth doing. The study is beneficial as it demonstrates to organisational leaders the impact of mandatory cybersecurity training for all staff and the benefits that can bring to the organisation.


[bookmark: _Toc99624140]5.3 Limitations and weaknesses
All research is accompanied by limitations and weaknesses that can arise during any part of the project. The identified limitations and weaknesses of the proposed research include:
· Difficulty allocating correct number of participants to take part in the experiment to collect enough data to be analysed.
· Participants failing to focus on the experiment and inputs false data.
· Participants inputting falls inaccurate data. An example of this is guessing the answers to the questions.
· Selected participants failing to complete experiment.
· Time constraint of research. Excellent time management is necessary to complete successful research in short space of time.
· Financial constrains impact the use of tools and require for more free open source tools to be used during the experiment and the se up of testbed.


[bookmark: _Toc99624141]5.4 Conclusion
In conclusion the proposed project comes with several factors that encourage for the research to be carried out. This includes several ways of demonstrating how cybersecurity awareness can enhance the overall security surface of organisations. The research is worth conducting as although other similar research has been carried out by other researchers, the question of would mandatory cyber security awareness for all staff enhance the overall security surface has not been researched. This factor would feed back to employers further valid reasons of why mandatory cyber security training for all staff is necessary. Furthermore, the limitations and weaknesses of the proposed research are discussed to outline the foreseeable obstacles that the project could potentially face.
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[bookmark: _Toc99624160]Figure 15-Gantt Chart
Figure 15 demonstrates the Gantt Chart of the process of the project including the timeline and list of tasks to complete.
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[bookmark: _Toc99624161]Figure 16-Closer view of Gantt Chart
Figure 16 demonstrates a closer view of the Gantt Chart including the tasks, duration of tasks, start and finish dates of tasks and brief description of tasks.
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[bookmark: _Toc99624162]Figure 17-Closer view of Gantt Chart timeline
Figure 17 demonstrates a closer view of the timeline of the project tasks. The duration of the project is to start from May and research is carried out until September.
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[bookmark: _Hlk99586330]APPLICATION FOR ETHICAL APPROVAL

In order for research to result in benefit and minimise risk of harm, it must be conducted ethically. A researcher may not be covered by the University’s insurance if ethical approval has not been obtained prior to commencement.

The University follows the OECD Frascati manual definition of research activity: “creative work undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of man, culture and society, and the use of this stock of knowledge to devise new applications”. As such this covers activities undertaken by members of staff, postgraduate research students, and both taught postgraduate and undergraduate students working on dissertations/projects.

The individual undertaking the research activity is known as the “principal researcher”.

Ethical approval is not required for routine audits, performance reviews, quality assurance studies, testing within normal educational requirements, and literary or artistic criticism.

Please read the notes for guidance before completing ALL sections of the form.

This form must be completed and approved prior to undertaking any research activity. Please see Checklist for details of process for different categories of application.  

Delete the Guidance Notes at the end of the form BEFORE submitting your application

SECTION A: About You (Principal Researcher)
	1
	Full Name:
	Aida Luca Lamer

	2
	Tick all boxes which apply:

	Member of staff:
	☐
	Honorary research fellow:
	☐

	3
	Undergraduate Student
	☐	Taught Postgraduate Student
	☒	Postgraduate Research Student
	☐


	4
	Institute/Academic Discipline/Centre:
	
Swansea IQ

	5
	Campus:
	Swansea IQ


	6
	E-mail address:
	
1706552@student.uwtsd.ac.uk

	7
	Contact Telephone Number:
	
07539845454

	
	For students:

	8
	Student Number:
	1706552

	9
	Programme of Study:
	MSC Computer Networks and Cyber Security

	10
	Director of Studies/Supervisor:
	Supervisor not yet been assigned




SECTION B: Approval for Research Activity
	1
	Has the research activity received approval in principle?
(please check the Guidance Notes as to the appropriate approval process for different levels of research by different categories of individual)
	YES
	☐	NO
	☒
	
	
	Date

	2
	If Yes, please indicate source of approval (and date where known): Approval in principle must be obtained from the relevant source prior to seeking ethical approval
	Research Degrees Committee
	☐	

	3
	
	Institute Research Committee
	☐	

	4
	
	Other (write in)

	☐	



SECTION C:  Internal and External Ethical Guidance Materials
	
	Please list the core ethical guidance documents that have been referred to during the completion of this form (including any discipline-specific codes of research ethics, and also any specific ethical guidance relating to the proposed methodology).  Please tick to confirm that your research proposal adheres to these codes and guidelines.

	1
	UWTSD Research Ethics & Integrity Code of Practice

	☐
	2
	
UWTSD Research Data Management Policy
	☐

	3
	

	☐



SECTION D: External Collaborative Research Activity
	1
	Does the research activity involve collaborators outside of the University?
	YES
	☐
	NO
	☒

	2
	If Yes, please provide the name of the external organisation and name and contact details for the main contact person and confirmation this person has consented to their personal data being shared.as part of this collaboration.

	3
	Institution
	


	4
	Contact person name
	


	5
	Contact person e-mail address

	

	6
	Has this individual consented to sharing their details on this form?
	YES
	☐
	NO
	☐

	7
	Are you in receipt of a KESS scholarship?
	YES
	☐
	NO
	☐

	8
	Is your research externally funded
	YES
	☐
	NO
	☐

	9
	Are you specifically employed to undertake this research in either a paid or voluntary capacity?
	Voluntary
	YES
	☐
	NO
	☐

	10
	
	Employed
	YES
	☐
	NO
	☐

	11
	Is the research being undertaken within an existing UWTSD Athrofa Professional Learning Partnership (APLP)
	If YES then the permission question below does not need to be answered.
	YES
	☐
	NO
	☐

	12
	Permission to undertake the research has been provided by the partner organisation
	(If YES attach copy)
If NO the application cannot continue
	YES
	☐
	NO
	☐




Where research activity is carried out in collaboration with an external organisation
	13
	Does this organisation have its own ethics approval system?
	YES
	☐
	NO
	☐

	14
	
If Yes, please attach a copy of any final approval (or interim approval) from the organisation




SECTION E: Details of Research Activity
	1
	Indicative title:
	Mandatory cyber security training for all organisation staff to enhance security surface

	2
	Proposed start date:
	May 2022
	Proposed end date:
	September 2022

	3
	Introduction to the Research (maximum 300 words)
Ensure that you write for a Non-Specialist Audience when outlining your response to the three points below:
· Purpose of Research Activity
· Proposed Research Question
· Aims of Research Activity
· Objectives of Research Activity
Demonstrate, briefly, how Existing Research has informed the proposed activity and explain
· What the research activity will add to the body of knowledge 
· How it addresses an area of importance. 

	4
	Purpose of Research Activity

The purpose of the research is to establish if mandatory cyber security training for all organisation staff would enhance the over all security surface of the organisation. 

(this box should expand as you type)

	5
	Research Question

The research question is does mandatory cyber security training enhance overall security surface of organisations?

(this box should expand as you type)

	6
	Aims of Research Activity

The aim is to carry out pre test and post test on selected participants and demonstrate a short educational cyber security awareness video in between both tests to establish the difference in results.

(this box should expand as you type)

	7
	Objectives of Research Activity

The first objective of the research is to develop a user friendly informative cyber security awareness test for a number of selected individuals to participate in. Another objective is to develop a educational awareness video containing answers to the test designed for the research. The participants are requested to take a pre test, followed by an educational awareness video and finally the post test. The results of both tests are compared to conclude if mandatory cyber security awareness training would have an impact on overall cyber security surface of organisations.


(this box should expand as you type)

	8
	Proposed methods (maximum 600 words)
Provide a brief summary of all the methods that may be used in the research activity, making it clear what specific techniques may be used. If methods other than those listed in this section are deemed appropriate later, additional ethical approval for those methods will be needed.

	9
	During the research, primary data is to be collected through two experiments. These experiments are to be carried out in a testbed on a website where all primary data is anonymised. The primary data is to be placed into stacked columns charts, cluster column charts, pie charts and line with marker chart. The tests include multiple choice (4 proposed answers per question) cyber security related questions.


(this box should expand as you type)



	10
	Location of research activity
Identify all locations where research activity will take place.

	11
	The project is to take place remotely from my home location. This is the only location of the research carried out by myself the author. The address of the location is 41 Abbottsmoor, Port Talbot, SA12 6DA

(this box should expand as you type)

	12
	Research activity outside of the UK
If research activity will take place overseas, you are responsible for ensuring that local ethical considerations are complied with and that the relevant permissions are sought. Specify any local guidelines (e.g. from local professional associations/learned societies/universities) that exist and whether these involve any ethical stipulations beyond those usual in the UK (provide details of any licenses or permissions required). Also specify whether there are any specific ethical issues raised by the local context in which the research activity is taking place, for example, particular cultural and/or legal sensitivities or vulnerabilities of participants.

	13
	
The research will not take place outside of the UK.

(this box should expand as you type)



	14
	Use of documentation not in the public domain: Are any documents NOT publicly available?   

	NO
	☒

	
	
	YES
	☐

	15
	If Yes, please provide details here of how you will gain access to specific documentation that is not in the public domain and that this is in accordance with prevailing data protection law of the country in question and England and Wales.



(this box should expand as you type)



SECTION F: Scope of Research Activity
	1
	Will the research activity include:
	
YES
	
NO

	2
	Use of a questionnaire or similar research instrument?
	☒
	☒

	3
	Use of interviews?
	☐
	☒

	4
	Use of diaries?
	☐
	☒

	5
	Participant observation with their knowledge?
	☒
	☒

	6
	Participant observation without their knowledge?
	☐
	☒

	7
	Use of video or audio recording?
	☐
	☒

	8
	Access to personal or confidential information without the participants’ specific consent?
	☐
	☒

	9
	Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?
	☐
	☒

	10
	Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	☒

	11
	Investigation of participants involved in illegal activities?
	☐
	☒

	12
	Use of procedures that involve deception?
	☐
	☒

	13
	Administration of any substance, agent or placebo?
	☐
	☒

	14
	Working with live vertebrate animals?
	☐
	☒

	15
	Other primary data collection methods, please explain in this box
For example, ‘focus groups’. Please indicate the type of data collection method(s) in this box and tick the accompany box.
	☐
	☐

	16
	Details of any other primary data collection method:

The primary data collection method will be carried out in the method of pre test, educational video, post test. The method of concluding the result of observational.

(this box should expand as you type)
	
	


If NO to every question, then the research activity is (ethically) low risk and may be exempt from some of the following sections (please refer to Guidance Notes).

If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. 

SECTION G: Intended Participants
	1
	Who are the intended participants:
	
YES
	
NO

	2
	Students or staff at the University?
	☐
	☒

	3
	Adults (over the age of 18 and competent to give consent)?
	☒
	☐

	4
	Vulnerable adults?
	☐
	☒

	5
	Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)
	☐
	☒

	6
	Prisoners?
	☐
	☒

	7
	Young offenders?
	☐
	☒

	8
	Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	☐
	☒

	9
	People engaged in illegal activities?
	☐
	☒

	10
	Others (please identify specifically any group who may be unable to give consent) please indicate here and tick the appropriate box.

	☐
	☒

	11
	Other – please indicate here:



(this box should expand as you type)
	
	



	12
	Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 

	13
	How many participants are expected?

	
50 participants are expected to take part of the research. 

(this box should expand as you type)

	14
	Who will the participants be?

	
Participants are professionals and non professionals from various backgrounds of employment.

(this box should expand as you type)

	15
	How will you identify the participants?
	
The participants in the project will not be identified by name or any identifiable information to the participant. The results will be grouped on generic types of employment, age and gender.

(this box should expand as you type)



	16
	Information for participants:
	
YES
	NO
	
N/A

	17
	Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?
	☒
	☐
	☐

	18
	Will you tell participants that their participation is voluntary?
	☒
	☐
	☐

	19
	Will you obtain written consent for participation?
	☒
	☐
	☐

	20
	Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?
	☒
	☐
	☐

	21
	If the research is observational, will you ask participants for their consent to being observed?
	☒
	☐
	☐

	22
	Will you tell participants that they may withdraw from the research at any time and for any reason?
	☒
	☐
	☐

	23
	With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☐
	☐
	☒

	24
	Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?
	☒
	☐
	☐

	25
	Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?
	☒
	☐
	☐

	26
	If NO to any of above questions, please give an explanation 

	27
	


(this box should expand as you type)



	28
	Information for participants:
	
YES
	NO
	
N/A

	29
	Will participants be paid?
	☐
	☒
	☐

	30
	Is specialist electrical or other equipment to be used with participants?
	☒
	☐
	☐

	31
	Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☐
	☒

	32
	Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?
	☐
	☒
	☐

	33
	If YES to any question, please provide full details 

	34
	The participants will be asked to use their own pc/laptop/mobile device to carry out the experiment using the testbed (website). The experiment will be set up and evaluated using the author’s (myself) electrical equipment. 


(this box should expand as you type)



SECTION H: Anticipated Risks
	1
	
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them. 

If you have completed a full risk assessment (for example as required by a laboratory, or external research collaborator) you may append that to this form.  

	2
	Full risk assessment completed and appended? 

	Yes 
	☐

	
	
	No
	☒

	3
	Risks to participants
For example: emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information

	4
	Risk to Participant:

Leaking personal data – 



(this box should expand as you type)
	How will you mitigate the Risk to Participant

All data collected by the participants is to be anonymised and grouped based on employment types, gender and age. Data will only be stored until the completion of the research. 

(this box should expand as you type)

	5
	If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities

	
	The research does not include applicable content.


(this box should expand as you type)

	6
	Risks to investigator
For example: personal safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest

	
	Risk to Investigator:

Leaking personal data


Damage to electrical equipment





Data loss

Lack of data collection



Emotional distress
(this box should expand as you type)
	How will you mitigate the Risk to Investigator:

All personal data is to be anonymised for both participants and investigator.

Acceptable use of electrical equipment to be considered throughout the experiment. Equipment during the experiment will only be dedicated to the use of the research.


Create back ups regularly and use 3, 2, 1 rule.

Ensue list of confirmed and consented participants is available prior to start of the experiment.

To ensure research is on track to meeting the deadline, weekly progress aims and reviews are to be in place to ensure time management.
(this box should expand as you type)

	7
	University/institutional risks
For example: adverse publicity, financial loss, data protection

	
	Risk to University:
Data protection


(this box should expand as you type)
	How will you mitigate the Risk to University:
All data collected is to be handled in a secure and acceptable manner and used for the purpose of the research only.


(this box should expand as you type)



	8
	Disclosure and Barring Service

	9
	If the research activity involves children or vulnerable adults, a Disclosure and Barring Service (DBS) certificate must be obtained before any contact with such participants.
	YES

	NO

	N/A


	10
	Does your research require you to hold a current DBS Certificate?
	☐
	☐
	☒



SECTION I: Feedback, Consent and Confidentiality
	1
	Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when? 

	
	
All participants will receive feedback once the post test was completed by them. The feedback is pre-test and post-test demonstrating the impact the cyber security awareness video had on them.

(this box should expand as you type)

	2
	Informed consent
Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.

	
	
All participants will be contacted in advance and requested to consent to take part in the research experiment. All participants will be informed regarding the type and theme of the research carried out prior to consenting.

(this box should expand as you type)

	3
	Confidentiality / Anonymity
Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 

	
	all participants confidentiality and anonymity will be kept by requesting minimal information from the participants to ensure they remain anonymous and unidentifiable during the research.


(this box should expand as you type)



SECTION J: Data Protection and Storage
In completing this section refer to the University’s Research Data Management Policy and the extensive resources on the University’s Research Data Management web pages (http://uwtsd.ac.uk/library/research-data-management/).
	1
	Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?
	YES
	NO

	
	“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.
	☐
	· ☐

	2
	If YES, provide a description of the data and explain why this data needs to be collected:

	
	


(this box should expand as you type)

	3
	Does it involve special category data (as defined by the GDPR)?
	YES
	NO

	
	“Special category data” means sensitive personal data consisting of information as to the data subjects’ –
(a) racial or ethnic origin,
(b) political opinions,
(c ) religious beliefs or other beliefs of a similar nature,
(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),
(e) physical or mental health or condition,
(f) sexual life,
(g) genetics,
(h) biometric data (as used for ID purposes),
	
☐
	
· ☐

	4
	If YES, provide a description of the special category data and explain why this data needs to be collected:

	
	


(this box should expand as you type)



	5
	
Will the research activity involve storing personal data and/or special category data on one of the following:
	YES
	NO

	6
	Manual files (i.e. in paper form)?
	☐
	☒

	7
	University computers?
	☐
	☒

	8
	Private company computers?
	☐
	☒

	9
	Home or other personal computers?
	☐
	☒

	10
	Laptop computers/ CDs/ Portable disk-drives/ memory sticks?
	☒
	☐

	11
	“Cloud” storage or websites?
	☒
	☐

	12
	Other – specify:

	☐
	☒

	13
	For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of password protection, encryption, anonymisation and pseudonymisation:

	
	The tests will be requested to be performed on a designated website. During the evaluation progress of the primary data the data will be stored safely on a personal laptop device and actively backed up to cloud storage. The laptop and cloud storage are both password protected and use multifactor authentication to protect the data.

(this box should expand as you type)

	14
	All Data Storage

	15
	Will the research activity involve any of the following activities:
	YES
	NO

	16
	Electronic transfer of data in any form?
	☒
	☐

	17
	Sharing of data with others at the University?
	☐
	☒

	18
	Sharing of data with other organisations?
	☐
	☒

	19
	Export of data outside the European Union or importing of data from outside the UK?
	☐
	☒

	20
	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☐
	☒

	21
	Publication of data that might allow identification of individuals?
	☐
	☒

	22
	Use of data management system?
	☐
	☒

	23
	Data archiving?
	☐
	☒

	24
	If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and DPA (and/or any international equivalent):

	
	All data is to be handled in a safe, secure and closed environment. All data collected will only be used for the purpose of the research and during the progress of the research. Data will be disposed of appropriately once the project came to an end.


(this box should expand as you type)

	25
	List all who will have access to the data generated by the research activity:

	
	Data accessed through the research activity is only granted to myself the author, Aida Luca Lamer.


(this box should expand as you type)

	26
	List who will have control of, and act as custodian(s) for, data generated by the research activity:

	
	Act of control over all data through the research activity is only granted to myself the author, Aida Luca Lamer.



(this box should expand as you type)

	27
	Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. Will data be archived – if so how and if not why not.  

	
	All data during the process of the research are to be encrypted and stored in a safe and secure, password protected environment with appropriate patching in place on all devices involved with storing data. The data will be stored in the form of excel charts. The data will be stored for as long as the experiment takes place and will be appropriately disposed of once the research concluded.


(this box should expand as you type)

	28
	Please indicate if your data will be stored in the UWTSD Research Data Repository (see https://researchdata.uwtsd.ac.uk/ ).   If so please explain. (Most relevant to academic staff) 

	
	N/A


(this box should expand as you type)

	29
	Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)

	YES
	☒

	
	
	NO
	☐

	30
	Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding
	YES
	☒

	
	
	NO
	☐



SECTION K: Declaration
	31
	The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.

In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: https://www.uwtsd.ac.uk/research/research-ethics/ 

	
	Signature of applicant:
	Aida Luca Lamer
	Date:
03/03/2022



For STUDENT Submissions:
	32
	Director of Studies/Supervisor:
	N/A – Supervisor not yet assigned 
	Date:

	33
	Signature:
	
Aida Luca Lamer
	



For STAFF Submissions:
	34
	Academic Director/ Assistant Dean:
	
	Date:

	35
	Signature:
	

	



Checklist: Please complete the checklist below to ensure that you have completed the form according to the guidelines and attached any required documentation:
	☒
	I have read the guidance notes supplied before completing the form.

	☒
	I have completed ALL RELEVANT sections of the form in full.

	☐
	I confirm that the research activity has received approval in principle

	☐
	I have attached a copy of final/interim approval from external organisation (where appropriate)

	☐
	I have attached a full risk assessment (and have NOT completed Section H of this form) (where appropriate)  ONLY TICK IF YOU HAVE ATTACHED A FULL RISK ASSESSMENT

	☒
	I understand that it is my responsibility to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice.

	☒
	I understand that before commencing data collection all documents aimed at respondents (including information sheets, consent forms, questionnaires, interview schedules etc.) must be confirmed by the DoS/Supervisor, module tutor or Academic Director.

	☒

	I have deleted the guidance notes before submitting the PG2 for consideration



	RESEARCH STUDENTS AND STAFF ONLY
All communications relating to this application during its processing must be in writing and emailed to pgresearch@uwtsd.ac.uk , with the title ‘Ethical Approval’ followed by your name.
You will be informed of the outcome of your claim by email; therefore it is important that you check your University and personal email accounts regularly.

	STUDENTS ON UNDERGRADUATE OR TAUGHT MASTERS PROGRAMMES should submit  this form (and receive the outcome) via systems explained to you by the supervisor/module leader.



This form is available electronically from the Academic Office web pages: https://www.uwtsd.ac.uk/academic-office/appendices-and-forms/ 


Application Process

All staff research projects and all research students must submit the Ethical Approval Form to the University Research Ethics Committee via the Academic Office (pgresearch@uwtsd.ac.uk).   Staff research directly in relation to personal study for taught undergraduate or Masters programmes should be submitted via the Institute procedures explained below.

Taught masters and taught undergraduate research Ethical Approval Forms are considered within Institutes.  Institutes will provide details of the specific processes for this.  Where the Ethical issues within any single ethical application are of particular concern the Institute will refer these to the University Research Ethics Committee.   Any student activity that involves the collection of primary data needs to undergo Ethical approval, this includes assignment work as well as dissertations.   

Notes for guidance in completion of this form

Section A:  About You
Please complete all relevant sections

Section B:  Approval for research activity
Research proposals must be approved in principle before applying for Ethical Approval.  The proposal approval only becomes final when the ethical approval is received.  

The process for proposal approval varies according the individual and programme of study:
· Research students, by application on form PG1 to the Research Degrees Committee
· Taught students by review of research proposal within Institutes (Institutes provide specific details of these processes)
· Staff, by agreement by the Academic Director/Assistant Dean

Section C:  External Ethical Guidance materials
Many discipline areas are required to operate with the discipline specific codes of research ethics (for example health, psychology, education etc.), any such codes must be listed and you must tick to confirm that you have consulted with these.

Section D:  External Collaborative Research Activity
Provide details of the external collaborative partners, where appropriate you might want to submit a copy of the external collaboration agreement with the Ethical Approval Form.  If the partner requires the research to be subject to its own internal Ethical approval process then please provide details of that process and a copy of any final (or interim) approvals received from the organisation.

Section E:  Details of Research Activity
Remember that the individuals reviewing this Ethical Approval Form may not have seen your research proposal, and also may not be experts in the specific area of your research.  The information provided should therefore be jargon free and clearly stated.

Indicative Title:  please use the same title as used on the research proposal.

Purpose:  the Ethical approval process will want to ensure that the methods you propose are adequate and appropriate to address the research aims and objectives.  Excessive additional data collection can be seen as unethical.

Proposed Methods:  the Ethical approval process seeks to ensure that you understand the methods that are intended, and that the implementation of those methods will be appropriate and without unnecessary impact on respondents.  This section must explain how the methods described will lead to the collection of necessary and sufficient data, but not excessive data.  Please be specific.

Location:  this needs to mention geographical location and also local situation (for example, within Local Authority Offices in Cardiff, using a private room but close to other individuals).  If you are collecting data within an organisational setting then you need to explain the permissions that you have obtained to do this.

Research Activity outside of the UK:  please complete this section in detail, and note any guidance you have received.  Also describe your own familiarity (or not) with the location that you will be utilising.

Section F:  Scope of Research Activity
Please tick ALL of the research activities that might be undertaken.   If any additional types of activity are intended then please add an extra box and describe these.

If you have answered no to all questions in F then sections G and I do not need to be completed.  .  Signatures are still required in section K.

Section G:  Intended Participants
Please tick all categories that might apply.

Numbers & Source:  if you are using a series of different methods or research activities please list numbers for each stage/phase.  Be clear about how you will find respondents.   Will you use intermediaries, and if so how?  How will you ensure compliance with your sampling strategy?

Information for participants:  all participants should be appropriately informed about the research, what is expected of them and what will happen to the information that they provide.  The Ethical review process does not ask to see this documentation, but requires this to be reviewed and approved by the Director of Studies in the case of research students, the supervisor/module tutor in relation to students on taught programmes and the Academic Director/Assistant Dean in relation to staff research.

Section H:  Anticipate Risks
All research carries some level of risk.  The answers you provide to questions in this section will be reviewed to ensure that you have an appropriate understanding of the type of risks involved and how you can mitigate against these risks. If you have completed a full risk assessment, as required for example for laboratory work, field work, clinical tests, diving operations, or by a collaborative partner, you may append that to this form.  In that case, please tick the box indicating this has been provided.  You will not then be required to complete Section H.

Risk to participants   Think very carefully about how your actions/questions/discussions might affect the people you are involving as participants.  You might identify the risk as small but it would still be a risk.  Many types of question have the potential to make respondents less content with their life / job; you need to recognise and try to ameliorate any such effects
If these are business owners, time with you may reduce profit.  
In some locations physical risk is very real to both participants and yourself, please consider this.

Risk to you, the researcher   Think about where you will meet people, if there are any dangers involved in the location.  If you are meeting people as individuals think about using a public place.  In general do not visit people in their own homes or remote locations.  If you are talking to individuals about certain issues think about how their responses might affect you emotionally.  What about the risk of collecting insufficient data?

Risk to the University   When undertaking your research, you are acting as a member of the University (student or staff).  Professionalism is important, so it is important to be well organised and well prepared. Punctuality, clarity etc. are all part of this.  What will you do to ensure this?  You must ensure you do not harm the good name of the University in any way and do nothing to undermine the reputation of the research it conducts and sponsors.  Upholding high standards of conduct and integrity are vital in this regard. You must also conduct the research in such a way to minimise the potential for claims of negligence made against the University, its researchers and any collaborating individual or organisation. In this respect you should always comply with ethical, legal and professional frameworks, obligations and standards as required by statutory and regulatory authorities, as well as the university’s Research Integrity and Ethics Code of Practice.  Research misconduct in this respect can take many forms, including:
· fabrication: making up results or other outputs (eg, artefacts) and presenting them as if they were real
· falsification: manipulating research processes or changing or omitting data without good cause
· plagiarism: using other people’s material without giving proper credit
· failure to meet ethical, legal and professional obligations: for example failure to declare competing interests; misrepresentation of involvement or authorship; misrepresentation of interests; breach of confidentiality; lack of informed consent; misuse of personal data; and abuse of research subjects or material
· improper dealing with allegations of misconduct: failing to address possible infringements such as attempts to cover up misconduct and reprisals against whistle-blowers

Adverse Outcomes.  Think carefully about the possibilities, and cover here

Section I:  Feedback, Consent and Confidentiality

Feedback to participants:  outline your approach.   Will interview transcripts be shared with respondents to check accuracy?  Will summaries of questionnaire analysis be made available to respondents in some way?   Will an overview report be provided?  How and when?

Informed consent:   Draft letter / e-mail / or heading (or footer) section of questionnaire must be approved by DoS/supervisor (if research student), supervisor/module tutor if taught student, or Academic Director / Assistant Dean if a member of staff.
Confidentiality/Anonymity.  Explain clearly how you will ensure confidentiality and anonymity.

Section J:  Data Protection and Storage
Before completing this section it is necessary to read the University’s Research Data Management information.   The questions that follow are designed to ensure compliance with the Data Protection Act as well as established research protocols.

Many research activities will involve electronic transfer of data and use of data management systems in the summarisation and analysis of data.  You will need to explain these in relation to compliance with the Data Protection Act.

Think carefully about who will have access to your data, this will include supervisors and examiners. Also that a thesis will be made available via the University library and the British Library system.  If you are seeking an access bar for a period of time after completion then mention it here.  If you will provide a copy of your findings, or intend to give a presentation, to a facilitating/ supporting/accessing organisation then explain that in this section.  But also think about the general principle of data sharing, as explained in the Research Data Management information.

In terms of storage of data please ensure security, and also mitigate against loss of data.

Section K:  Declaration
Ensure the appropriate countersignatures have been provided
Look carefully at the checklist and ensure that you comply with and tick all that are relevant to your research.
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