Study Skills: Cryptowall report
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1. Introduction:
Every month there are hundreds of recorded attacks performed on IT infrastructure governing everything from industry and the public sector through to personal home networks. This report shall elaborate on the risks posed by online based viruses attacks, and how the risks can be mitigated.
The main scope of this article is to focus specifically on the Cryptowall ransomware attacks but it is important to understand the key differences between the various types of computer virus. Norton defines a computer virus as any kind of malicious program that, once activated, will seek to alter a program or key-system on the infected computer [1].
Computer viruses are usually broken down into a few key threats:
· Malware, another name for ‘computer virus’. This is any software that could harm your computer’s data or system function [2]
· Trojan Horse, much like it’s historical namesake, this is malicious code that once installed onto the system, creates a backdoor through which data can be lost or stolen via an external source. [2]
· Ransomware, once on a system, targets user-generated files such as pictures or documents and encrypts them. Once encrypted, the user is usually held at ransom for the code to decrypt the files. [3]
2. What is at risk?
As an organisation hosting countless documents on a network accessed by numerous individuals both internally and externally, there is significant risk. Possible threats to It infrastructure were identified very early on, a journal for public accountants back in 1989 stated [3]:
“ Computer viruses pose real risks for certified public accountants. Viruses can damage firm equipment, data, and programs, and can also damage the data, programs, and equipment of clients”
Ransomware propagates through various means, although is primarily spread through emails with malicious attachments or is unknowingly downloaded when a user visits infected website [4]. This means that any user can be a potential source of infection, and any networked system can be a target.
2.1. Historical cases

2.2. Cryptowall
Cryptowall was a major ransomware program that initially began back in 2014
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