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ESSAY 1
Question 1. Why might terrorist organisations be involved in other types of criminality, and how might intelligence gained in the investigation of such criminality inform counter-terrorism policing?

This essay will consider links that are present between terrorist organisations and their involvement in other forms of criminality focusing on the links with Organised Crime Gangs (OCG’s). The essay will also explore the ways in which counter terrorism policing may develop strategies to combat these organisations and their actions. 

It has been identified that terrorism can be found in many forms with varying definitions. This said there is a widely agreed upon statement between governments, journalists and scholars of what terrorism is. It is an act which involves violence or the threat of violence targeting people secondary to those immediately impacted (Lutz and Lutz, 2021)
The United Nations (2019) have commented that, similar to the notion of terrorism, organised crime lacks a single, widely recognised term. Since the illegal acts associated with organised crime are constantly evolving, a definition of the term would soon become obsolete, so the Organised Crime Convention does not define it. Rather, it characterises an organised crime group as an organised group of three or more people with the goal of obtaining a tangible or financial profit, either directly or indirectly (UN, 2019).

Experts in national security and terrorist activities have a general consensus regarding the factors that have been suggested to substantiate the links that have been identified between organised criminal organisations and terrorist groups. The route of this convergence has been associated with the demise of the Soviet Union resulting in a difficulty to obtain monetary funding and the support of the state. As such, terrorist organisations are seeking a method of making up for the shortfall they are experiencing (Viano, 2020). They are as such more likely to focus their operations to obtain these funds by involving their selves with criminality such as drug supply as well as other illicit activities to obtain these funds (Dishman, 2001). This transition has been seen even more prevalent since the attacks on September 11th in New York. “The War on Terrorism” and the ever-tightening squeeze on the financial streams supporting such actions with the argument made, that such actions are forcing terrorist organisations to become more dependent on other forms of criminality to finance their actions (Hutchinson and O’Malley, 2007). There are other factors present that help to bolster the ideal that terrorist organisations are seeking to involve themselves with criminal organisations as a source of funding. The most prevalent is the term of globalisation ultimately facilitating and reenforcing access to information and allowing for quicker communication, surveillance and travel (Dishman, 2005).

The United Nations generally agree that these criminal and terrorist organisations do so through a mutually beneficial means (UN, 2019). The misuse of passports is connected with international terrorism and the key focus in combating this is by focusing on the motives behind organisations to use the passports and how these details and passports are obtained (Rudner, 2008). As well as documents obtained for the purposes of travel, terrorists are increasingly focusing their attentions, especially in the modern world of technological advances, on the use of online money transfers. This is in turn focusing on the recruitment of persons engaging in cyber criminality. This engagement adds to the fact that terrorist organisations are becoming better equipped and versed in the international movement of money as well as possible links to drug smuggling (Rollins and Willson, 2007). Dishman (2001) has outlined that there are suggestions that guerrilla groups are re directing their focus and efforts from political motives to that of co-operating with terrorist organisations in enhancing the ideal of such organisations becoming transnational organisations with the outlook of supplying chemical, biological, radiological or even nuclear components to the terrorist organisations they now have an affiliation to be used in attacks. There has been a focus for terrorist organisations to obtain money through charitable organisations. Whilst the majority of charities are set up and operate legitimately, charitable organisations can be a difficult operation to infiltrate or establish further information from especially those operating on a cash donation basis. Persons making donations can often not be tracked or traced for this reason and there are limited means of tracking these people especially those donating knowing the true purpose of the donations when coupled with those using identities obtained that are fraudulent. The movement of the money obtained can again be difficult to trace due the multitude of means for transferring money. Means such as bulk cash smuggling, cryptocurrencies and more are used (OCED, 2019).

The Federal Bureau of Investigation (2017) released an article detailing their efforts in the taking down of a dark web site by the name of ‘AlphaBay’. Whilst conducting the investigations they documented forty thousand venders selling illicit articles such fraudulent identifications, drugs, malware designed for the purpose of hacking computer systems among other commodities. Elsewhere there has been evidence of terrorist organisations such as agents looking to facilitate the selling of Stinger anti-aircraft missiles to al Qaelda in Hong Kong where three people were arrested (South Asia Terrorism Portal, 2015).

There are a number of similarities identified between terrorist and criminal organisations in that they both act in a rational manner, conduct themselves in a violent manner often in a profuse way, exercise methods such as kidnapping, extortion and conduct assassinations. There is often secrecy to the way in which they operate although, they may choose to publicise what they want toward a targeted ordinance, hostile toward the state or government for their home or base of operations unless sponsored by that state or government. There are often members of the group identified as leaders and trained in order to take leadership of the group should it be “decapitated” by external forces and both organisations showing support in terms of welfare in the areas they control with this element being all the more prevalent in areas under terrorist control (Dishman, 2001; Makarenko, 2003; Picarelli, 2012; Viano, 2020).

Whilst there is extensive research and evidence into the apparent links between these two types of organisations, there is still a distinctive difference between the two on the foundations for which they operate and would appear contrary to their collaborations. These differences have been identified as basically as their cultural and operational characteristics. Terrorist organisations often operate on the fundamental basis of religious and ideological tendencies, such as Hamas, al Qaeda and ISIS which is often not the case for organised crime gangs. These crime gangs are often affiliated to building and maintaining intrinsic methods for their operations specifically around transport routes and the bribing of people on positions of trust and power including but not exclusively to, government and Police officials which is specifically apparent in terms of “failed states”. Adopting these means would be counterproductive and place organisations such as Hezbollah and their financers at risk by being quickly identified by placing a spotlight over them (Viano, 2020).
Another factor is the adaptability of organisations with the likely scenario that terrorist organisations as well as criminal organisations will become a blended organisation in the event that two separate entities do not amalgamate with each other. Criminal organisations may occupy acts of terror as a means to conduct a certain plan whereas terror organisations may conduct themselves in criminal enterprises as a means to fund their fundamental purpose (Makarenko 2004).

Paripurnar (2017) indicates that in countries such as the United States and the United Kingdom a form of policing referred to as Intelligence Led Policing is commonly applied. It is currently deemed as being the most “promising” way in which crimes of this nature are tackled and is said to be a model having a positive contribution in this field. The ethos of this approach to policing is by its nature a proactive approach allowing at its core for a collective approach when the information that is collected is disseminated between departments and agencies.

The Organisation for Economic Co-operation and Development has produced a document which outlines the principals and means in which they may be able to identify discrepancies in tax records where there could be money laundering links with terrorist organisations. As auditors into company records, they are the most likely people to identify these discrepancies unless already having been identified or by government or Policing agencies. With the financing process leaving records it in turn means that there is evidence available to be tracked, monitored, and analysed meaning financial intelligence can be submitted to the relevant authorities and as such facilitate counter terrorism agencies (OCED, 2019).

Wong (2022) has identified several positive factors when information is shared between agencies. It enhances the abilities of agencies when identifying those who are at risk of being involved in terrorist activities whilst also assisting with the allocation of resources in an efficient way to focus on greater risk individuals which in turn can help with ‘linkage blindness’. Brown (2018) has found that linkage blindness is a phenomenon that became apparent post the 9/11 terrorist attacks being where information regarding those involved was known by multiple agencies but was never correlated. To operate and combat terrorism effectively, not only is information itself required, but the barriers present between agencies needing to be broken down and cultures changed. Within UK Policing there are multiple departments across different levels, with increasing levels of security clearance to help with combatting terrorism. Within the UK, Counter Terrorism Policing is divided into the eleven regional Counter Terrorism Units and Counter Terrorism intelligence Units with the Counter Terrorism Policing Head Quarters (CTPHQ) at the centre of them. CTPHQ works closely with MI5 as well as other partner agencies within the UK to assist with the obtainment of information and intelligence (Counter Terrorism Policing, 2018).
Whilst the structure identified with the United Kingdom allows for the sharing of information effectively, this may not be the case when information is not shared with agencies from another country who have been referred to as ‘outsiders’ by Brown (2018).

Even inside a secure agency there is the possibility of information leaks from internal influences such as in the instance of corrupt employees (Brown, 2022). This is combated by vetting of officers which is currently conducted by the force to which they are applying. Depending on the security level of information these officers have access to depends on the level of vetting. Currently the Police vet their officers under the guidance set out in a code of practice written by the College of Policing (Nickolls, 2022). This said there has been recent focus on the risk of an “insider threat” within Policing in the United Kingdom. This has arisen following the imprisonment of Ben Hamman for is affiliation and membership of National Action. Further evidence of his involvement with extremist groups was uncovered when it was found he had appeared in a propaganda video for a neo-Nazi group, days prior to applying to the force. This has brough scrutiny to the way and effectiveness of the way in which the Police vet and continue to vet Police officers (Jacques, 2022).

In conclusion from the research carried out there are clear and apparent links with the necessities of terrorist organisations and the modus operandi of organised criminal organisations whilst there is no set way these two may work with or for each other. The methods in which they both conduct their operations have some overlapping for instance, the threat of violence with the desired effect of terror can help meet the aims and objectives, whilst the monetary gains from organised criminal activity help to fund and maintain the actions and organisation on a whole. The cross over between tactics is almost certain although the amalgamation of organisations is not a certainty. 
While there are means of preventing terrorism, intelligence is a fundamental key component of combatting the issues. Information obtained regarding organisations financial conduct can help to identify key financiers and those with direct links to organisations. This coupled with a key focus on the information being shared between agencies responsible for combating such actions. Whilst information is imperative to combating terrorism, there are risks that this information could be exploited with what was discussed as being the insider threat.
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ESSAY 2 
Question 5. Examine the potential impact of bias on police investigations, and evaluate the effectiveness of strategies in place to prevent it.

Instances of a bias can often mean the investigation is either of a poor quality resulting in the full facts around the incident under investigation not being presented at court. This has been referred to as a “tunnel vision” identifying those who are involved in a criminal investigation who take short cuts in order to achieve the end results they have formed an opinion on regardless of the facts and can result in wrongful convictions (Elaad, 2022).

At the centre of any criminal investigation is the victims and witness’ who would provide their accounts of what they have witnessed, and the Police officers tasked with obtaining their accounts. These officers referred to as Criminal Investigators (Criminal Procedure and Investigations Act 1996) are educated to utilise interview strategies in order to obtain these accounts. Methods of interviewing have been tried and tested and have been taught to new recruits as being the Cognitive Interview and following the PEACE model (Wilcock and Milne, 2009).

There is a definition as to what a criminal investigation is that has been set out by the Ministry of justice in section 23 (1) as being; a criminal investigation with the responsibility being on the investigator to establish weather, they are guilty of a crime they have been charged with or if they should be charged in the first place. The investigator is defined as being a Police Officer involved in the conduct of a criminal investigation (Criminal Procedure and Investigations Act 1996).

As per legislation in the UK, there are multiple different types of investigations that can be conducted. The highlighted ones are referred to as volume and priority crime, and serious and complex crime. Volume and priority crime has been defined by the Association of Chief Police Council (ACPO) as being a crime that through its volume has a significant impact on the local community. Crimes such as; Burglary, Robbery and vehicle related criminality among others are often attributed to this classification. It is outlined in a document titled “The management of Priority and Volume Crime, The Volume Crime Management Model” (VCMM) (The management of priority and volume crime Second Edition, 2009). Serious crime can be found defined under the Police Act 1997 Section 93 (4) as being offences which include the use of violence, a substantial financial gain by a large number of people for a common purpose. The second condition to meeting this definition would be an offence committed by someone who is at least 21 years old and expected to be sentenced to a minimum of 3 years having no prior convictions (Police Act 1997).

The above stated investigations are under scrutiny given the poor publicity that the Police have been experiencing of late in instances such as the killing of Sarah Everad. Which throws a shadow of doubt over the way in which the Police conduct themselves in office (BBC News, 2021). Whilst this is the case, there are numerous policies and documents published to assist officers with ensuring they are conducting themselves in line with what is expected of them. Reference is made to utilising one of the main tools for Police officers to ensure the behaviour is to the standard expected. The two documents and guidelines being The Code of Ethics which outlines the behaviours expected (Code of Ethics, 2024). These guidelines are supported and backed by the Home Office Guidance on Police misconduct (Home Office guidance - Police officer misconduct, Unsatisfactory Performance and Attendance Management Procedures, 2018) and the Police Staff Council Handbook (Police Staff Council handbook, 2022).

Lidén, Gräns, and Juslin, (2018) state that while persons being investigated for a crime and the process is progressing are done so on the basis, they are innocent until such time convictions are imposed. They would argue that Police officers whilst discharging their duties of investigating a crime, may have a tendency to ask more presumptive questions if the suspects are arrested and interviewed by the same officers as they may have developed what is referred to as having a “guilt presumption”. An argument posed to reduce the risk of a guilt presumption and ahere to ethical practices, is for an officer other than the one whom arrested the suspect progresses with the interview and other elements of the criminal investigation. By acting in this way helps to deter investigators from forming a ‘Confirmation Bias’ which has been characterised as the actions of manipulating facts to tie in with hypothesis already formed regarding the case under investigation.

Where circumstances of confessions being obtained in an inappropriate manner during cases have been found such as the Birmingham six and the Guildford Four. It has seen convictions dismissed on appeal and the revoking of charges originally applied due to the fabrication of evidence Gudjonsson (2002). As such it has made way for governmental involvement by setting up The Royal Commission on Criminal Justice (1991) with the aim of analysing the whole investitive process from Police involvement up to the point where they are found guilty. To ensure that all rights to appeal have been exhausted (Gudjonsson, 2002). As well as this, other factors identified by Gudjonsson (2002) are where improper interviewing has taken place and the officers have become oppressive in their nature as well as circumstances where the detained person was not cautioned along with other forms of malpractice conducted by other professionals in the investigative process. This has been evidenced with a total of 9 murder trials having has convictions revoked due to ‘Police impropriety/malpractice’ Gudjonsson (2002).

Edwards (2021) highlights that as a consequence of instances such as the ones regarding the Birmingham Six, UK policing has seen major reforms in terms of legislation to assist with the reduction of miscarriage of justice occurring which can be evidenced by the introduction of the Police and Criminal Evidence Act (PACE) 1984. This document having a core principle for safeguarding suspects during their involvement with a criminal investigation and the manner in which the Police conduct themselves. With the introduction of PACE instances of miscarriage of justice have still been seen in cases such as the Cardiff Three with access to a solicitor being refused and no appropriate adult being made available for the interview. This shows the need for continued development on policies for Police officers to follow to ensure their manner of policing and decisions made are ethical. In 2012 Policing saw the introduction of the National Decision Model (2012). The adoption of this provided a mixed debate when it was seen as being somewhat experimental given the lack of research into its practical application (Edwards, 2021).

With memory being something that is easily influenced or effected by factors not in the control of the persons whose memory it is such as stress, methods have been created so as to protect the witness as best as possible including they recall of events and helping to bolster their reliability With such emphasis on protecting the memory of witness and victims, the cognitive interviewing strategy has been created (Dodier et al., 2021).
The National Decision Model (NDM) published by the College of Policing in 2012 with regular updates to it with the latest being early 2024. The NDM allows for officers to make their decisions on the basis of the information available. Figure 1 depicts the process and stages of decision making when followed (College of Policing, 2024).
Figure 1
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National Decision-Making Model, College of Policing (2024)
The introduction of this model was done so placing ethical behaviour at the core of the decision making process. There is some argument that the reason for placing what the College of Policing (2024) call ‘Code of Ethics’, at the centre of this cycle stems from the improper behaviours and investigative actions of some officers within the Metropolitan service. During the beginning of this century there were concerns about these senior officers’ involvement with a phone hacking scandal (Edwards, 2021).

Ethical codes have been researched to identify their effectiveness when in place finding that the sheer existing of a code outlining the ethical behaviour expected increases the ethical basis for decisions being made by those who adhere to it (Kotzian et al., 2021). Whilst this is the case, it has also been highlighted that the code is only effective if people adhere to it. The research conducted found that there are factors impacting the effectiveness which vary in their nature; The way in which the research programme is designed down to the individual using the code as well as how the code is written (Kotzian et al., 2021).

Westmarland and Rowe (2016) have identified one of the barriers in policing of an ethical approach is the phenomenon referred to was a “blue code”. This is what has been found as being an organisational culture where officers protect their colleagues when they have behaving in an inappropriate or criminal manner. This pattern of behaviour was evidenced when the authors conducted research finding that officers in a particular force may be willing to cover up for a colleague who was involved in drink driving road traffic collision (RTC) whilst off duty (Westmarland and Rowe, 2016).

A person’s memory I vital to gathering information from an investigation. A person memory is where the information comes from and the relationship between investigators and witness is of a primary importance (Hope et al., 2021). It has been found that memory is a fragile recall of events, so methods of recalling are imperative to obtain the most accurate accounts (Nahouli et al., 2021).

Overall, the impact of bias appears to have a fundamental place within UK policing given the sketched history especially around investigations and instances of malpractice as outlined by Edwards (2021). UK policing and governmental reforms and reviews have taken place over recent years with documents and guidelines being developed to help officers in making correct decisions and interviewing models to maintain professional standards and approaches wen investigating to help reduce the risk of overturned convictions illustrated by Gudjonsson (2022). Even though these are in place and being continually reviewed, there does appear to still be a fundamental issue with the officers attitudes toward reporting a colleague whom they know or suspect has committed a crime of behaved inappropriately such as this instance found by Westmarland and Rowe (2016). It is clear that while policies are in place and leave little room for doubt, they need to be followed otherwise issues can still arise. A Personal attitude in each officer to strive for compliance with these procedures is required as one officer not doing can impact the rest and the publics perception as seen during the publicity around the Sarah Everad killings (BBC News, 2021).
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