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1.0 [bookmark: _Toc227362595]Executive Summary
The fast adoption of artificial intelligence in multinational banking poses a great risk management challenge. This report recommends that HSBC Holdings plc deal with the risks associated with AI in the aspects of data governance, ethical application, regulation, and customer trust and compares and contrasts the United Kingdom and Singapore.
HSBC is under a threat of a multiplier effect. The past fines amounting to about $1.9 billion in money laundering failures and a 2024 breach of customer data will portend an increased regulatory and customer attention to any AI-related event. The customer trust index of the bank is 67 per cent (four points lower than the industry average), and only half of the customers want to use AI-powered services.
The difference in regulations between the two jurisdictions results in complexity in operations. The UK is moving towards binding rules instead of voluntary principles by proposing the AI Bill (2026), creating material uncertainty. Singapore has a well-established system that is based on MAS FEAT principles and Veritas certification. The maturity of AI governance at HSBC is less than that of its competitors DBS and Standard Chartered, as it has not released any ethical AI principles and does not have an AI Ethics Board.

An 18 months implementation plan is suggested, which will need an initial investment of 6.35 million. Phase 1 (months 0-6) lays the groundwork of governance frameworks such as an AI ethics board and published principles. Phase 2 (months 7-12) entrenches controls with algorithmic impact testing and Singapore Veritas certification. Phase 3 (months 13-18) is where external validation is done by annual transparency reporting and training of employees to be AI literate. The proactive action time frame is about a year. HSBC will either invest now in Trust by Design or will incur much higher fines, litigation, and lost customer trust in the future.
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[bookmark: _Toc227362596]2.0 Introduction
The multinational banking proliferation of artificial intelligence (AI) has turned risk management into a strategic need, rather than a compliance requirement. In the case of institutions in divergent regulatory jurisdictions, AI system governance, especially in the areas of data, ethics, regulation, and customer trust, has interlocked issues, which, when inadequately dealt with, can undermine the financial performance and reputational integrity of the institutions (Dameski, 2020). The example of this tension is HSBC Holdings plc (HSBC), a global bank that is systemically important and has its head office in the United Kingdom but is strategically based in Singapore. 
The history of regulatory penalties brought on the bank by the regulator, such as about $1.9 billion in money laundering fines (2012-2022), and a 2024 third-party data breach, has heightened regulatory scrutiny of the bank, increasing the consequences of AI-related failures compared to similar banks with more robust compliance histories (HSBC, 2025). The declared investment in technology of 3.2 billion in 2025 has seen HSBC invest heavily in the deployment of AI, which makes the proper control of the risks that may arise unavoidable.

It has a narrow geographic location in the United Kingdom and Singapore. The United Kingdom is the host jurisdiction of HSBC, with its regulatory environment moving towards a shift to binding rules rather than voluntary rules, in the form of the proposed AI Bill (2026) (UK Government, 2023). Singapore presents an alternative framework, with FEAT principles (Fairness, Ethics, Accountability, and Transparency) of the Monetary Authority of Singapore and the developed programme of Veritas certification that offers an AI governance and an even better way of compliance (MAS, 2018). This comparative discussion allows for defining regulatory conflicts that are peculiar to cross-border AI systems of HSBC, specifically, the localisation of data, the need to explain data, and the asymmetry of the enforcement of regulations in both jurisdictions.

The analysis is organised into four risk areas that are interrelated: data governance, ethical use of AI, regulatory compliance, and customer trust. These groups are not discrete; breakdowns in one will be transferred to the others and become systemic. This discussion supports the thesis that the lack of reputational reserves in the past places HSBC in a disproportionately negative position to suffer AI attack incidents compared to those banks with higher trust bases (EY, 2025). The major findings are discussed in Section 3 and compared to the UK's and Singapore's. Section 4 includes an 18-month implementation plan and cost estimates and key performance indicators. Section 5 ends with recommendations, which are prioritised, and a statement of future-proofing with regard to the future UK AI Bill.
[bookmark: _Toc227362597]3.0 Main Findings
[bookmark: _Toc227362598]3.1 The Dual Nature of AI for HSBC
Artificial intelligence has brought about a two-fold nature to world banks. It provides operational efficiencies, better fraud detection and better customer experiences (Selvasundaram, 2025). Conversely, it also brings new threats to governance systems that are not intended to deal with (Ghosh, Saini and Barad, 2025). This duality is especially strong in the case of HSBC, which operates in the environment of interaction of various regulatory regimes. A successful mitigation scheme is a precondition to understanding the risk landscape.

HSBC has declared its belief in AI as a strategic enabler. The bank is expected to spend 3.2 billion on technology in the year 2025, of which a significant amount will be spent on machine learning applications in trade finance, anti-money laundering and customer service (HSBC, 2025). In trade finance, HSBC Leonardo works with documentary trade data and handles it through natural language processing, shortening the time spent on the processing of documents by days to minutes (HSBC, 2024). An application of AI in the monitoring of transactions in financial crime has enhanced the rates of suspicious activity detection in relation to rule-based systems (Sarna et al., 2025). These productivity savings are directly converted into cost savings and customer satisfaction. Nonetheless, the very technologies give rise to major vulnerabilities.

Historical biases can be transferred and intensified in machine learning models because of the training data (Noble, 2018). In credit scoring, this implies that the models that are trained based on historical lending choices can recreate discriminative patterns, such as based on geography or ethnicity or socioeconomic status. In the case of HSBC, which has paid about 1.9 billion in fines due to anti-money laundering failures (U.S. Department of Justice, 2012) in 2012 and has since been fined by the UK Financial Conduct Authority (FCA, 2021) a further 64 million, any AI-based compliance failure is likely to be viewed with great seriousness.

A significant proportion of developed AI models are black boxes, that is, their decision-making mechanisms cannot be comprehended by humans (Burrell, 2016). The customers of the United Kingdom have the legal right of being provided with a meaningful explanation of automated decisions that concern them under the United Kingdom General Data Protection Regulation (Dreyer et al., 2019). In case HSBC credit scoring AI is not in a position to give such explanations, it subjects the bank to regulatory fines and lawsuits by customers.

One particular vulnerability that HSBC is exposed to is the risk multiplier effect. An AI failure may occur as a single event with a bank that has a clean compliance history. In the case of HSBC, whose track record consists of deferred prosecution agreements, fines on money laundering, and a 2024 customer data breach, any AI-related failure will be viewed through this prism of a negative reputation (FCA, 2021; HSBC, 2025). The European Banking Authority (2025) has noted that banks with a history of enforcement measures have an increased supervisory expectation on new technologies. The issue of AI risk cannot thus be dealt with by HSBC as a technical issue but as a strategic and reputational issue. Each of the risk categories is discussed below, starting with data governance.

[bookmark: _Toc227362599]3.2 Data Governance Challenges
The data governance defines the reliability, legality and security of information which is used to train and run the artificial intelligence systems. In the case of HSBC, where the data on the customers is processed in the United Kingdom and Singapore, three governance issues are interrelated: cross-border data flows, data quality and lineage, and data security. All of them influence directly the possibility of the bank deploying an accurate, legal and explainable AI.
[bookmark: _Toc227362600]3.2.1 Cross-Border Transfers of Data
The global operating model of HSBC relies on the transfer of information about their customers across jurisdictions. A transaction, which was initiated in London, can be verified as fraudulent by an AI model, which is hosted in Singapore, utilising both locations. The framework poses an underlying legal conflict between the data protection framework in the United Kingdom and the one in Singapore.

The United Kingdom has the United Kingdom General Data Protection Regulation (GDPR) that limits the movement of personal data outside the United Kingdom (ICO, 2023). The Personal Data Protection Act (PDPA) of Singapore allows cross-border transfers but enforces an equal level of protection as in local legislation (Scheibner and Chan, 2025). The practical implication to HSBC is that two distinct legal systems cannot allow a single AI model to be able to freely access data in both jurisdictions without having to traverse two legal systems.

The largest conflict is that related to data localisation. Although neither jurisdiction is obliged to localise data across the board, in the financial sector, the regulation promotes the idea of keeping customer data within national borders (Lee, 2020). This means that HSBC has to have different data infrastructure in the United Kingdom and Singapore, which would raise operational costs and present the risk that an AI model trained on the data of the United Kingdom would work inaccurately when used in Singapore for customers.
[bookmark: _Toc227362601]3.2.2 The data quality and lineage
The quality of data is considered to be the accuracy, completeness and consistency of information. The history of the data that has been documented, such as the origin of the data and the transformations to which it has undergone, is called data lineage (Davuluri, 2020). The infrastructure of HSBC has been developed over decades of organic expansion and acquisitions, creating legacy solutions that keep the data of customers in an inconsistent format fragmented (HSBC, 2024). Data quality is one of the killing factors of AI. The predictions will not be reliable when an AI credit scoring model is trained on the incomplete or inaccurate data (Talaat et al., 2023). Worse still, due to the disjointed data provenance, it is not possible to determine the reason an AI model took such a specific course of action, which is against the regulatory requirements of explainability (Burrell, 2016). The ICO (2023) has clarified that the complexity of the technical nature of the organisations should not be used as the defence against accountability.
[bookmark: _Toc227362602]3.2.3 Data Security
The use of AI systems presents new security threats that are not related to conventional information technology. Model poisoning happens when attackers are able to alter training data to achieve the desired results. Through inference attacks, malicious individuals can get access to sensitive customer data by the output of models (Kalejaiye, 2025). HSBC has witnessed the failure of data security in the recent past. In 2024, the bank claimed a data breach which impacted the customer information, and it was caused by one of the third-party vendors (HSBC, 2025). Although the breach did not pertain to the use of AI systems, it proved that the data protection mechanisms at HSBC are still weak. A breach of AI would be singled out and dealt with by regulatory action immediately due to the previous enforcement record of the bank (FCA, 2021).
[bookmark: _Toc227362603]3.2.4 Comparative Analysis: UK vs. Singapore Data Governance
[bookmark: _Toc227362684]Table 1: Comparative Data Governance Framework – UK vs. Singapore
	Dimension
	United Kingdom
	Singapore

	Primary legislation
	UK GDPR + Data Protection Act 2018
	PDPA 2012 (amended 2020)

	AI-specific data rules
	ICO guidance; no standalone AI data law
	Proposed AI Governance Framework

	Cross-border mechanism
	Standard Contractual Clauses
	APEC Cross-Border Privacy Rules

	Enforcement authority
	Information Commissioner's Office (ICO)
	Personal Data Protection Commission (PDPC)

	Maximum fine
	£17.5 million or 4% of global turnover
	S$1 million (approximately £0.6 million)


[bookmark: _Toc227362604]3.3 Legal, Ethical AI and Regulations.
One of the most substantial credits scoring ethical risks to HSBC is algorithmic bias. Historical lending data can be used to train machine learning models that will recreate and further amplify historical patterns of discrimination, discriminating against applicants based on their postcodes, ethnicity or socioeconomic status even without those explicitly being considered (Kothandapani, 2025). In the case of HSBC, which has already been fined on regulatory measures due to its lending practices, an AI-based discrimination discovery would have a drastic financial and reputational impact.

The second possible ethical risk is related to explainability. A lot of sophisticated AI models are black boxes. It is impossible to understand all the working mechanisms of their decisions, as they are not fully comprehended by humans (Burrell, 2016). In the case of an unsuccessful credit of a customer or a transaction being suspicious, HSBC should give a substantive explanation. The bank cannot meet this obligation without it being explainable, and it leaves the customers with no option and regulators with evidence of a breach of this duty. A third threat is to do with the protection of vulnerable customers. Automated processes can be ineffective in detecting people who are financially struggling, have mental health issues or are less digital and cause harm that can be predicted (Mittelstadt, 2019). The FCA has a Consumer Duty that stipulates that any such failures would be regarded as a breach of the regulations regardless of the intention.

The U.K. and Singapore have followed completely different policies towards AI regulation. The United Kingdom is a principles-based system which is moving towards binding rules. The AI principles of the Financial Conduct Authority are based on the principles of proportionality, responsibility, and transparency but are also voluntary (FCA, 2021). The suggested AI Bill (2026) is, however, likely to bring forth the requirements that are mandatory to high-risk AI systems, such as credit scoring and anti-money laundering applications (UK Government, 2023). 

This state of transition poses an uncertainty to HSBC; the investments today might have to be redesigned tomorrow. Singapore is a system of contrast with Singaporean maturity and clarity. AI governance is based on the FEAT principles (Fairness, Ethics, Accountability, and Transparency) of the Monetary Authority of Singapore since 2018 (MAS, 2018). The Veritas certification programme offers a viable way out to enable banks to display compliance by rigorous testing of fairness (Pratama, Hapsari and Wulandari, 2025). Contrary to the imminent law in the United Kingdom, the framework in Singapore is stable and predictable and is functioning.

There are three areas of divergence that cause operational complexity for HSBC. To start with, the requirements of explainability vary. Article 22 of the UK GDPR provides a legal right to a meaningful explanation of automated decisions to the customers of the United Kingdom (Falletti, 2019). Singapore is lacking the equivalent statutory right. A model that is in compliance with the laws of Singapore might be against the law of the United Kingdom, and HSBC will be obliged to have different systems. Second, the way of enforcement differs.
The Financial Conduct Authority is adversarial in its approach and publishes publicly fines and enforcement measures. 

The Monetary Authority of Singapore stresses collaboration in the industry, where it goes through guidance and sandboxes prior to enforcement (Lin, 2019). In the United Kingdom, HSBC is disproportionately affected by failures in the reputational and financial effects it suffers, in comparison to Singapore. Third, the voluntary and mandatory path brings about timing delays. HSBC has no idea when the needs of the United Kingdom will be reflected or to what degree. In Singapore, the needs are already obvious, which is voluntary. The bank will have to be ready to adopt the compulsory rules of the United Kingdom with the introduction of the voluntary standards of Singapore.

The published reports of HSBC show that it has serious governance loopholes. The bank neither has published any ethical AI framework, nor has it created a specific AI ethics board, nor has it introduced obligatory algorithmic impact evaluations of systems that are considered to be at high risk (HSBC, 2025). There has been a shift in competitors. In 2023, DBS Bank released its Responsible AI Framework and formed an AI Ethics Committee and got certified as Veritas in 2024 (DBS, 2025). In 2024, Standard Chartered released its AI Ethics Principles, and it pledged to have high-risk systems supervised by humans and routinely audit algorithms (Standard Chartered, 2025). The fact that HSBC was partially involved in Veritas and did not have any certification and that it does not publish any principles puts the bank at a disadvantage against competitors. The lack of governance is discussed with regard to customer trust, in which case the lack of governance leads to direct consequences.
[bookmark: _Toc227362605]3.4 Customer Trust and Reputational Risk
The most treasured intangible asset of any retail bank is customer trust. Trust is not a commodity, and it cannot be easily purchased and constructed as is the case with physical infrastructure. After being eroded, it takes several years to be replenished (Edwards, 2024). In the case of HSBC, the reputational risk of failure of AI is already disproportionately high as compared to the industry average due to the fact that its trust basis is already below average.
The EY (2025) notes that the customer trust index of HSBC is at 67 per cent, which is four percentage points lower than the industry average of 71 per cent. Out of the fifteen biggest banks in the world, which were surveyed, HSBC was ranked twelfth, after other competitors such as DBS (78 per cent) and Standard Chartered (72 per cent). The willingness to use AI-powered banking services among the HSBC customers was lower, only 52 per cent (as compared to 58 per cent in the industry). HSBC thus has a sceptical customer base to work with.

The history of HSBC increases the risk of trust in AI. In 2012-2022, the bank was fined about 1.9 billion due to money laundering failures (US Department of Justice, 2012). In 2024, there was a third-party data breach, revealing customer information (HSBC, 2025). These incidents have trained regulators and the masses to anticipate failures to comply by HSBC. The occurrence of an incident associated with AI will not be evaluated as a one-time event but as an addition to a trend.

There are three AI-specific issues for HSBC customers. Fairness is the most important concern; clients are afraid that automated systems might discriminate them against due to their location or the manner of transactions (Mik, 2016). It is also important to be transparent so that customers can have substantial explanations for automated decisions. In the absence of these explanations, they view the system as being random and unreliable (Burrell, 2016). Redress is the third element; customers should have a clear avenue of dispute to the AI decisions. The lack thereof leads to perceived injustice becoming permanent resentment and closures of accounts and negative word-of-mouth (Mittelstadt, 2019).
There are three ways in which HSBC can tackle these concerns.
· Explainable AI gives customers a clear and easily understandable explanation of automated decisions. The studies have shown that explainability enhances trust even when the customers do not agree with the result (Rahman, 2025).
· Human-in-the-loop processes that review the high-stakes decisions by a human before making them final.
· The AI governance practices, such as fairness testing outcomes and redress outcomes, are publicly disclosed through annual transparency reporting. The use of transparency reporting by DBS Bank has been linked to an enhancement of trust measures (DBS, 2025).
The absence of these mechanisms will be increasing the trust deficit of HSBC as AI usage continues to grow. The next section looks at macroeconomic and political factors that contribute to AI risk.
[bookmark: _Toc227362606]3.5 Macroeconomic and Political Forces of AI Risk.
The macroeconomic policy and international economic environment have a direct impact on the capability of HSBC to invest in, implement and manage artificial intelligence systems. The cost of capital on AI projects is influenced by the interest rates. The competitive environment is influenced by government subsidies. The legality of cross-border data flows is dictated by trade agreements.
[bookmark: _Toc227362607]3.5.1 PESTLE Analysis
[bookmark: _Toc227362685]Table 2: PESTLE Analysis, External Drivers of AI Risk at HSBC
	Dimension
	United Kingdom
	Singapore
	Implication for HSBC

	Political
	General election uncertainty (2024/2025); potential regulatory change
	Stable single-party government; predictable policymaking
	UK presents political risk; Singapore provides stability

	Economic
	Higher interest rates increase cost of capital for AI investment
	Lower rates; government AI subsidies
	UK investment constrained; Singapore favourable

	Social
	Public skepticism about AI fairness (73% concerned)
	Higher trust in government-managed technology
	Trust-building essential in UK

	Technological
	Strong AI research base; talent available
	Pro-innovation sandbox; Veritas framework
	Both enable AI; Singapore offers clearer pathway

	Legal
	Transitioning from voluntary principles to binding AI Bill (2026)
	Stable FEAT principles; framework under consultation
	UK legal uncertainty is material risk

	Environmental
	ESG disclosure requirements include AI energy use
	Green FinTech initiatives
	AI carbon footprint emerging as regulatory concern



Sources: FCA (2024); MAS (2018); EY (2025)
[bookmark: _Toc227362608]3.5.2 Monetary Policy and AI Investment
Monetary policy has a direct impact on the readiness of HSBC to have capital invested in AI governance infrastructure. In 2024 the base rate of the Bank of England was 5.25 per cent, the highest since 2009 (Bank of England, 2024). The increased interest rates make it more expensive to borrow, so the justification of discretionary technology projects in terms of returns on investment must be more evident (Feldman, 2025). Conversely, the Monetary Authority of Singapore has a relatively relaxed position, and the effective cost of borrowing by companies to invest is lower (Monetary Authority of Singapore, 2024). The AI governance investments of HSBC should thus provide value sufficient to justify the increased cost of capital in the United Kingdom but still be competitive in Singapore.

[bookmark: _Toc227362609]3.5.3 Government and Fiscal Policy Support.
The two jurisdictions have a mismatch in fiscal policy, which gives an unfair level playing field. The R&D tax credit regime in the United Kingdom is friendly to AI research, although the government has not implemented AI-specific subsidies as seen in Singapore. One of the National AI Strategies of Singapore has direct funding of bank-led AI projects, such as fairness testing and explainability tools (Allen, Loo and Campoverde, 2025). The government support of Veritas certification, which HSBC UK does not get, is accessible to HSBC Singapore. This gap can affect the focus of AI governance investments by the bank.
[bookmark: _Toc227362610]3.5.4 Geopolitical risks and trade policy.
In 2022, the United Kingdom-Singapore Digital Economy Agreement was signed, which promotes cross-border data flows and bans the data localisation requirements (UK Government, 2023). This contract will decrease the legal tensions in the UK-Singapore AI activities of HSBC. But there is more extensive geopolitical risk. The impact of United States-China technology decoupling is on HSBC operations in Hong Kong, where the bank has a significant business. Semiconductor and AI chip export restrictions might limit the potential of HSBC to implement some AI models to its international network (Järvi et al., 2025). HSBC should, therefore, keep a close eye on geopolitical changes as on regulatory changes. Synthesis of the interrelation of all the risk categories is provided in the following section.

[bookmark: _Toc227362611]3.6 Synthesis: Relationships between Risk Categories.
The four risk categories that are discussed in this report are not discrete. One failure spreads to all, providing systemic exposure, which siloed risk management cannot deal with. Take an imaginary situation. The AI used by HSBC to score credit is trained on fragmented and low-quality data (data governance failure). The model becomes biased towards some postcodes algorithmically (ethical failure). In case a customer is refused a mortgage without reason, he/she complains to the Financial Conduct Authority. The regulator examines and discovers that the decision (regulatory failure) is not explicable by HSBC. 

HSBC has discriminating AI (trust failure) and the share price of the bank declines. 
This domino effect explains why HSBC is unable to deal with these risks alone. Ethical AI is based on data governance. Ethical AI is a prerequisite for regulatory compliance. Customer trust is maintained by compliance with regulations. The financial implications of all failures are influenced by macroeconomic and political factors such as interest rates, government subsidies, trade agreements and others. A unified governance system is thus needed. The implementation plan below incorporates this principle by way of a policy of trust by design that will deal with all types of risks at the same time.

[bookmark: _Toc227362612]4.0 Implementation Plan
HSBC has significant risks in the areas of data governance, ethical AI, regulatory compliance, customer trust, and macroeconomic drivers. These dangers are mutually dependent; the failure in one of the categories spreads to others. Much needed is a detailed implementation plan to deal with all four categories of risks at a go, over an 18-month horizon. The plan is future-proofed to fit in the upcoming United Kingdom AI Bill (2026) and any future changes in regulation in Singapore.
[bookmark: _Toc227362613]4.1 General principle: Trust by Design.
The plan is aligned to one fundamental principle: trust by design. This implies that AI governance is integrated into the product development process, and it is not added afterwards (Floridi and Cowls, 2022). Trust by Design means that all AI models must have documented data lineage, have undergone algorithmic impact assessment, have been shown to be explainable, and have a customer redress pathway before any single customer transaction is processed. This principle guides all activities in the three-stage roadmap below.
[bookmark: _Toc227362614]4.2 Three-Phase Roadmap
[bookmark: _Toc227362686]Table 3: Three-Phase Implementation Roadmap for HSBC AI Governance
	Phase
	Timeline
	Focus
	Key Actions
	Cost

	Phase 1: Foundation
	Months 0-6
	Governance structures and risk visibility
	Establish AI Ethics Board; publish Ethical AI Principles; complete AI inventory and risk classification; create UK-Singapore data jurisdiction map
	£1.1m

	Phase 2: Integration
	Months 7-12
	Embed controls into AI development
	Implement Algorithmic Impact Assessments for high-risk AI; deploy explainability layer for credit scoring; launch customer redress portal; achieve Singapore Veritas certification
	£2.9m

	Phase 3: Maturity
	Months 13-18
	External validation and continuous improvement
	Obtain Ethical AI certification (BSI or equivalent); publish annual AI Transparency Report; implement cross-border data protocol; deliver AI literacy training for all 200,000 employees
	£2.35m



Phase 1: Foundation (Months 0-6)
Phase 1 lays the groundwork of the governance infrastructure of all further actions. Accountability of AI is vested in the AI Ethics Board, which is a group of individuals representing legal, risk, technology, customer experience and an external ethics advisor. The Ethical AI Principles, which are published, publicly bind HSBC to fairness, transparency, accountability, and human supervision (Mittelstadt, 2019). The AI inventory categorises all the models according to the level of risk (high, medium, or low) in terms of impact on the customer and regulatory attention. The UK-Singapore data jurisdiction map records the origin of every piece of data, where it is processed and in what legal regime. Without this, the following steps cannot be successful.
Phase 2: Integration (Months 7-12)
Phase 2 instills controls into the AI development processes. The Algorithmic Impact Assessments will be obligatory to all high-risk AI models, such as credit scoring and AML screening. Such tests will be used to check bias, explainability, and vulnerable customer effects prior to the deployment (Bono, Croxson and Giles, 2021). The credit scoring AI explainability layer offers customers understandable, readable explanations of their being approved or rejected. The customer redress portal creates a transparent way of challenging AI decisions, which meets the UK GDPR Article 22 rules (Rahman, 2025). The Singapore Veritas certification is a testament that HSBC has fairness tests that are up to international standards.
Phase 3: Maturity (Months 13-18)
Phase 3 is concerned with external validation and constant improvement. BSI Ethical AI certification is an independent certification to show that HSBC has a good governance structure that is up to the British and international standards. The AI Transparency Report is also published yearly and reports on the AI inventory, fairness testing outcomes, volumes of complaints and redress outcomes publicly (DBS, 2025). The cross-border data protocol sets up both legal and technical frameworks to make legal UK-Singapore data transfers. Training all 200,000 employees on AI literacy will make sure that every employee is informed about the simple AI threats and their roles. Such training is especially essential when it comes to customer-facing jobs, as the employees have to justify AI decisions to the customers.
[bookmark: _Toc227362615]4.3 Key Performance Indicators
[bookmark: _Toc227362687]Table 4: Table 6: Key Performance Indicators for AI Governance
	KPI
	Baseline (Today)
	Target (Month 18)
	Measurement Frequency

	Customer trust in AI decisions
	52%
	65%
	Quarterly survey (EY, 2025)

	AI-related regulatory fines
	£0 (last 3 years)
	£0
	Real-time compliance reporting

	High-risk AI models with impact assessments
	0%
	100%
	Monthly internal audit

	AI explainability coverage (% of models)
	30%
	90%
	Quarterly technical audit

	Customer complaints from AI decisions
	1,200 per year
	Fewer than 600 per year
	Monthly customer service data

	Employee AI literacy completion (risk staff)
	0%
	100%
	Monthly HR tracking



Sources: EY (2025); HSBC (2024; 2025)
All KPIs are quantifiable, time-specific and directly associated with a risk category. The trust deficit and reputational risk are met by customer trust. Compliance with the FCA and MAS frameworks is directly measured by regulatory fines. The gaps of data quality, lineage, and transparency of ethics are covered by algorithms' impact assessment and the explainability coverage. The number of customer complaints takes into account the erosion of trust and possible ethical lapses. The cultural aspect of sustainable AI governance is met by employee literacy completion so that the risk awareness is not limited to some specialised staff but spread throughout the workforce.
[bookmark: _Toc227362616]4.4 Implementation Risk Mitigation
The implementation plan has been identified to have the following risks and mitigation strategies.
Risk 1: UK AI Bill 2026 presents some unforeseen mandatory requirements.
This is a potentially high-impact and probability risk, since impending legislation may radically change the compliance environment of HSBC. Reducing the impact, HSBC ought to set up a rapid compliance team that tracks the legislative changes, create flexibility in the Phase 1 governance systems to adapt to regulatory changes and develop policies that are better than expected to establish an insulation mechanism against uncertainty.
Risk 2: Competitor (DBS) speeds up even more the AI governance.
The probability and impact are medium with this risk, with DBS being a first-mover with Veritas certification. To counter this, HSBC ought to move Phase 2 certification (12 months) to Phase 1 (9 months) and focus on publicity of its Ethical AI Principles within the first three months of Phase 1, which will lessen the reputational advantage of DBS.
Risk 3: Resistance within the business units.
This risk is a medium likelihood and low impact since the resistance can be overcome by means of leadership intervention. As mitigation measures, HSBC needs to obtain the CEO mandate prior to the start of Phase 1, tie AI governance compliance to executive bonus requirements, and show the ROI by minimising risk exposure to regulations.
Risk 4: Technology malfunction
This is a low-probability, high-impact risk because explainability failure would indicate a lack of trust and compliance. Mitigation measures that HSBC can take are to pilot the explainability layer on two low-risk models, then roll it out to the enterprise, and to have vendor redundancy so that alternative solutions are available.
Risk 5: Risk of budget or reallocation.
This risk has a medium probability and medium impact since there are competing priorities in technology budgets. In a bid to mitigate, HSBC can observe that Phase 1 will only cost it a small amount of £1.1 million and report successes of Phase 1 before it seeks approval of Phase 2 funding.
[bookmark: _Toc227362617]4.5 Implementation Plan Overview.
The three-stage roadmap will cost a total of £6.35 million in 18 months. Phase 1 sets up governance premises. Phase 2 instills controls in AI development. Phase 3 attains external validation and embedding into the culture. There are six KPIs which monitor progress in all risk categories. There are four risks to implementation with mitigation strategies. The strategy has been created to be future-proof, with the future UK AI Bill in mind, and as a result, provides a competitive advantage in Singapore Veritas certification. The next part summarises the findings of the report with recommendations which are prioritised.

[bookmark: _Toc227362618]5.0 Conclusion
This report has analysed how the adoption of artificial intelligence will be fast-paced and how this will affect the risk management in HSBC Holdings plc in the United Kingdom and Singapore. The consequence of any AI-related failure is increased in the case of HSBC since it experiences a risk multiplier effect. The regulatory consequences are a negative perception of an AI incident, which the historical track record of the bank, such as the money laundering fines (approximately $1.9 billion) and a 2024 data breach of its customers, will create an outsized effect on the outcomes of the AI incident, as compared to other participants in the sector with a more pristine record of compliance.

The difference in the regulations between the United Kingdom and Singapore poses operational challenges to HSBC. The UK is moving away, with the proposed AI Bill (2026), towards binding law, creating material uncertainty when it comes to compliance planning. Singapore has an established, stable system that is based on the MAS FEAT principles and Veritas certification, and HSBC has to work with conflicting rules in the two most important jurisdictions.

HSBC has a lower level of AI governance compared to competitors. The bank has failed to publish ethical principles of AI, establish a special AI ethics board, and institute compulsory algorithmic impact testing on high-risk systems. DBS Bank and Standard Chartered have led in all these aspects, becoming Veritas-certified and publishing transparent governance frameworks. Customers have the lowest level of trust in HSBC, at 67 per cent, which is four percentage points lower than the industry average. The willingness of the HSBC customers to use AI-powered services is only 52 per cent, which indicates the deep-seated mistrust, which needs to be overcome by intentional trust-building processes.

According to these results, HSBC is recommended to set up an AI ethics board and release ethical AI principles within three months. It will have to fill in an AI inventory and the UK-Singapore data jurisdiction map within six months. The high-risk model algorithmic impact assessment has to be in place in nine months, and Singapore Veritas certification and the redress portal are to be in place for customers in twelve months. The implementation plan will need a capital of 6.35 million in 18 months – a small price to pay when the possible damage to the reputation and fines imposed by the regulatory organisations are considered. It is up to HSBC to either make an investment now in Trust by Design or spend much more later.
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