Worksheet: Virtual Machine Images
In this worksheet, you will be creating a VM using the Azure CLI but we will explicitly create the network resources required. In addition, we will ping from one VM to the other to demonstrate that they are on the same virtual network.
IMPORTANT: Where you see angle brackets < >, this represents a value that you must provide yourself. For example, <YOUR_RESOURCE_GP> requires you to enter an appropriate resource group name of your choice. Unless otherwise stated, these are the names that should be given to a resource or the name of an existing resource that you have already created.
Values not in brackets represent names of resources that you have already created or you should already know, so use the corresponding name for that resource. For example, YOUR_RESOURCE_GP means that you have already created a resource group and you should provide the name of this resource group here.
1. Only do this once……
If this if the first time you are using Azure, then setup your subscription details as the default so that you do not need to enter them whenever you wish to execute a command.
az account list -o table
az account set --subscription YOUR_SUBSCRIPTION_ID

Once you have set the default subscription, there is no need to repeat this process ever again!!
2. Resource Group
Before creating any resources, you must create a resource that can contain those resources. For student Azure accounts your location is “uksouth”. Choose an appropriate resource group name.
# create resource group
az group create --name <YOUR_RESOURCE_GP> --location YOUR_LOCATION

You can list resource groups:
# List all the resource groups 
az group list -o table 
az group list -o table --query "[?location=='ukwest'].name"

3. Identify the minimum size VM you can use and a suitable Ubuntu image
You only need the smallest VM since we are just playing around with creating VMs in this exercise, this will probably be “Standard_B1ls”. Also look for an Ubuntu image that you can use, starts with “Ubuntu” such as “Ubuntu2204”. Remember these names because we will use them later for UBUNTU_IMAGE  and VM_SIZE.
# List available VM sizes at given location
az vm list-sizes --location YOUR_LOCATION --output table|more  

# List the available images at the given location
az vm image list --query "[].{Alias:urnAlias,Version:version}" --output table

4. Create the Virtual Machine
Create a virtual machine, by default it will also create a virtual network, subnet and NIC to connect to the subnet. Notice that we have set security-type to Standard because we want to demonstrate creating an image locally (outside of a gallery) but this does not offer the best security.
# Create the virtual machine
az vm create --resource-group YOUR_RESOURCE_GP --name <YOUR_VM> --image UBUNTU_IMAGE --admin-username azureuser --generate-ssh-keys --security-type Standard

5. Install Nginx on the VM
SSH into this VM and install Nginx
# Create a public IP address. This actually separate Azure resource and incurs a small cost
az vm show --resource-group YOUR_RESOURCE_GP --name <YOUR_VM> --show-details --query publicIps

SSH into the VM using this public IP address
ssh azureuser@20.90.8.168
sudo apt-get -y update
sudo apt-get -y install nginx
echo "Hello World from host" $HOSTNAME "!" | sudo tee /var/www/html/index.html
exit

6. Allow access to port 80 on the VM
Although we can connect to our VM on the public IP address, inorder for Ningx to serve our browser a web page we need to give it access to port 80 on which our web server is listening
# Open port 80 to the public internet. 
# Actually, this adds a rule to the NSG
az vm open-port --port 80 --resource-group YOUR_RESOURCE_GP --name <YOUR_VM>

Using your browser, enter the public IP address for the URL and hit enter to see the hello message from our web server.
7. Generalise the VM OS
SSH back into the VM again and this time generalise the operating system. At this point, the VM is useless other than for creating an image.
# SSH into the VMs public IP to generalise the VM
ssh azureuser@20.90.8.168
sudo waagent -deprovision+user
exit

8. Stop the VM
Stop the VM and mark it as generalised so that Azure should not allow it to be restarted and that it can be used to create an image.
# Stop the VM running
az vm deallocate --resource-group YOUR_RESOURCE_GP --name <YOUR_VM>

# Mark the VM as generalised so Azure blocks you from using it
az vm generalize -g YOUR_RESOURCE_GP -n <YOUR_VM>

9 Create an Image
Create an image that can be used to create as many VMs as we wish.
# Create the image
az image create --resource-group YOUR_RESOURCE_GP --name <YOUR_VM_IMG> --source <YOUR_VM> --hyper-v-generation V2

az image list --resource-group YOUR_RESOURCE_GP --output table

9. Create an image in an Azure Compute Gallery
Again, we are going to create an image that can be used to create VMs but this time we will put it in a Gallery so that people can easily find it since it comes with some descriptive definition and also we can store multiple versions of the image if we wish.
# Create an Azure Compute Gallery (formely Shared Image Gallery) so we 
# can also demonstrate using a gallery to deploy an image
az sig create --resource-group YOUR_RESOURCE_GP --gallery-name <YOUR_GALLERY>

# Create an image definition that describes the image and its requirements
# Note: we have to set the securityType to Standard because that's the VM 
# security we set above for this demo. However, the default is TrustedLaunch
# which is more secure and matches the default setting for a VM.
az sig image-definition create --resource-group YOUR_RESOURCE_GP --gallery-name <YOUR_GALLERY> --gallery-image-definition nginxapp --publisher Me --offer nginx --sku FirstImage  --description "A basic nginx image" --os-type Linux  --os-state Generalized --features SecurityType=Standard --hyper-v-generation V2

# Create an image version associated with the image definition.
# There can be multiple versions of an image associated with a defintion.
vm_id=$(az vm get-instance-view --resource-group YOUR_RESOURCE_GP --name <YOUR_VM> --query id -o tsv) 

az sig image-version create --resource-group YOUR_RESOURCE_GP --gallery-name <YOUR_GALLERY> --gallery-image-definition nginxapp --gallery-image-version 1.0.0 --target-regions "YOUR_LOCATION" --replica-count 1 --virtual-machine $vm_id


10. Create a VM using the local image
Create a VM with an image not found in a gallery.
az vm delete --resource-group YOUR_RESOURCE_GP --name <YOUR_VM> --yes

# Create a new VM using the local image we just created
az vm create --resource-group YOUR_RESOURCE_GP --name <YOUR_VM> --image <YOUR_VM_IMG> --admin-username azureuser --generate-ssh-keys

# Get the public IP address
az vm show --resource-group YOUR_RESOURCE_GP --name <YOUR_VM> --show-details --query publicIps

# Open port 80 to the public internet. 
az vm open-port --port 80 --resource-group YOUR_RESOURCE_GP --name <YOUR_VM>

### Browse to this public IP address of the VM to check it works

11. Create a VM using the image from the gallery
Again create the VM but using the image we placed in the Azure Compute Gallery
az vm delete --resource-group YOUR_RESOURCE_GP --name <YOUR_VM> --yes

# Create a new VM using the image we added to our gallery
imgId=$(az sig image-definition show --resource-group YOUR_RESOURCE_GP --gallery-name <YOUR_GALLERY> --gallery-image-definition nginxapp --query id -o tsv)

az vm create --resource-group YOUR_RESOURCE_GP --name <YOUR_VM> --image $imgId --admin-username azureuser --generate-ssh-keys

# Get the public IP address
az vm show --resource-group YOUR_RESOURCE_GP --name <YOUR_VM> --show-details --query publicIps

# Open port 80 to the public internet. 
az vm open-port --port 80 --resource-group YOUR_RESOURCE_GP --name <YOUR_VM>

### Browse to this public IP address of the VM to check it works

12. FINISH: Delete Everything
The easy way to stop and delete everything we have created is to just delete the resource group that contains all these resources.
# Clean up
az group delete --name YOUR_RESOURCE_GP --yes

