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[bookmark: _Toc155963182]Synonyms

AI - Artificial Intelligence
IoT - Internet of Things
CEH - Certified Ethical Hacker
CISSP - Certified Information Systems Security Professional
FTK - Forensic Toolkit
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1. [bookmark: _Toc155963183]Introduction

This document is based on analysing Digital Forensics field and how is it related to Cyber Security. It will include explanations such as current state of the field, relation to cyber security and key challenges as well as evaluation of open-source and commercial tools used in Digital Forensics. Also, there are two scenarios. The first scenario explains how the person managed to get hired as a Digital Forensics investigator and based on the given scenario proposed by the other team, the solution and the data needs to be revealed. The second scenario is based on the phone analysis and providing a comprehensive report that documents the findings while fully maintaining the integrity and obeying the regulations and standards.

2. [bookmark: _Toc155963184]Digital Forensics

[bookmark: _Toc155963185]2.1 What is the current state of the field?

The current state of the field is significantly advanced at the moment [1]. However, as the level of Digital Forensics increases, the criminals are embracing themselves with new methods and better technology and this leads to increased complexity of investigations. Harder investigations are caused by finding out new ways of breaching digital devices such as phones, tablets, laptops etc. as well as continuous improvement of technology. The implementation of encryption and cloud computing on mobile phones makes the job harder for Digital Forensics Investigators to retrieve and analyse the desired evidence. Artificial intelligence [2] plays a significant role in Digital Forensics these days as software engineers are releasing software that allows for automation of features such as identity patterns, automation of analysis and assists professionals with decision-making. AI will mostly help when filtering through large databases when searching for a specific information and saves time. Technology allows investigators to perform forensics remotely if the evidence is located in a complete different place, however there are limitations and strict policies related to that. There are many other fields in Digital Forensics such as IoT, legal and ethics challenges.
[bookmark: _Toc155963186]2.2 How do Digital Forensics and Cyber Security relate to each other?

Digital Forensics and Cyber Security have many aspects in common [3] and the goal is to protect digital devices and systems. Cyber Security allows professionals to provide a real-time protection and instant prevention against security breaches and threats, however Digital Forensics allows professionals to find out and recover how the breach happened. Finding out how it happened and what was the goal will aid in the court of law  when it comes to presenting the evidence and securing the vulnerability in the future – this is where digital forensics and cyber security meet as cyber security and digital forensics professionals need to share the same skillset and constantly improve it. While these both fields work together, it allows to create a proactive security measures while maintaining the legal compliance. One needs another in order to provide a safe and secure system.

[bookmark: _Toc155963187]2.3 What are emerging trends?

One of the major trends that is currently being implemented and heavily used for advantage is Artificial Intelligence [4] for automation, this allows for time-efficient investigations. There are many more emerging trends such as IoT, memory forensics and also blockchain forensics. Automation allows for a more efficient investigation of packets and networks. Companies are now preparing for digital forensic investigations in advance and this leads to a strict obeying of standards and guidelines to ensure that the evidence presented in the court of law is valid. Remote working allows professionals from many fields such as cyber security, digital forensics and law to work together efficiently and effectively to come to a fully valid solution. It is important to stay up to date with the newest trends, attacks and system in order to implement the necessary security and policies & standards in order to avoid the breach. Remote working allows everyone to work on the case at anytime of the day and makes the data easily accessible for authorised people in the case.
[bookmark: _Toc155963188]2.4 Key challenges 

There are many key challenges and each challenge affects the investigation in a different way [5]. One of the major key challenges is privacy and encryption. There are cases where it is impossible to separate the actual evidence from victim’s private data and this affects the privacy. The next challenge is technology as it is constantly evolving and professionals need to be up to date at all times, sometimes there is no way to avoid all of the new ways of breaching the data until the accident actually takes place. When it comes to storing data, cloud computing is another big challenge for professionals as the data can be stored on mobile phones, remote servers including IoT devices and IoT devices are capable of creating a large amount of data, this will surely interfere with the difficulty of investigation. Investigating large amount of data can be challenging and attackers use that as an advantage to prevent law enforcement from finding and analysing the evidence. Remote investigations are very efficient but difficult and sensitive at the same time when it comes to presenting the evidence in the court of law as the risk of invalidating the evidence is way higher than if the investigation was to be carried out in person. Digital Forensics field is under staffed and lacks professionals and keeping up to date with the newest trends and law changes becomes difficult. To overcome this problem, all fields such as law, cyber security, digital forensics started working together in order to create a complete solution and think of breach-proof approach to system design.
[bookmark: _Toc155963189]2.5 International and National job market

International and National job market for Digital Forensics professionals is relatively flexible as they are employed in many sectors [6] such as technology, government, finance etc. the demand for them is constant. The chances of getting employed as a Digital Forensics investigator can be aided by gaining additional qualifications such as “CEH” Certified Ethical Hacker and “CISSP” Certified Information Systems Security Professional. When it comes to salaries, it will be very randomised as different sectors require different skillsets and certifications. Average salary for Digital Forensics Investigators in the UK is [7] £35,303, however experienced employees can make up to £54,000 a year, whereas the entry level position will guarantee a minimum of £32,000 a year. Professionals that stay up to date with the most recent trends and emerging technologies are more likely to be hired due to their expanded knowledge and ability to react quicker to unknown attacks.

[bookmark: _Toc155963190]2.6 The process of Digital Forensics Investigation

The process of Digital Forensics investigation includes a few essential steps and it will be explained now.
Identifying the incident and reporting [8]
The objective is to identify the incident and gain an idea of what happened
Action:
· Identify in which part the cyber crime has been committed
· Make essential calls and reports to the relevant authorities and teams
Assessment and response [9]
The objective is to assess the current state of the investigation and decide the goal
Action:
· Gather essential data about the incident
· Identify the damage 
· Identify with the team which tools are going to be used
Preparation and planning [10]
The objective is to create a plan for the investigation
Action:
· Set out objectives and goals for the investigation
· Assign responsibilities and roles for the each member of the team
· Before starting, ensure that legal agreements are finished and warrants are granted
Collecting and storing evidence [11]
The main objective is to safely keep the evidence
Action:
· Detect which aspects of the investigation come under the category of Digital such as laptops, computers etc.
· Together with the team, establish and execute the appropriate techniques of collecting the evidence while maintaining the integrity of the data
· Keep a well-structured and updated chain of custody form
Data analysis [12]
The main objective is to extract the necessary information from the evidence
Action:
· Use relevant tools to extract the evidence
· Gather deleted files, execute decryption and analyse file systems
· Make sure all findings are documents
Reporting and documentation [13]
The main objective is to create a well-structured and easy to follow report
Action:
· Each step of the process needs to be clearly documented
· Create a in-depth report about all the findings, methods & tools used
· The evidence which will support the final outcome needs to be provided
Preparation for court [14]
The main objective is to prepare all findings and documents for presentation
Action:
· Make sure that anything involved in the reported can be counter argued
· Ensure that the investigators are prepared to present the evidence if requested
Closure [15]
The main objective is to create an evaluation and legally close the case
· Store the evidence securely
· Discuss findings and how each member of the team improved
















3. [bookmark: _Toc155963191]Digital Forensics Tools – Possibilities and Limitations

[bookmark: _Toc155963192]3.1 Current state of Digital Forensics tools

The current state of digital forensics tools is evolving and will rapidly evolve due to new technologies coming out [16]. However, tools such as “FTK” Forensic Toolkit, Autopsy and EnCase are go-to tools in terms of investigating and analysing the evidence such as different file systems and disk images. 
There are many categories of forensics tools and the next one is memory forensics where volatile memory investigation is essential to be carried out if no evidence can be found inside the hard drive, memory forensics will aid in revealing the data that might be hidden behind processes and also encryption keys.
Database forensics is another type of investigation which allows professionals to run software such as DB Browser or SQLite Forensic Explorer, these tools will support the process of investigating the database files. The reason why database forensics investigations are important is because this type of investigation is carried out whenever the unauthorised access has been detected and data is revealed.
Whenever there is an incident, tools such as Elastic Stack or Splunk will aid the process of enabling the analysis of the data that has been logged in multiple locations and sources. This way, organisations are able to react quicker and implement appropriate counter-measures for the attack that has been executed leading to an increased security.
The next and crucial digital forensics category is network forensics as a lot of incident are related to network security breaches. There are many available and free tools out there such as Wireshark that has been around for a while supporting professionals in analysis as well as NetworkMiner. By using these tools, professionals are able to identify where the attack came from, what vulnerability was likely abused leading to implementing appropriate counter-measures to create a complete security solution.
Nowadays, almost everyone own a digital device such as smartphones [17]. Enormous amounts of data are being exchanged every second leading to many crimes committed at the same time. To reduce the number of crimes, tools such as Cellebrite and XRY are widely and commonly used in order to analyse the device and extract the desired data without altering the original evidence. The use of smartphones is higher than it is ever been and this is why this is a crucial aspect to make sure that mobile devices can be safely and ethically breached by digital forensics professionals and present the valid evidence in an appropriate way in the court of law.
Another important and crucial aspect of digital forensics tools is malware category and such as OllyDbg and IDA Pro fall perfectly into that category. These tools are used by professionals in order to carry out investigations against malicious software. The way these tools will aid the process of investigation is that it allows professionals to acknowledge malware behaviour and its malicious code.



[bookmark: _Toc155963193]3.2 Evaluation and comparison of open-source and commercial forensics tools

When it comes to the quality and natural environment & requirements of investigation, there are some tools that might not be suitable and some tools which will be a perfect fit for what is needed. Each tool has its own pros and cons. The decision which tool should be used depends on the requirements and other important aspects such as budget as well as the services that are needed. Now, both open-source and commercial tools will be deeply evaluated and compared.

There will be three open-source and commercial tools evaluated:
Open-source tools
Autopsy [18]:
Pros:
· Easy to navigate around user-friendly interface, it makes it easy for beginners to get to know the tool and motivate them to push further due to its ease of usability and possibilities
· Wide range of support provided, Autopsy supports many file systems as well as volumes which allows professionals to flexibly use this tool in order to analyse a wide variety of data instead of using many tools for different data.
· Costs nothing which means that anyone can use this tool.
Cons:
· This tool consists of features that might be really advanced but the usage of them will be limited and this might lead to not finalising the investigation due to inability to process further.
· Autopsy might have a precipitous learning curve for people that are just getting started with Digital Forensics and Autopsy

Suitability:
· It suits scenarios that mainly small and medium companies will take care of. This tool is designed for amateurs and professional forensic investigators.

Wireshark [19]:
Pros:
· Wireshark allows for detailed packet analysis by breaking down each packet into smaller blocks of information allowing professionals to precisely investigate each packet by analysing the detailed information.
· Flexibility is another advantage of Wireshark as it allows professionals to analyse hundreds of different protocols and developers are constantly working on adding new protocols to analyse.
Cons:
· Wireshark has an ability to generate a large amount of data which can lead to confusion and being overwhelmed if the user is not experienced in using Wireshark, to avoid that appropriate filters need to be applied to the search.
· Another disadvantage of Wireshark is that it can only be used for network purposes as it is strictly designed for network troubleshooting and analysis meaning it will not be useful in other sectors such as system analysis.
CAINE (Computer Aided Investigative Environment) [20]:
Pros:
· CAINE allows beginners to start their journey with digital forensics as this tool consists of a user-friendly and easy to navigate interface allowing new users to learn quicker and adapt to the software.
· Another advantage of CAINE is its amount of features, this is a all in one solution because it includes a large amount of tools. This makes it flexible and time efficient for the user to perform many different tasks using just one tool.
Cons:
· Meanwhile, this tool is a great use for many different scenarios, it might not be the best option if large databases are involved as it will significantly lower the performance due to being a free tool and not having advanced technologies to support that.
· Another disadvantage of CAINE is that developers are not willing to roll out regular updates meaning that some of the technologies might not be included in CAINE.

Commercial tools
EnCase Forensic [21]
Pros:
· EnCase is widely acceptable and compatible with courts all around the world as it is using appropriate methodologies that allow professionals to export the evidence in a presentable and valid way.
· Another advantage of EnCase is its performance as it is a significantly powerful tool when it comes to advanced investigations due to its ability to provide a solid range of management tools to manage the evidence.
Cons:
· This is an advanced tool that experienced professionals should aim to use and it requires an appropriate and detailed training to fully maximise the use of the features that it offers.
· The major disadvantage of EnCase is it costs, in order to use Encase, users would need to spend USD $3,156.99 for one license per year and not every individual or company is willing to spend that amount.



X-Ways Forensics [22]
Pros:
· X-Ways forensics main ability is how careful it is when it comes to making sure that the integrity of the original evidence has not been altered as this is the biggest requirements for presenting a valid evidence in the court of law.
· User interface allows users for a great flexibility in design as it offers an option to customise the workspace based on user’s liking leading to an increased productivity.
Cons:
· The cost is the major disadvantage of X-Ways Forensics as it plays a significant role in deciding whether this tool can be used or not due to £1,049 subscription for one license per year.
· X-Ways forensics offers a great variety of features leading to a complexed user interface, this might be overwhelming for certain individuals with no training and decrease the productivity.
AccessData  FTK (Forensic Toolkit) [23]
Pros:
· AccessData FTK allows professionals to make a clear outline of each step and what was carried out due to its ability of creating a timeline analysis along with complexed searching abilities, this makes it easier to present the evidence in the court of law.
· FTK is a powerful tool that is capable of handling a large number data and analyse it while maintaining a good performance.
Cons:
· FTK offers a wide variety of features meaning it might be overwhelming for new users and make it difficult to finalise the case in time. Users will require an appropriate training in order to efficiently analyse data.
· FTK can be a demanding software to run smoothly, this is why professionals and beginners are required to use a high-end hardware and this could count as an additional expense.
· In order to use FTK, companies and individuals would need to spend USD $1,260.99 for one license per year.

To summarise, open-source tools are great option when it comes to cost efficiency and flexibility while receiving support from other users, however open-source tools might lack new technologies and features that software such as EnCase, X-Ways and FTK can provide and will allow professionals to get a bundle of a complete forensics solution to be able to analyse every evidence and carry out advanced investigations.







4. [bookmark: _Toc155963194]Task 3 – Simulate a digital forensic investigation based on HDD

This challenge required a specialised set of skills and knowledge in order to properly prepare the hard drive for analysis and hand it over to the other team and document everything as our group progressed through the challenge. Important aspects of this digital forensic investigation such as Risk Assessment, Chain of Custody and a group video with an explanation about the roles of each member of our team. It will also provide screenshots of our journey with the external hard drive provided to us by the other team.
4.1 [bookmark: _Toc155963195]Risk Assessment

HDD Preparation
	Chain of Custody
	From point of receival of HDD to handover to team B, a chain of custody was maintained to prove proper handling, transfer and storage was met

	Hardware Risks
	Condition of HDD was assessed upon receiving the device, to ensure it was functional, compatible and fit for purpose

	Data Privacy and Compliance
	To Ensure that any data used complies with privacy laws and regulations, we ensured that no personally identifiable information was present on the disk. We also ensured that financial data was fictional and not in breach of laws

	Data Integrity
	To assess risk related to data loss or corruption, we tested its accessibility and ensured the data was retrievable. All data on drive was also backed up

	Ethical Integrity
	Ethical standards were always adhered to, ensuring data and device were appropriate and acceptable

	Incident Response Plan
	Incident response plan consisting of backing up data, ensuring device functionality



[bookmark: _Toc155963196]4.2 Analysis of HDD provided by the other team
	Data Integrity
	Use write-blocking tools to prevent data corruption. Use hash values to confirm data integrity

	Hardware Damage
	Use safe storage in Faraday case. Adopt correct handling procedures

	Software Risks
	Access data in isolated environment using VM’s

	Confidentiality Breach
	Avoid accessing unnecessary data

	Legal Compliance
	Legal requirements are complied with by receiving permission to access data

	Chain of Custody
	From point of receival from Team C, chain of custody was maintained to prove proper handling, transfer and storage, as well as non-repudiation.

	Technical Competence
	Ensure all team members understand their roles and responsibilities 

	Technical Challenges
	Analyse the file system and format. Be prepared for encrypted data

	Incident Response
	Store disk image backups to prevent data loss. Analyse file types to identify relevant data, avoiding sensitive and unnecessary information





[bookmark: _Toc155963197]4.3 Chain of Custody
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[bookmark: _Toc155963198]4.4 Group video explanation on the process in Task 3:
Link: Click
[bookmark: _Toc155963199]4.5 Data collection for the HDD

Our team has made every effort to prepare an HDD for the other team to investigate and analyse. Before handing it to them, we have made sure that the data stored on the HDD to analyse is appropriate and retrievable and made sure that the drive itself is fully functional and can be connected. After the foundation has been established, we have decided to generate random data sets such as database that consisted of fictitious employee names and information about their earnings, marital status etc. To provide sensitive data, fake banking credentials have been generated and put into a .txt file. Additionally, a video of a random conference has been included for the steganography purposes. The major achievement included hiding the bank statement inside the video conference using steganography tools providing a lot of options and possibilities for the other team to discover and use.
[bookmark: _Toc155963200]4.6 Preparation of our hard drive – screenshots

[image: ]This provides an information that the hard drive had to be wiped and the file system format had to be altered to NTFS in order to create more partitions.






[image: ]
A window from the Disk Management tool, showing the process of shrinking a volume to create a new partition on a disk.
[image: ]
Text file with SQL commands, this one specifically containing 'INSERT' statements for populating a database table with data.






[image: ]
An Excel spreadsheet containing a fake employee database. This includes columns for first and last names, gender, email, phone, education, occupation, experience, salary, and marital status.
[image: ]
A text file containing SQL commands, which seems to be a model or template for creating or altering database tables and their relationships.






[image: ]
A text file named 'Nitheesh Corporation.txt' which contains fake banking credentials, including card issuer, card number, full name, CVV, PIN, expiration date, and so on.
[image: A screenshot of a computer
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A screenshot showing an MD5 hash generation for a password, with the original and reversed hash values visible.
[image: ]










VeraCrypt encryption software, displaying the interface for creating a new encrypted volume and setting a secure password for it.
[image: ]
This screenshot is showing VeraCrypt software collecting random data, it was best to move the mouse as randomly as possible and as slow as possible as this will increase the cryptographic strength of the encryption keys
[image: ]
A VeraCrypt window indicating that encryption is in progress for a volume. VeraCrypt is a utility used to create encrypted volumes and it's showing the encryption percentage and estimated time remaining.
[image: ]
CMD window where the contents of a folder were listed and then used a command to hide a JPEG image inside an MP4 video file, a technique known as steganography.
[image: ]
A screenshot showing three batch files with the name that suggests to not open them, all batch files here are harmless and are created to add extra complexity to the investigation.







[image: ]
The script is for converting batch files (.bat) to executable files (.exe)
[bookmark: _Toc155963201]4.7 Analysis of the hard drive provided by the other team

Team C has decided to use Kali Linux operating system as their main machine on which the hard drive was prepared, it was running thanks to VirtualBox. After the investigation, Team C has employed Metasploit as their attacking tool using the following techniques:
· Phishing
· Reverse shell payload
· Exploitation and unauthorised access
· Credential stealing
During the process of exchanging hard drives, Team C was not ready to exchange so it had to be postponed to a later date, our team has successfully delivered the necessary documentation to the other team, however upon our request of necessary for us documentation, we have encountered some issues caused by the other team such as not wanting to give out the information we need for unknown reasons and we could not proceed.
When it came to analysis process, it was required to take an image of the hard drive but due to the limitations of hardware – it would take around 12-15 hours to take a physical image of the drive with the size of 1 TB so our team decided to use high-performance computers in the gaming lab. In order to keep ourselves secure, the image was captured inside the VM to avoid any potential malware. We’ve encountered an issue of not the hard drive not being detected in VM and it turned out that USB settings on the VM had to be enabled.
After a successful connection of the hard drive, FTK imager was used to take an image. The screenshot below shows what was executed in the right order to capture the image
[image: A screenshot of a computer
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The next screenshot shows that raw dd format was used to create a duplicate of data bit by bit along with the destination folder.
[image: A screenshot of a computer
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After our team has managed to receive the case scenario from the Team C, we have came to the conclusion that the image could not be obtained due to Team C’s mistake of planting the data on the VM images on the hard drive instead of planting the data on the hard drive for us to analyse and this lead to the data being corrupted. We could capture two VM disks on the hard drive provided, a Kali and Windows machine.
[bookmark: _Toc155963202]4.8 Outcome

Considering the data was corrupted, our team was provided with a new evidence stored on the hard drive this time. To obtain the image, software such as FTK imager and Autopsy were used.
After the imagining process was finished, our team has managed to reveal several pieces of data, however most of it was still corrupted. One of the pieces of data required us to use Python and pip module for encryption method that was applied, however the lab did not allow our team to install the required modules. In order to successfully obtain the information, Kali Linux was used and the data has been imported to Kali Linux to proceed with the decryption.
[image: A screenshot of a computer screen
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[image: A screenshot of a computer
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A screenshot above proves the data extracted from the hard drive
[image: A screenshot of a computer
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The data above was extracted from the image
[image: A screenshot of a computer
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Here, the tool called “binwalk” was implemented in order to retrieve the data presented above
[image: ]
This screenshot above presents the ciphertext that our team has managed to capture. This was the main goal which we needed to achieve to provide a successful decryption.
[image: ]
This screenshot provides a snippet of the Python code which was executed in order to successfully complete the decryption process.
[image: ]
[image: ]
The screenshots above represent the PGP key which was extracted from the ciphertext.png

[image: ]
The table above provides information about the size of the data, names of the data and also timeframe that makes it readable and understandable when it was captured.


[image: ]
This screenshot sums up the hash comparison process to ensure that data integrity was still in place and the original evidence has not been altered as both hash values are the same. This makes it fully valid to present in the court of law and our team has mainly prioritised the data integrity and implemented extra carefulness.
During the first stages of the investigation, there were a few aspects which grabbed our attention such as victim’s machine was running Microsoft Windows operating system and this was established using the IP address. The attack that was executed against victim’s machine turned out to be Man-in-the-middle-attack. The aggressor was running Kali Linux operating system. Deeper into investigation, our team has managed to find out a number of emails that turned out to be phishing emails impersonating job listings in the USA, after analysing emails – Payload malware was found. This leads to the conclusion that the attacker was establishing remote connections to victim’s computer allowing to reveal sensitive information such as banking information.
[image: ]
The screenshot above provides information and represents the attacker establishing a remote session to victim’s computer while searching on Amazon.
5. [bookmark: _Toc155963203]Simulate a mobile forensic investigation based on the given scenario

5.1 [bookmark: _Toc155963204]Risk Assessment
Mobile Phone Analysis
	User Privacy and Data Protection
	Handle personal data with care. Analyse only necessary data

	Hardware Damage
	Use safe storage in Faraday case. Adopt correct handling process 

	Data Corruption
	Use correct process with Cellebrite tools. Use reliable tools to verify integrity of extracted data. Safeguard extracted data 

	Legal and Ethical Considerations
	Ensure investigation methods maintain correct processes that are acceptable in court. Use data only relevant to case

	Technical Challenges
	Analyse the file system and format. Be prepared for encryption

	Documentation and Reporting
	Maintain detailed documentation of the investigation process, findings and methodologies used

	Incident Response
	Store image backups of extracted data. Analyse file types to avoid unnecessary data



[bookmark: _Toc155963205]5.2 Chain of Custody
[image: A document with text and numbers
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[image: A screenshot of a computer
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[bookmark: _Toc155963206]5.3 Mobile phone screenshots
[image: ]
This screenshot above represents the process of extracting contacts from WhatsApp and mailbox.
[image: ]
This screenshot above shows the process of loading the evidence for extraction.







[image: ]
This screenshot above proves the process of selective apps decoding, this allowed our team to select apps to decode on the examined device.








[image: ]
[image: ]
Another screenshots representing the extraction summary of the Model Note 14 mobile phone








[image: ]
This screenshot provides information about analysis of the geolocation along with the timestamps and coordinates that allowed us to track down the exact journey of the examined device.
[image: ]
The screenshot above represents mobile phone’s journey throughout the countries starting from point A to the last point.





[image: ]
The screenshot above represents the process of analysing the contacts extracted from the examined device.
[image: ]
The information above represents the phone examination report index that shows which features were selected and the number next to the name represents the amount of data captured.





[image: ]
The screenshot above represents the audio files captured from the examined device.
202230709210610 – This audio explain that the flight to Chennai(India) has been taken
20230717181657 – This audio provides that the person is on the train, however the location is unknown 
20230814202312 – This audio explains the flight to Abu Dhabi annoucement 
20230814215741 – This audio provides information about the Emirates flight over to London
20230815100753 – In this audio, the coach transport was used, however location is unknown 
20230818155949 – This explains that the GWR has been taken, location unknown
20230903102023 – Another on-board flight announcement, location remains unknown 
20230911103719 – The examined device travelled through London in the tube, located at Bond Street 
20230911103753-  Continuation of London travel, this time next to Paddington station.
20230911105232- This proves the journey to Swansea
20230911105253- This proves the journey to Swansea

6. [bookmark: _Toc155963207]Individual Task Involvement 
HDD individual tasks:
Lara costa: Leads the documentation and chain of custody for the HDD, ensuring legal protocols are followed.
John H: Manages the risk assessment for the HDD, detailing hardware risks and data integrity checks.
Ellis Bennet: Takes charge of the technical aspect of HDD imaging and analysis using FTK Imager and Autopsy Software.
Dawid Trochim: Oversees the decryption process, handling encrypted files and leading the effort to access hidden data.
Connor Wilson: Conducts a detailed examination of file structures and data corruption issues, communicating with other teams for additional context.
Rohan Chavan: Focuses on the analysis of extracted data, decoding hidden messages and encrypted files.
Mobile individual tasks:
Dawid Trochim: Takes responsibility for the initial receipt and documentation of the mobile device.
Lara Costa: Performs the risk assessment on the mobile phone, checking hardware functionality and compliance.
John Hughes: Analyses application data, focusing on any anomalies or evidence of data exfiltration.
Ellis Bennett: Specializes in the extraction process using tools like Cellebrite and analysing the extracted data.
Connor Wilson: Reviews call logs, messages, and contacts, looking for suspicious patterns or contacts.
Rohan Chavan: Maps geolocation data from images, reviewed audio logs and other metadata to build a timeline of the suspect's movements.









7. [bookmark: _Toc155963208]Team members rating

Ellis Bennet – 10/10
Lara Costa – 10/10
Rohan Chavan – 10/10
John Hughes – 10/10
Connor Wilson – 10/10

8. [bookmark: _Toc155963209]Self-reflection

Personally, it can be stated that my involvement in both group tasks was excellent. The support needed for each member of the group was provided if requested and team encouragement to push further was employed. All team members have been assigned tasks by me when Ellis was not present at the time as he’s the group leader any my role was to manage the team when he is not present. 

















9. [bookmark: _Toc155963210]Conclusion

To summarise the journey, the Digital Forensics field is constantly evolving and will continue to evolve in a rapidly changing speed leading to an increased difficulty of detecting new potential attacks as the technology evolves. The difficulty of investigations is constantly increasing due constantly evolving methods created by criminals and evolvement of digital devices such as encryption and cloud computing. The implementation of Artificial Intelligence has completely changed the state of field as it allows for efficiency and significantly improves the automation when it comes to analysing large databases. 
The correlation between Digital Forensics and Cyber Security is huge and essential as these two fields working together help to create a complete real-time and post-attack solution for the companies since Cyber Security focuses on providing security in the real-time, whereas Digital Forensics is responsible for providing support after the incident has occurred.
The future of Digital Forensics is currently being formed by trends such as memory forensics, blockchain forensics as well as IoT which plays a huge role. These trends are pushing professionals to constantly update their knowledge and security & procedure systems to keep up with the constantly evolving threats. 
However, there are some concerns regarding data storage, privacy and the amount of skillset held by professionals. These aspects require many sectors such as cyber security, law and Digital Forensics to work together as a team in order to create a breach-proof security solution.
The current job market is constantly in demand for professionals in Digital Forensics field and continues to expand. Professionals that hold CISSP and CEH are constantly in demand and are more likely to be employed due to the significant knowledge being held.
In terms of Digital Forensics tools, there are many difference between open-source and commercial tools and this leads to each tool having their own advantages and limitations. Open-source are suitable for companies that are not planning to spend fund on the software and relies mainly on support provided on forums, meanwhile commercial tools provide a complete support directly from the manufacturer while also providing better technology.
The group task regarding the investigation of the hard drive and mobile phone forensics include essential parts in order to make the evidence valid in the court of law and this includes risk assessments, chain of custody form, data extraction evidence and the whole analysis process. This proves that our team took extra carefulness with ethics, legal compliance.
To end, it is clear that the teamwork and leadership has been achieved by our team due to a successful assignment of roles during both investigations. The ratings of the team members provide and overview of how efficient and excellent the teamwork was.
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UWTSD Police
Digital Forensics Department

EVIDENCE CHAIN OF CUSTODY TRACKING FORM

Case Number:02 Offense: Selling Intellectual Property of Company to
Competitors and uninformed national and International Trips
Submitting Officer: (Name/ID#) Team A

Victim: Confidential Suspect: Undisclosed

Date/Time Seized: Devicel: 27/11/2023 & Device?2: 11/12/2023
Location of Seizure: 205 I1Q Swansea

Description of Evidence

ltem [ Quantity Description of ltem (Model, Serial #, Condifion, Marks, Scratches)
#
1 1 Huawei POT-LX1 P Smart, usual wear and tear, no major scratches, or
damages
2 1 Ulefone Note 14, usual wear and tear, no major scratches, or damages
Chain of Custody
ltem [ Date/Time | Released | Received by’ Comments/Location
# by (Name)
(Name)
1 27/11/2023 | Niteesh John Phone was collected. 205,
UWTSD, IQ Swansea
1 01/12/2023 John Connnor phone was kept in Connor’s
accommodation.
205, UWTSD, IQ Swansea
1 04/12/2023 | Connor Ellis Today we attempted to guess the
password.
The phone was transported to the
university and was brought to room
205
205, UWTSD, IQ Swansea
1 04/12/2023 Ellis Nitheesh Phone was given to Niteesh to check
the passcode.
205, UWTSD, IQ Swansea
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1 04/12/2023

Nitheesh

Rohan

The phone was connected to the
Cellebrite kit and reset. When the
phone was reset, it remained in a
bootloop and was unable to be
unlocked.
However the software said the phone

is not supported. The device was also
subjected to an attempted eRecovery
to no success, the device remained in
bootloop.
205, UWTSD, |Q Swansea

1 04/12/2023

Rohan

Ellis

The device was reset due to the

malfunction and no data was able to
be recovered. There was also no sim
card available so there would haven't

not been much data to recover. All

data that was able to be recovered

was all bloatware.
205, UWTSD, |Q Swansea

08/12/2023

Ellis

Niteesh

The phone was handed back as we
were not able to recover the relevant
data due to limitation of the device.
205, UWTSD, |Q Swansea
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EVIDENCE CHAIN-OF-CUSTODY TRACKING FORM

(Continued)
Chain of Custody
ltem | Date/Time | Released by (Nome) | Received by (Name) | Comments/Location
#
2 | 11/12/2023 Team B John and Connor An extraction

process was
started and
accomplished.
205, UWTSD, IQ
Swansea
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2 | 15/12/2023 John and Connor Rohan, Connor, Data was
Ellis, Lara uncovered using
Cellebrite. This
showed prove of
travel to India,
Dubai, Poland and
UK London.
205, UWTSD, IQ
Swansea
2 20/12/2023 | Rohan, Connor, Ellis, Rohan, Connor, Images, Videos
Lara Ellis, John, Lara | and Audios were

and Dawid retrieved and
analyzed.

205, UWTSD, IQ
Swansea

2 | 21/12/2023 | Rohan, Connor, Ellis, Team B Mobile was

Lara and Dawid handed to team B
for their

investigation.

205, UWTSD, IQ

Swansea

Final Disposal Authority

Authorization for Disposal

tiem(1) #: Huawei POT-LX1 P Smart on this document pertaining to [suspect):N/ATs(ore] no longer needed

as evidence andis/are authorized for disposal by (check appropriate disposal method)

O Retum to Owner (Nitheesh) [ Auction/Destroy/Divert
Name & ID# of Authorizing Officer: INVESTIGATION Team A Signoure: Team A Dofe:08/1212023

Authorization for Disposal

ttem(2) #: Ulefone Note 14 on ihis document pertaining fo (suspect: /A
islare] no longer nesded s evidence and is/are authorized for disposal by (check appropriate disposal mefhod)

O Retum to Owner leam) O Auction/Destroy/Divert
Name & ID# of Authorizing Offcer. INVESTIGATION Team A Signaire: Team A Dafe: 21/1212023

This Evidence Chain-of-Cuslody form is o be relained as a permanent record by the UWISD Police Depariment.
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