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[bookmark: _Toc166748067]Executive Summary 
Project Overview:  The report presents an overview about our research in collaboration with Orlando World Centre by Marriott Group of Hotels. It has been prepared to summarize the findings that have been gathered during the research in regarding with their concern on the increasing threat of cyber attacks in the database system of hotel industries. In regard to the issue, this report has been prepared to present a detailed analysis about the hotel as well as the internal and external factors that may play a role in affecting the cyber security at hotel. It highlighted the main factors responsible for the cause of data attacks in the industry and how Orlando World Centre can take effective steps to avoid the attack. It presented an overview of the various strategies and recommendations for the hotel to avoid such issue as well as to tackle the issue of it occur in the future. It shed light on the impact and the consequences that the firm faced after the attack. It included the loss of reputation, brand image, target market , increased employee turnover as well as significant financial loss to the firm. Considering its negative impact, the firm can plan on taking effective measures such as insurance covers, trainings and programs for employees to raise awareness about the security steps and a huge investment in the firm’s recruitment and marketing activities in order to attract the right human talent to efficiently utilize the firm’s resources to protect the data from any unauthorized access and cyber frauds.        
Key Findings of the Study: The report had been prepared to draw a detailed analysis about the data security issue at Orlando World Centre and its impact on the firm. For the purpose, the report highlights the major challenges that the firm faced due to the attack as well as relevant strategies that can be used to tackle these challenges. The following points present an overview of key findings of the report.
· It presents the significance of data and database for the firms in the hotel industry and how the inappropriate use of data through cyber frauds can lead to major consequences in the firm that can affect its long-term stability. 
· The cyber attack that happened in the database of Marriott firm resulted in a total penalty of more than £18.4 million by the firm in the form of lawsuits, data security installations, customer compensations etc. Apart from financial loss, the firm suffered consequences in the form of customer loss, loss of brand image and customer loyalty which was one of the greatest strengths of the firm.
· Relevant strategies such as insurance covers, update in the technology database system with more effective encryption methods such as biometrics etc. and other effective strategies related to the marketing and recruitment activities of the firm can be used for regaining the human talent as well as re-create brand loyalty in the firm. 
Analysis:  Given the scale and impact of the cyber attacks in the database of hotel industries, it is quite difficult to not consider it as a crucial topic for the study. The above findings revealed that the firm had a significant effect on its functioning and operational activities which made them realize the adoption of appropriate strategies for the issue. It revealed that one of the reasons for the data breach activity is due to the negligence and unawareness of its staff members. Also, the inappropriate security and encryption system also played a huge role in increasing the impact of this incident. However, the firm is realizing the importance of these factors and are taking necessary actions to prevent this from happening again in the future while maintaining the brand image in the market.       
Recommendations: The report presented a detailed analysis of the issue as well as the environment in which the firm operates. The SWOT, PESTLE and TOWS analysis showcased the various aspects of the hotel that were analysed while preparing strategies mentioned in the sections of the report. The action plan prepared in the concluding section of report has been prepared in order to provide recommendations to the firm along with the time frame and estimated budget to deal with the consequences of the data breach. Additionally, it is recommended that the Orlando World Centre converts its challenges into opportunities and work on improving its strengths to stay competitive in the market while embarking upon the issue of data security.  
Conclusion: 	The report concluded with a brief estimation of all the activities that the firm can implement in the operations along with an estimated against each activity in a successive manner. A table has been prepared in order to demonstrate the action plan prepared by Innovative Success Advisors consultancy firm that highlights the main activities that Orlando World Centre can adopt and implement. The issue of data breaching and cyber attacks have become prevalent in the industry which is why it is considered crucial by the hotel to take necessary actions and avoid any further financial or reputational consequences.  
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[bookmark: _Toc166748068]Introduction 
The progress happened in networks, communication and information technologies have been accelerating the change in the shape of global businesses and is expected to continue this change in future as well. According to Juma’h et al. (2020) multinational firms have a high reliance on the technologies for its management, functional and operational activities. With these activities, comes some technical vulnerability that are faced by these companies, which makes data breaches and cyber attacks almost vulnerable. This report has been prepared to shed light on the issue of data breach that has been realized by Orlando World Centre Hotel Marriott. The firm has realized the associated cyber threat and has considered considred consulting it to Innovative Success Advisors, US. The error shall be addressed by the consultants in an organized manner and the strategies that can be adopted to mitigate the risk of data breach in hospitality industry shall be discussed in further chapters of the report. 
With increase in the tourism and hospitality activities across the globe, the quantity as well as storage of data is continuing to grow. The Orlando Centre in United States is struggling to formulate and implement cyber security strategies in the firm because of the complex nature of digital security (Panai, 2018). Therefore, the report shall proved to be an aid to their strategic implementation of data security in the functional and managerial functions. The report shall be prepared using the findings from authentic scholar articles. News,  Journals etc. The findings of the report shall be prepared using various theoretical frameworks and theories such as SWOT, PESTEL and TOWS analysis. The SWOT analysis shall help in analysing the strengths, weaknesses, opportunities and threats of the issue of cyber security for Orlando Centre as stated by Benzaghta et al. (2021). Some frameworks such as TOWS analysis and PESTEL analysis suggested by Shtal et al. (2018) can be used to analyse the business environment and study the market trends of the industry in order to analyse the issue. These frameworks shall help in deriving appropriate strategies and the effective ways to implement these strategies in the firm so that the issue can be tackled. Furthermore, the strategies shall provide insights for eliminating the chances of it happening again in the future.      
[bookmark: _Toc166748069]Background of Orlando World Centre Hotel Marriott 
The Orlando World Centre by Hotel Marriott is situated in Florida and is one of the best hotels in the United States of America. It is waterpark hotel including numerous lazy rivers and pools. Furthermore, the hotel has its own in-built resort spa, golf course with 18 holes (Mariott, 2024a). According to Marriott (2024) the architecture consists of 28 storey building with total 2010 rooms and a total of 121 suites and the geographical coverage acquires a total of 4,50,000 square feet. The hotel Centre was established in 1986 as is considered as the largest Marriott across the globe. The brand portfolio of the firm is filled with the most compelling style of offering based on two aspects: Classic and Distinctive. Marriott (2024b) explains that classic helps in offering hospitality honoured by time and distinctive encompasses providing unique and memorable experience to the customers. 
The Orlando World Centre by Hotel Marriott is situated in Florida and is one of the best hotels in the United States of America. It is waterpark hotel including numerous lazy rivers and pools. Furthermore, the hotel has its own in-built resort spa, golf course with 18 holes (Mariott, 2024a). According to Marriott (2024) the architecture consists of 28 storey building with total 2010 rooms and a total of 121 suites and the geographical coverage acquires a total of 4,50,000 square feet. The hotel Centre was established in 1986 as is considered as the largest Marriott across the globe. The brand portfolio of the firm is filled with the most compelling style of offering based on two aspects: Classic and Distinctive. Marriott (2024b) explains that classic helps in offering hospitality honoured by time and distinctive encompasses providing unique and memorable experience to the customers. Innovative Success Advisors is an independent global business advisory and consulting firm which has been established in order to effectively manage change in any organization, analysed and mitigate risks and helps in handling disputes in the firm in terms of financial, operational, legal, political of reputational issues. The firm has its headquarter in United States in California but operates in several financial cities of the world.  The firm aims to work closely with the clients in order understand and overcome the respective barrier or challenge. The consultancy firm has been approached by Orlando World Centre to help in understanding and eliminating the challenge of data security in the firm.  
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Innovative Success Advisors is an independent global business advisory and consulting firm which has been established in order to effectively manage change in any organization, analyse and mitigate risks and helps in handling disputes in the firm in terms of financial, operational, legal, political of reputational issues. The firm has its headquarter in United States in California but operates in several financial cities of the world.  The firm aims to work closely with the clients in order understand and overcome the respective barrier or challenge. The consultancy firm has been approached by Orlando World Centre to help in understanding and eliminating the challenge of data security in the firm.  
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[bookmark: _Toc166748072]Scope of the Issue
Moyeenudin et al. (2018) consider that data is considered among the most important and significant assets of hotel industry and the increasing threat of losing data of the hotel has made it an issue that needs to be resolved in an early manner. According to Petrosyan (2024), in 2023 over 353 million individuals were caught with the issue of data breaches, exposure and leakages in United States. However, the number of data breach cases stood at 3,205 cases which has led to an increase in the access of sensitive data to other threats. The findings of Tech Informed (2023) highlighted that 89% of the hotel and hospitality industry have been hit by the attack of data breach and cybercrime that costed an average of $3.4 million loss to its workers which makes it a significant issue for hospitality firms whose day to day working had been depended upon the use and storage of data. 
[image: ]
Figure 1 : Annual number of data compromises and individuals impacted in the United States from 2005 to 2023
(Source: Petrosyan, 2024)
 Many firms including Hotel Hilton, the Hyatt and the Ritz have started taken measures for enhancing the security policies related to the breach of data. According to Hyatt (2024), The Hyatt have adopted advance security technologies such as surveillance system, access control system and advanced asset protection tools for safeguarding the security system of the data. Similarly, different international hotel firms are adopting effective strategies for ensuring their compliance towards privacy and security of data. Consequently, Orlando World Centre Hotel Marriott is considering the necessity of resolving the issue as soon as possible and successfully implement strategies to overcome this barrier.   
Impact on the Firm
The importance of technology in the hospitality industry cannot be exaggerated. It has several implications such as for the maintenance of customer relationship management, revenue management, property management etc. The impact of failure or any disruption in the system may cause serious implications on the functioning of the business. According to the data security incident of 2018 led to serious consequences for Marriott.  Ahmed et al. (2024) elaborated on the incident that the Starwood database of the Marriott hotel chains was contempt of being hacked. This attack compromised personal and sensitive details of the guests such as credit card numbers, passport details, identity details etc. that was stored in the database. As a result, the firm was entitled to pay a sum of more than £18.4 million in the form of lawsuits filed against it to the Information Commissioner’s office Marriott (2024c). Not only this, the brand had to pay several penalties or fines to various impacted parties and eventually various costs was also associated with installation of better and strengthened data security system to safeguard the system. The stack was planned to disrupt the system and deny access to the system so that the operations and could be interrupted. In order to avoid the recurrence of such incidents in the future, it is necessary to ensure regular operations and to eliminate the risk of loss of profits.    
Data breaches in hospitality firms are a major concern that needs to be taken care of. According to Shabani and Munir (2020) the loss of data from the hotel system is directly related to the loss of brand loyalty that is gained through extensive strategies years of struggle. The customer shall never consider visiting back to the hotel due to their loss. Additionally, the reputation and brand image of the firm has been destroyed due to the loss of data and cyber attack. The competitors may take advantage of this issue and grab it as an opportunity to gain the trust of customers. Also, the loss may result in financial terms which can lead to layoffs in the global chains in order to save costs Cobe (2020) .    
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According to Idris et al. (2018) PESTEL analysis is performed to analyze the macro-environment of the industry in which Orlando World Centre exists. It stands for political, environmental, social, technological, economic, legal factors etc.   
	Factor
	Analysis 

	Political 
	· International relations in different nations where the Marriott group operates can be considered as a political factor that largely impacts the strategies of the hotel. 
· The strictness of the government towards security issues and data breach concerns has a major impact on the strategy formulation of these firms (Citilci and Akbalik, 2020). 
· Change in the political party or any type of political unrest can create a huge impact on the travelling activities which may further impact the functioning of the hotels.  

	Economic
	· Marriott operates in various nations which is why the economic positions and business cycle of each of the country in which it operates is necessary to be considered while formulating any plan. For instance, Pirzada (2024) highlighted that the decline in the economic growth of Pakistan is prevailing for a long time. Marriott hotel can re-consider the strategies and plans that need to implement in the Pakistan hotel.
· Economic factors also include the exchange rates of the country in which the hotel operates. Jamil et al. (2023) defines exchange rate as a relative cost of buying a currency which is expressed in terms of some different currency. For hotels and businesses operating in international companies, the exchange rate of different currency is an important factor that needs to be considered.  
· The wage rates of different countries determine the number of workers to be employed and help us in analyzing finances of the company, as suggested by Soehardi et al.(2020). It helps in analyzing a per unit wage rate that is paid to the employees working in the hotel.  
· Taxation paid by firms to the government helps in determining the overall profits of the firm which is why it is important to understand the tax rate of firms.   

	Social 
	· For Hotel groups, social factors are considered as the most significant factors that must be considered as the people visiting hotels belong to different societies and cultures and no such activity should be done that might affect the emotional or cultural feeling of any customer. 
· Massive focus is laid on the online and work of mouth reviews of these hotels. Thus, it is imperative to look upon providing such impressions to the customers that increases the brand image of the firm. 
 

	Technological 
	· Technology plans a huge role while conducting transactions as well for the purpose of bookings and payments in the hotels. Hence, it is necessary to adopt such technology that offers a smooth and satisfactory experience to the customers. 
· Any update or technological advancement in the country that has not been yet adopted by the firm can negatively impact the firm which is why it is necessary to keep updating the technologies and applications of the firm to stay competitive and up to date in the industry. 
· Michopoulou and Moisa (2019) explains the importance of using social media technology for hotel businesses and how they can benefit from effective allocation of resources into the digital and social media world.    

	Environmental 
	· According to Statista (2024), 80% of tourists consider residing in hotels which consider the practice of sustainability in its operations and functions. 
· The hotels must ensure that they adhere to sustainability practices in its operations and are aware of the corporate social responsibility towards environment and other stakeholders. . 

	Legal 
	· The legal factors of the environment included all the formalities and legal compliances that the hotel should be adhered of.
· For instance, Orlando World Centre provides several other services such as pools, spa, and golf course which needs several permissions and licensing that needs to be taken care of.  
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Swot analysis is done to analyze the aspects of business in terms of strengths, weaknesses, opportunities and threats. According to Benzaghta et al. (2021), it helps in assessing the internal as well as external aspects of the business that can help in achieving business goals. Given below is SWOT analysis of Orlando world centre. 
	Factors
	

	Strengths 
	· Strong global presence of the firm in addition with the built reputation across different countries is a key strength of Marriott. 
· The different portfolios of the hotel accumulating services and products for people with different budget group are also considered as strength. 
· According to Eschenbrenner et al. (2023) the significant partnerships and loyalty developed among the consumers towards the brand helps in the growth and development of the firm.  

	Weaknesses
	· Due to its large scale and global presence, it sometimes become difficult for it to adopt to certain changes in the business environment.   
· Eschenbrenner et al. (2023) identified that the hotel group is struggling to find human resources for its various locations. This has been impacting the quality of service provided to customers. 

	Opportunities
	· Post Covid-19, the tourism sector is noticing an obvious rise across the globe which can be considered an opportunity for Marriott (Skryl and Gregoric, 2022). 
· The significant rise in the tourism sector shall help the firm in driving growth as well as to capture a larger market share in the hospitality industry.
· The new rental services by the hotel are suggesting a high competitive advantage over Airbnbs as explained by Gonzalez-Reverte et al. (2023).  

	Threats
	· The trickiest threat is posed to the industry by the increasing competition from other firms such as Hilton, Galaxy Entertainment, The Ritz etc. (Statista, 2024a)
· Political instability or situation of wars such as in Ukraine and Russia highlighted by UN Tourism (2024) can hinder in the growth of hotels by significantly affecting tourism activities.  
· Pandemics or natural calamities due to the climate change are one of the trickiest threats. Khalid et al. (2023) considered COVID-19 as a wakeup call for all the industries to get prepared for future disasters.  
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Given below is a TOWS matrix of Orlando World Centre by Hotel Marriott suggested by Aboud and Șahİnlİ (2019) to determine and analyse the possible strategies that the business can adopt to determine its management using the firm’s strengths, weaknesses, opportunities and threats.   
	Strengths-Opportunities
	Strengths-Threats

	· Stimulating partnerships with Airline industry shall help in attracting new customers.
· Enhancing cultural associability while providing services and products to customers will showcase the importance of culture and values by the Hotel.   
	· Provide discounts and offers for customers suitable to the locations for attracting tourists. 
· Analyze the market to understand the cyber attacks and phishing activities in different firms of the industry to analyze the likelihood of happening. 
   

	Weaknesses-Opportunities
	Weaknesses-Threats

	· The services provided through rental initiatives can be used as a campaigning programme to attract talent in the firm for technical team. 
· Keep renovating the technologies and provide training programs to the employees to adapt and retain in the competitive market and avoid breach of data (Riley et al., 2017).  
	· Due to the shortage in human resources of the firm, there might be issues related to the shortage of global security staff to handle the cyber security. 
· The hotel might take time to install and adapt to the technical department.   
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After considering the urgency and necessity to address the global issue of cyber security, Orlando World Centre Hotel Marriott can consider using its strengths and opportunities to gain over its weaknesses and to take over its threats by considering them as challenges. Below are some findings that can help Orlando World Centre Hotel Marriott to take future actions. 
· Instead of laying off employees, the firm can organize training programs for its existing team to prepare them for handling technical issues so that the position for technical team can be looked forward. This shall save the costs of organizing recruitment activities and the retention rate of the employees will also not be compromised.
· Furthermore, it can use password less methods for gathering data of the customers instead of taking in complete information and providing it in the hotel system. Physical based Biometrics and knowledge based biometrics can be used for authorization processes so that it can take care of the security issues identified by Aanjanadevi et al. (2023). 
· The loss of customers through bad reputation of the hotel can be regained through organizing different discounted offers and rebates in the pricing of the services as suggested by Trebicka et al. (2023). The marketing tactics of the firm can also be improved to gain maximum customer attraction and ensuring the security of data of the customers. 
· For the purpose of eliminating the process from the root, it is essential that the arisen of the problem shall be analysed. For instance, the firm can ensure to study the pattern and tactics of the attack that the attackers use to get into the system. It can create an even stronger layer of security over its data especially the financial and other sensitive data such as guest’s personal details, credit card details, etc. 
· The firm has learnt a very crucial lesson by the previous data breaches and cyber attacks at the firm’s system. In view of these incidents, Bovsh et al. (2023) suggested that digital insurance has been playing a huge role in saving the firm from major financial losses as well as ensuring brand security through various insurance covers. 
· Lastly it is important for hotel management to raise awareness about the issue and the strategies to be followed to its staff members as well as the guests in order to nurture a security conscious culture in the hotel (Kafi and Akter, 2023). This shall help in developing trusts of the customers towards the firm and to acknowledge them with the response that Orlando World Centre Hotel Marriott has prepared to beat the issues of data breach and cyber attacks. 
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For managing and examining the change practices in the firm, the Marriott established a committee and developed a program known as Global Information Security Program which looks after the assessment, identification, and management of risks associated with cyber security. According to Marriott (2024c) this program has been developed to look after the risks and ensure the confidentiality, integrity, and security of data that has been accumulated for the operation of business. More similar initiatives can be taken by Orlando World Centre Hotel Marriott individually so that it can ensure the security of data as it is the largest Marriott Hotel in the world and encompasses loads of data related to the guests and stakeholders. 
According to Kulkov et al. (2023) change management in any organization is necessary to ensure smooth transition and effectively manage the complexities that arise during the process. An effective change management practise is the one which addresses the key aspects of the management such as employee engagement, communication and adaptation across all the levels. Furthermore the employees and other relevant stakeholders should feel supported throughout the process.  The implementation of change management practices can be an elaboration to the Global Information Security Program wherein the team work towards the achievement of set goals in an Agile manner (Grocholski, 2022). This team shall facilitate the firm in driving noteworthy results. For instance, the team can prepare regular reports in order to analyze the progress as well as organize regular audits to keep a check on the security system and identify any unauthorized access. 
The planning and monitoring of the data can take place through both, PDA as well as GPS system in the firm. Steele (2024) explained Personal Digital Assistant (PDA) system in which the information related to the database is available through accessed handheld devices. It can further collaborate with artificial intelligence to ensure the smooth communication between the staff of the hotel. On the other hand, the Global Positioning System is a radio navigation system that is based on space signals. United States Department of Transportation (2023) explained that it involves a network of ground stations and control system for satellites which   is used for the purpose of navigating the globe and help the hotel system with accurate information related to various aspects. By installing this system, Orlando World Centre Marriott Hotel can gain dual benefits in terms of enhanced productivity of staff as well as the quality of services to the customers will also rise, in addition to the main aim of enhanced security of data. 
Additionally, raising awareness effectively about the security measures and practices installed in the firm to the employees and the stakeholders can help in gaining trust of the employees as well as acknowledging them about the firm’s tactics and including them in the decision making shall help in enhancing their job satisfaction which will consequently raise the firm’s overall employee retention score as per the findings of Paigude et al. (2023). Furthermore, effective marketing through traditional methods as well as modern social media marketing shall help in enhancing the brand awareness of the firm within the hotel industry and among the potential target audience (Okeke and Omamuzo, 2023). Therefore, by strategically planning and allocating resources in the firm, Orlando World Centre Hotel Marriott will be able to cope up with the data breach incident and shall eliminate the risk of future cyber attacks while keeping the profitability and employee engagement score at maximum.      
[bookmark: _Toc166748079]Associated Costs & Benefits
The brand is exposed to risks associated with the data security and cyber attacks in order to protect the integrity and security of the assets of the company including the customers. The maintenance of system requires several existing expenditure. However, with the change in the legal and regulatory compliance of the industry and the discussed issue of cyber attacks in the industry requires some additional investments in the industry in terms of money, time and energy. Apart from the $23.8 million that the firm paid mentioned by Hollander (2023) as a penalty for failing to meet the security requirements, the firm was liable to pay several other investments. On the other hand for implementing the above mentioned strategies in the functioning and managerial activities, Orlando World Centre Hotel Marriott shall be liable to different expenditures and expenses for the installation of new system, changes in the existing systems, training of employees, marketing and promotional activities etc. The detailed bifurcation of each cost is mentioned in the next steps. 
· According to Farao et al. (2024) the periodic risk assessments and audits in the firm can cost a good amount given the huge size and scale of the hotel. The process involves the collection of updated information about the threats, risks and technological vulnerabilities in order to manage continuous risk assessment. The ultimate goal of this activity is to evaluate and mitigate doubtful or unfair practices including negligence and cyber frauds.  
· Cyber insurance is another significant cost that is necessary to be incurred during the implementation of strategies for mitigating the risks. Kanavas (2023) highlighted that cyber insurances are specifically built for managing the financial consequences of cyber frauds and data breaches. Furthermore, it can provide aid in future legal costs recovery costs, and other compensations for loss of third party. Therefore, the insurance cover by insurance parties will help the firm to transfer the risks as well as reduce the impact if such activity occurs again in the future.     
· Security protocols must be properly acknowledged to the employees so that they feel a sense of belonging towards the firm. Educating the employees about the safety and security protocols associated with the digital database is necessary in order to avoid further attacks because of any negligence from the employees. Brunello et al. (2023) explained that advanced digital trainings can be helpful in the process. Though it involves a good amount of costs for organizing training programs. The hotel has to pay unit costs on the basis of quantity of the employees to be trained and depending upon the methods of training.     
· Investments in the cyber security systems: The most important step to ensure the security of data of the firm is to store and maintain the security system so that the privacy and accessibility of the data is not compromised. For the purpose, the firm needs to install several safety measures which can cost tons of investments. For instance, the compliance with Payment Card Industry Data Standards (PCI-DSS) can be used to secure the data from internal as well external cyber attacks. Craven (2024) explains that it is standard for securing data and ensuring that the card data is safe and secure. Furthermore, investment can further extend in order to create and maintain a firewall to protect the cardholder data.     
Measurement of the implemented Change 
To successfully navigate the strategies that have been implemented and their performance with the set goals, KPIs play a significant role during the measurement. According to Aithal and Aithal (2023), KPIs stands for Key Performance Indicators acts as a quantifiable metrics in the management of change in any organization. Sancak (2023) explained that these measurements aids in assessing the progress and success of the applied change strategies in the firm. These points focus on the key areas that significantly impact the overall change as well as the success of the firm by setting up a benchmark or targets so that the evaluation is easier. Orlando World Centre Hotel Marriott can use different KPIs  which are SMART for measuring the impact on the security system and other parameters of the firm. For instance,
· Financial KPIs such as the overall expenses in comparison to the return in the form of revenues, net profits and  ratios as explained by Shafar and Semenova (2022).
· Customer KPIs such as the guest satisfaction and resistance towards passing their personal or bank information to the hotel, repeated stays, feedback scores, customer loyalty etc. (Leiba et al., 2023).
· Operational KPIs as explained by Ulhaq and Febriansyah (2024) are the metrics that shall help in measuring the efficiency of change in the operations such as defect rates, security integration, turnover rates etc. 
· Employee KPIs shall be specifically focused on the performance of the staff of the hotel in terms of their effectiveness and efficiency, their productivity, absenteeism rates, satisfaction, job engagement etc. suggested by Isha (2023).
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	Number
	Problem
	Solution
	Desired Outcome
	Time Scale
	Completion Date
	Planned Budget 

	1
	The data breach incident that took place earlier at the database of Marriott (Aldous, 2022) 
	Setting up authentication for all the data in the database related to customer’s data, passwords, firm’s data etc.  
	This shall enhance the security system at Orlando World Centre so that the risk of data breach can be mitigated.  
	2 months
	15/6/2024
	$12 Million (Veridium, 2024)

	2
	Inadequate information and negligence of staff towards the data breach and data security instances (Hassanzadeh, 2019)
	Conduct employee security awareness and training. 
	Training will increase the employee productivity as well as it shall enhance their knowledge about the ethics of security and data management in the firm,  
	6 months
	15/12/2024
	$250,000 (TrustNet, 2023)

	3
	Inadequate data security system and encryption protocols (Shukla et al., 2022)
	· Installing a comprehensive and robust IT security system. 
· Setting up firewalls and creating data backups

	It shall deny any type of unauthorized access to the database of the firm eventually eliminating the chance of further data breach or cyber attacks. 
	3 months
	20/3/2024
	$10,000 (Exa Networks, 2022 )

	4
	High Employee Turnover and reduction in the number of tourists because of loss of trust due to cyber attack 
	· Creating effective marketing and promotional strategies to attract tourists.
· Creating a healthy and positive job environment and providing incentives to retain employees 
	Reduction in the employee turnover ratio of the firm and effective human talent could be found for handling the technicality department. 
	2 months
	12/5/2025
	$794million (Statista, 2024)

	5
	Financial Loss in terms of penalties and renewal of data etc. due to the cyber attack (Simmons, 2020)
	Claiming and fulfilling Cyber Security insurance claims. 
	Shall help in providing relief to the firm in terms of financial aspects through insurance covers if the problem arises again in the future. 
	1 month
	10/6/2025
	$5000 (Vigderman and Turner, 2024)

	6
	For checking the progress and performance of applied strategies in the hotel and evaluate their efficiency against the set standards. 
	Evaluation of goals against the key performance indicators. 
	It will help understand the areas that still need improvement so that the result can be analysed and new strategies can be formulated. 
	3 months
	12/09/2025
	$2000



[bookmark: _Toc166748081]Conclusion 
Firstly, Innovative Success Advisors would like to extend a sincere thanks to Orlando World Centre by Hotel Marriott for considering their input in handling the issue of Cyber security in the hotel. The report has been prepared for the purpose and includes a thorough and detailed analysis about the challenges that the firm had to face due to the issue as well as appropriate strategies along with an estimated action plan to be considered while making the decisions related to the issue. On the basis of the findings of the report as well as the issue faced by Orlando World Centre by Hotel Marriott in United States. The findings projected a fair idea about the causes of the problem as well as the strategic tools to be used for the purpose of mitigating the risks associated with the cyber security of the database at Orlando World Centre. 
Furthermore, the critical areas that the firm should focus on, such as implementing a more adequate data security system and further updates and modifications in the installation of IT departments and the authorization of access to sensitive data is crucial for the purpose of mitigating all the risks associated with the issue. The report specifically focused on the significance of cyber security insurance in scenarios where the data has been breached. Insurance can help in transferring the associated risks to the insurance providers and have comparatively lesser impact on the operational and financial losses of Orlando World Centre Hotel Marriott. The findings of the report had been prepared after thoroughly analysing the environment in which the firm operates which is also highlighted in the report through SWOT, TOWS and PESTLE analysis. Conclusively, the decision of the firm to consider the problem as an issue and timely considering it for taking actions shows the responsibility and dedication of the management of the hotel towards its stakeholders and its awareness in analysing challenges in the industry. Innovative Success Advisors worked throughout the report with complete commitment and dedication to bring appropriate response and strategies to help Orlando World Centre in its decision making.    
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