Analysis, Design,
and Implementation
of a Network
Security Solution

Adrien FRIEH
2325544



Table of Content

1 @ :
.\ Additional
Initial Topology security features

2
Analysis of the

existing security

5
—. .
@ Recommendations
for improvements
posture

3 6
. / Personal and
Implementation Technical

details Reflection



Initial Topology
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Analysis of the existing security posture
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Analysis of the existing security posture
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Analysis of the existing security posture
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Objectives and Outcomes
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Configuration of the Security Management
Service
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Exploring the SmartConsole
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Installing a Security Gateway
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Establishing Secure Internal Communication

P B Mabibiomige Q= AT
Ceck Font Laritea securty Agmistretor

P B Mabibiomige Q= AT
Ceck Font Laritea securty Agmistretor

3A-14.  Configure the object with the follewing sedtings: e 3A-25  1SIC has been established and is properly communicating. you will e LL
- sme & status of Communicating P on Warse s Abimer
Gty rame: | AGW
| Gareway platiom: | Open server | SIC Status -
Pri®:) 0131 el B 2 » I St o AGHW Commrcati ] <
s Gy e
| e
* - DN [CH=A G, Dnk SN doha cp el
[eme—— W | OM: [CHAGHN 0 5M5 agha oo ol .
N Ce=1
=]
] Pt | [Tk S8
— NOTE:
& cmexrone Hyou i contact
= ssaiatance voublesloating s comamunicaton ssuse.
W15 SelciNex

3426 SelectCloseto wiit the SIC status window,

32T Select OK o close the Trusted Commanication window.

Kortext =

[«

Kortext =

a -




Kortext &

58122

neex Pamt Conmed Securry Administrator

Configure the Netwark object as fallows:

FA

A-MGMT-NET

1A M bilcehigue

Object Narma:

AMGMT-NET

Cokor
Gtyect Comment

[——

Gre Biue.
Aipha St Secaurty Managrent Ketwork
10110

6.256.256.0

Alpha Site Security Policies

@ sz

e

901 @i

1N s bibliothique

5A-2.13

Name: | Stealth Rule
Source: | Any
Destination: | A-GW
Services & Applications: | Any
Action: | Drop
Track: | Log
Install On: | A-GW

Configure the rest of the rules as shown.

Kertext 1




Alpha Site Security Policies
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Alpha Site Security Policies
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Bravo Site Security Policies
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Creating Security Policy
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Managing Role and Permission
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Futur Improvements
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Implementation details
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Instructions for use (free users)

In order to use this template, you must credit Slidesgo by keeping the Thanks slide.

You are allowed to:

e  Moadify this template.
e  Use it for both personal and commercial purposes.

You are not allowed to:

e  Sublicense, sell or rent any of Slidesgo Content (or a modified version of Slidesgo Content).

° Distribute this Slidesgo Template (or a modified version of this Slidesgo Template) or include it in a database or in
any other product or service that offers downloadable images, icons or presentations that may be subject to
distribution or resale.

e Use any of the elements that are part of this Slidesgo Template in an isolated and separated way from this
Template.

e  Delete the “Thanks” or “Credits” slide.

° Register any of the elements that are part of this template as a trademark or logo, or register it as a work in an
intellectual property registry or similar.

For more information about editing slides, please read our FAQs or visit Slidesgo School:
https://slidesgo.com/fags and https://slidesgo.com/slidesgo-school
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Instructions for use (premium users)

In order to use this template, you must be a Premium user on Slidesgo.

You are allowed to:

Modify this template.

Use it for both personal and commercial purposes.

Hide or delete the “Thanks” slide and the mention to Slidesgo in the credits.

Share this template in an editable format with people who are not part of your team.

You are not allowed to:

Sublicense, sell or rent this Slidesgo Template (or a modified version of this Slidesgo Template).

° Distribute this Slidesgo Template (or a modified version of this Slidesgo Template) or include it in a database or in
any other product or service that offers downloadable images, icons or presentations that may be subject to
distribution or resale.
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Template.
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For more information about editing slides, please read our FAQs or visit Slidesgo School:
https://slidesgo.com/fags and https://slidesgo.com/slidesgo-school
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Infographics

You can add and edit some infographics to your presentation to show your data in a visual way.

e Choose your favourite infographic and insert it in your presentation using Ctrl C
+ Ctrl Vor Cmd C + Cmd V in Mac.

® Select one of the parts and ungroup it by right-clicking and choosing
“Ungroup”.

® Change the color by clicking on the paint bucket.

® Then resize the element by clicking and dragging one of the square-shaped
points of its bounding box (the cursor should look like a double-headed arrow).
Remember to hold Shift while dragging to keep the proportions.

® Group the elements again by selecting them, right-clicking and choosing
“Group”.

e Repeat the steps above with the other parts and when you’re done editing, copy
the end result and paste it into your presentation.

® Remember to choose the “Keep source formatting” option so that it keeps the De
design. For more info, please visit Slidesgo School.
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