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[bookmark: _Toc235746828]Introduction 
This report covers Coursework 1 for NOSSLONDON2026, operating sites in Birmingham and London. It combines research on hypervisors, IP addressing, routing and network services with the practical build of a VirtualBox topology using a custom VLSM scheme (10.60.10.0/24). The lab is tested for same-network success and cross-network failure, then reflected on ready for Coursework 2.
[bookmark: _Toc235746829]Task 1 – Research Report
[bookmark: _Toc235746830]Research on Hypervisor
Hypervisor choice is dependent on where the control plane sits. Type 1 (bare-metal) platforms such as ESXi or Hyper-V Server run on hardware and schedule guest CPU, memory and I/O with little mediation. Type 2 (hosted) tools such as VMware Workstation or Oracle VirtualBox run as applications on a host OS and inherit that OS’s scheduling, drivers and attack surface [1]. Industry practice links Type 1 to stronger isolation and denser consolidation, while Type 2 trades peak efficiency for easy workstation deployment [2]. For Coursework 1 and the Coursework 2 plan stacking AD DS, DNS, DHCP, IIS and RDS on B-DC with a Linux DHCP relay on L-CD—Type 1 would suit production because domain workloads and cross-site relay are sensitive to timing and virtual networking quality. The brief warns that requesting extra hardware can risk the deadline. On a typical student laptop, Type 2 (or client Hyper-V where licensed) is therefore realistic: it can run Windows Server 2019 GUI and Debian CLI guests, map 10.60.10.0/27, 10.60.10.32/27 and 
 10.60.10.64/30, and be rebuilt quickly. For birmingham.noss, isolation still matters, yet four VMs and one /30 WAN do not justify bare-metal clustering. Type 2 can prove the design; Type 1 would mainly improve density and security later, not the logical topology [1].

[bookmark: _Toc235746831]Research on IP Addressing
IP addressing is the mechanism that turns a shared packet fabric into a set of reachable destinations. Reflecting on the lecture group activity, the data does not “know” Birmingham or London as places so instead it is forwarded hop-by-hop using destination addresses that routers match against prefixes, while switches within a LAN deliver frames using MAC addresses after the IP layer has selected the next hop [3]. IPv4’s 32-bit dotted-decimal form and IPv6’s 128-bit colon-hex form both encode hierarchy, network prefixes for routing, host identifiers for end systems. Subnetting (CIDR) lets operators carve private space efficiently [4] show that prefix length choices are operational decisions with global side-effects when leaked. In this topology, private RFC 1918 space is used deliberately: Birmingham LAN 172.16.1.0/24, London LAN 172.16.2.0/24, and a point-to-point /30 (10.0.0.0/30) that yields only two usable host addresses—an efficient WAN link design (Figure 1). Addressing effectiveness here is not merely “having IPs”, it separates broadcast domains, supports future DHCP scopes and keeps infrastructure IPs static while clients can become dynamic. IPv6 is not required by the brief, yet dual-stack awareness remains relevant industry practice as IPv4 scarcity continues to shape allocation discipline [4].
Figure 1. Practical IP plan for NOSSLONDON2026
Internet
   |
   +-- B-DC  10.60.10.1/27  (LAN) ---- ClientS1  10.60.10.10/27
   |         10.60.10.65/30 (WAN)
   |              |
   |         (PtP /30: 10.60.10.64/30 → usable .65 and .66)
   |              |
   +-- L-CD  10.60.10.66/30 (WAN)
             10.60.10.33/27 (LAN) ---- ClientL1  10.60.10.42/27
Parent block: 10.60.10.0/24
  Birmingham LAN  10.60.10.0/27   Mask 255.255.255.224   Usable .1–.30    Broadcast .31
  London LAN      10.60.10.32/27  Mask 255.255.255.224   Usable .33–.62   Broadcast .63
  WAN (B-DC↔L-CD) 10.60.10.64/30  Mask 255.255.255.252   Usable .65–.66   Broadcast .67

[bookmark: _Toc235746832]Research on Routing
Routing protocols are a set of rules used by network routers to communicate with each-other. Static routing encodes that manually; dynamic protocols (for example RIP, OSPF or BGP) exchange reachability and recompute paths when topology changes [5]. The trade-off is control versus adaptability: static routes are predictable and low-overhead but brittle under failure, while dynamic routing converges automatically yet consumes CPU/bandwidth and raises misconfiguration risk in small labs. Against the NOSSLONDON2026 design—two sites, one /30 transit, servers as gateways—static routing is the proportionate approach. B-DC needs a route to 172.16.2.0/24 via 10.0.0.2; L-CD needs 172.16.1.0/24 via 10.0.0.1, plus default routes toward the Internet edge. Dynamic protocols would add little value until redundant paths or further sites appear [6]. Coursework 2’s DHCP Relay on L-CD strengthens this choice: the relay forwards client broadcasts as unicast to a known DHCP server (B-DC), which presupposes stable routes between 172.16.2.0/24 and 172.16.1.1. Static routes make that path explicit and auditable when demonstrating cross-site DHCP, while still allowing OSPF later if the organisation outgrows this fixed two-site design [7].

[bookmark: _Toc235746833]Research on Network Services
For a multi-site domain such as birmingham.noss, network services should be judged by how they reduce operational risk rather than by feature lists. DHCP centralises address and option distribution; best practice keeps infrastructure addresses static (or reserved) while clients lease dynamically and uses relay when the server is off-subnet exactly the Enhanced Topology pattern with B-DC as DHCP server and L-CD as relay. AD DS provides identity, authentication and policy for mixed Windows/Linux members; its value is centralised trust, but that also creates a high-value target, so snapshot hygiene and careful role placement on B-DC matter before Coursework 2 roles (DNS, IIS, RDS) are stacked onto the same host. VPNs extend that trust over untrusted paths (Internet between sites or remote admins): industry guidance emphasises strong authentication, least privilege and avoiding naive split-tunnelling that exposes routes [8]. Certificate Authorities underwrite those VPN and domain authentication flows. Contemporary hardening advice is blunt: treat AD CS as Tier-0, prefer an offline root with separate issuing CA where possible, avoid relying solely on Domain Admins for CA management, and harden templates against well-documented escalation paths [9], [10]. In a constrained coursework build, a single enterprise CA on B-DC may be unavoidable, yet the critical appraisal is that convenience must not erase awareness of PKI blast radius when the same server also hosts the domain controller.
[bookmark: _Toc235746834]Task 2 – Technical Documentation
[bookmark: _Toc235746835]2.1 - Choose your hypervisor
Based on the Task 1 research into Type 1 versus Type 2 architectures, a Type 2 (hosted) hypervisor was selected for this deployment—specifically Oracle VirtualBox. The choice was not made for convenience alone: the brief requires a complete Birmingham–London topology that must remain reusable for Coursework 2 services (AD DS, DNS, DHCP, IIS, RDS on B-DC and DHCP Relay on L-CD), while also warning that requesting extra hardware can put the submission deadline at risk. On a single student workstation, VirtualBox provided a concrete, low-risk path to host mixed Windows and Debian guests with multiple virtual NICs, Internal Network isolation for the site LANs and /30 WAN, and NAT for controlled Internet access during downloads and updates. Type 1 platforms such as ESXi would be stronger for production isolation and denser consolidation, but they would not materially improve the logical design of this four-VM lab and would add setup cost that the available resources did not justify. VirtualBox therefore offered the best balance of compatibility, recoverability (snapshots before risky changes), and continuity into Coursework 2, which is evidenced by the successful deployment of B-DC, L-CD, ClientS1 and ClientL1 under a custom VLSM plan within 10.60.10.0/24.Evidence and statements that influenced the choice:
Resource availability: The brief warns that requesting new hardware can affect the deadline. VirtualBox runs on my existing workstation without a dedicated bare-metal server.
Workload fit: The topology requires four guests (Windows Server GUI, Windows 10, Debian CLI, Debian GUI). Type 2 products routinely host mixed Windows/Linux VMs with multiple virtual NICs for LAN and WAN segments.
Coursework 2 continuity: Enhanced topology adds AD DS, DNS, DHCP, IIS, RDS on B-DC and DHCP Relay on L-CD. VirtualBox snapshots and exportable VMs preserve this lab so roles can be layered without redesigning the network.
Networking features: Host-only and Internal adapters can isolate 172.x/10.x segments while a NAT adapter provides controlled Internet access for downloads—matching the topology’s Internet + inter-site design.
Trade-off acknowledged: Type 1 (e.g. ESXi) would offer stronger isolation and denser consolidation for production. For this coursework scale (four VMs, one /30 WAN), Type 2 remains proportionate and recoverable if a guest corrupts.
[bookmark: _Toc235746836]2.2 Download and Setup
[bookmark: _Toc235746837]2.2.1 Downloads from appropriate sources
To keep the lab trustworthy and marker-friendly, all installation media were obtained from official vendor sites rather than third-party mirrors. Oracle VirtualBox was downloaded from the VirtualBox project download page, Windows Server evaluation media from the Microsoft Evaluation Center, the Windows 10 client ISO from Microsoft’s licensed/education download channel, and Debian from debian.org. Using vendor sources reduces the risk of tampered ISOs and demonstrates professional practice for an IT technician role at NOSSLONDON2026. Download pages and completed file evidence were captured with the download date and time visible.
Oracle VirtualBox — https://www.virtualbox.org/wiki/Downloads (platform package + Extension Pack if needed)
Figure 2 – Oracle Virtual Box download file:[image: ]
Windows Server 2019 — Microsoft Evaluation Center (https://www.microsoft.com/en-us/evalcenter/download-windows-server-2019)
Figure 3 – Windows Server 2019 ISO file :[image: ]
Windows 10/11 Client — Microsoft download / education license portal as applicable
Debian — https://www.debian.org/download (official ISO; netinst or live)
Figure 4 –ISO file for Debian OS:[image: ]

[bookmark: _Toc235746838]2.2.2 Deploy topology
Four virtual machines were created to mirror the Coursework 1 topology: B-DC (Windows Server, Birmingham), ClientS1 (Windows 10), L-CD (Debian Server CLI, London) and ClientL1 (Debian GUI). VirtualBox networking was designed so each logical link in the diagram had a matching adapter role (see figures 5,6,7 and 8 below).
Guests were configured to the brief where applicable (English US language, London UK time behaviour, Administrator / localadmin credentials as specified). During deployment, L-CD initially exposed only one NIC (enp0s3) until additional adapters were enabled in VirtualBox—evidence that hypervisor settings must be verified before guest IP configuration. Once all adapters were present, the four-VM topology matched the required Birmingham–London design and was ready for addressing and connectivity tests.
Figure 5 - VirtualBox Manager showing all 4 VMs and showing details of Debian CLI VM:
[image: ]
Figure 6 – System details of the Windows Server 2019 VM:
[image: ]
Figure 7 - System details of the Debian GUI VM:
[image: ]


Figure 8 - System details of the Windows 10 VM:
[image: ]
[bookmark: _Toc235746839]2.3 Configure IP Addressing
The topology handout provides sample networks (172.16.1.0/24, 172.16.2.0/24, 10.0.0.0/30). For this submission a custom VLSM plan was designed from parent block 10.60.10.0/24 to demonstrate efficient utilisation and leave headroom for Coursework 2 DHCP clients, while keeping the same logical shape (two LANs + point-to-point WAN).
Subnet math (WAN /30 example):
Network 10.60.10.64, mask 255.255.255.252, usable 10.60.10.65–10.60.10.66, broadcast 10.60.10.67.
This scheme was applied consistently on all hosts (Windows via Server Manager / IPv4 Properties; Debian via NetworkManager or /etc/network/interfaces). Using one documented plan avoided conflicts between the handout’s sample IPs and the lab’s live configuration. Infrastructure addresses remained static; clients used static addresses for CW1 testing and can move to DHCP in Coursework 2 without redesigning the subnet boundaries.


Figure 9 - IP configuration for L-CD VM (Debian CLI)
[image: ]

Figure 10 - IP Configuration for B-DC VM (Windows Server 2019)
[image: ]
Figure 11 – IP Configuration for ClientL1 VM (Debian
[image: ]


Figure 12 – IP Configuration for ClientS1 VM (Windows 10 OS)
[image: ]
[bookmark: _Toc235746840]2.4 Test and Troubleshoot
Testing followed the two required outcomes. No inter-LAN static routes and no IP forwarding were enabled for these tests, so cross-site failure would correctly prove Layer-3 separation.
Outcome 1 — Successful connectivity within the same network (Figures 13 and 14)
· From ClientS1 (10.60.10.10) → ping B-DC (10.60.10.1) → replies received
· From ClientL1 (10.60.10.42) → ping L-CD (10.60.10.33) → replies received
These results confirmed that Internal Network names (BHAM-LAN / LDN-LAN), masks (/27) and gateway/server LAN IPs were aligned.
Outcome 2 — Unsuccessful connectivity between different networks (Figures 15 and 16)
· From ClientS1 → ping London hosts (10.60.10.33 / 10.60.10.42) → Destination host unreachable / timeout
· From ClientL1 → ping Birmingham hosts (10.60.10.1 / 10.60.10.10) → fail
Troubleshooting approach used during testing
When same-LAN pings initially failed (“Destination host unreachable” from the local host), diagnosis followed a fixed order rather than random reconfiguration: (1) confirm the peer VM was running; (2) verify both VMs used the identical Internal Network name; (3) confirm the server LAN IP was on the adapter attached to that Internal Network (not NAT/WAN); (4) re-check mask /27. On L-CD, missing VirtualBox adapters were the root cause of early failures; on Birmingham, mismatched BHAM-LAN attachment produced the same symptom until corrected. After those fixes, Outcome 1 succeeded and Outcome 2 still failed as required.








Figure 13: Successful connectivity within same networks. ClientS1 - ping 10.60.10.1
[image: ]
Figure 14: Successful connectivity within same networks. ClientL1 - ping 10.60.10.33
[image: ]
Figure 15: Unsuccessful connectivity within different networks. ClientS1 -> ping 10.60.10.42[image: ]

Figure 16: Unsuccessful connectivity within different networks. ClientL1 -> ping 10.60.10.10
[image: ]

[bookmark: _Toc235746841]Task 3 – Reflection
[bookmark: _Toc235746842]3.1.1 Technical reflection — network deployment and testing
Deploying the Birmingham–London lab required systematic troubleshooting rather than trial-and-error. On L-CD, ip link initially showed only lo and enp0s3. That indicated a VirtualBox configuration fault, not a Debian IP mistake: only one NIC was enabled. After powering the VM off, enabling Internal Network adapters for LDN-LAN and WAN-PTP, and rebooting, the extra interfaces appeared and static addressing could proceed. A second risk was mixing the topology sample addresses (172.16.x.x / 10.0.0.x) with the chosen VLSM plan (10.60.10.0/24, /27 LANs, /30 WAN). One scheme was documented and applied consistently on every host before testing. Outcome 1 same-LAN pings confirmed correct Internal Network attachment and masks; Outcome 2 cross-LAN timeouts were expected while IP forwarding and static routes remained disabled, proving subnet isolation. Where same-LAN pings failed, checks followed a fixed order: matching Internal Network names, correct prefix length, then Windows/Debian firewall ICMP rules.


[bookmark: _Toc235746843]3.1.2 Personal reflection
Personally, this build was completed under time pressure in a short window rather than across planned sessions, which the timestamps will also show. I still learned to separate hypervisor issues from IP configuration, which eventually unblocked both sites. For Coursework 2 I will schedule earlier milestones, keep dated screenshot evidence as I go, and snapshot clean VMs before adding AD DS, DHCP and relay so I am not rebuilding under deadline again.
[bookmark: _Toc235746844]Conclusion
This coursework researched and deployed a virtualised Birmingham–London network for NOSSLONDON2026. Task 1 justified a Type 2 hypervisor, VLSM addressing, and static routing for later cross-site services. Task 2 implemented the four-VM topology in VirtualBox with a custom 10.60.10.0/24 VLSM plan and met both connectivity outcomes: same-LAN success and cross-LAN failure before routing. Issues such as missing NICs were resolved systematically. The completed lab meets Coursework 1 requirements and is ready for Coursework 2 domain and DHCP services.
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localadmin@ClientL1: ~

$ ping 10.60.10.10
PING 10.60.10.10 (10.60.10.10) 56(84) bytes of data.
~c
--- 10.60.10.10 ping statistics ---
23 packets transmitted, 0 received, 100% packet loss,
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