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Introduction

» Cloud computing is widely used
» AWS and Azure are leading platforms

» They offer storage, computing, and
networking services

» Security is a major concern

So, it is very important to understand
cloud security and the risks.




Problem
Statement

» Cyber threats are increasing rapidly & hackers
trying to attack systems and steal information.

» Data breaches expose sensitive information(pe
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So, it is important to understand these problem
find better security solutions.



Aim

» The main aim is to identify and analyze security
challenges in AWS and Azure that means | want to
understand what kind of security problems can
happen in these platforms.

» | want to understand risks , such as data breaches
and unauthorized access.

» This research will suggest some simple solutions to
improve security and reduce these risks.




Objectives

Exam] ne study security features of AWS and Azure & how to protect data

Find out common security risks & data breaches and misconfiguration.

|ldentify

Com pa e Compare platforms differences and which one is better in terms of security

Suggest solutions improve security and reduce risks.
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Main Differences  Causes of How to
challenges? in security? breaches? improve?

v' Main challenges: Find out the common security problems in Amazon Web Services
and Microsoft Azure.

v’ Differences in security: Compare both platforms to see how their security
systems are different.

v Causes of Breaches :Explain why security problems happen, like misconfiguration
or weak access control.

v" How to Improve :Suggest simple ways to improve security and reduce risks.



Key Security
Challenges

Data breaches — unauthorized people can access to
important data

Misconfiguration — This happens when cloud settings are
not set correctly.

IAM issues —This means weak login/permission control so
wrong people can get access

Insider threats — This happens when employees misuse
their access.

Insecure APIs — This means unsafe connections between
systems .[4]
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AWS vs Azure

S: AZURE:

« AWS uses a system called IAM to control user access and permissi
» Azure uses Active Directory to manage users and login.[2]
« AWS is strong in global services and has a wide range of tools.[1]
« Azure is strong for companies that use Microsoft products like

Windows.[2]




Methodology

» Use a qualitative research approac
information instead of using number
Data is collected from reliabl :
about Amazon Web Services and Mic
Use case studies, which are real-life ¢
Compare AWS and Azure to understzs
challenges.




Expected
Outcomes

This research will give a better understanding of clo
security risks, meaning we will clearly know what pro
can happen in cloud systems.
Provide a clear comparison between Amazon Web Se
and Microsoft Azure, so we can understand their
differences.

The study will help in the identification of common
vulnerabilities, such as misconfiguration and weak acc
control.
It will give practical security recommendations, whic
help organizations improve their cloud security.



Conclusion

0 “In conclusion, securing cloud platforms like Amazon Web Se

Microsoft Azure is not optional—it is essential for protecting data

trust.”

O “The future is in the cloud, but security will decide how safe that

0 “By understanding these challenges, we can build more secure a
trustworthy cloud systems.”

That is why security practices are very important.
Organizations need to use proper security measures to protect their data in
platforms like Amazon Web Services and Microsoft Azure.
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Thank
You

Any Questions?
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