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Abstract-This report provides an Integrated Cybersecurity Management Framework (ICMF) which is specific to NatureGreen (NG), a multinational healthcare organization that has recently suffered a major data breach. The ICMF builds on existing studies and designs, such as ISO/IEC 27001, NIST CSF, GDPR, and Zero Trust Architecture to approach the most pressing issues in the area of governance, security in operation, and third-party risk, as well as resilience. It has five layers that are organized as strategic governance, operational controls, supply chain assurance, contextual risk management, and transformation-oriented resilience. The layers are backed by academic and industry literature and guarantee accords to the industry-specific risks and compliance standards. The framework has been applied to the breach scenario in NG showing how it has assisted in the incident response, compliance to regulations and long-term security maturity. The model is a proactive and flexible way of addressing the cyber threats in well-regulated industries.
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[bookmark: _qhujcp54s81h][bookmark: _Toc216961425]I. Introduction
The intensive growth of digitalisation and global connectivity has added a lot of organisational reliance on information systems and, at the same time, enhanced vulnerability to online assaults. Modern organisations are bound by sophisticated digital ecosystems that comprise a remote workforce, cloud-based services, tightly integrated supply chains, and third-party sources of services. Consequently, cyber risks have no longer been only technical problems but have become enterprise-wide governance and compliance problems. Even though there are established standards and cybersecurity frameworks, including those developed by ISO/IEC 27001, NIST CSF and COBIT, most organisations are still faced with intermittent implementation, underdeveloped governance frameworks, the lack of visibility down the supply chains, and prioritisation of cyber risks put into action. The gaps are especially acute in the sphere of the most strictly regulated organization, such as healthcare and insurance where the confidentiality, integrity, and availability of valuable personal information represent the primary concern.

The current scholarly studies have revealed that alternative and isolated cybersecurity models tend to be insufficient in addressing the dynamic and situational aspect of cyber threats. There is a growing trend among the scholarly community to consider integrated, flexible and performance-based frameworks integrating the capabilities of governance, risk management, operational security and resilience. More importantly, these frameworks must also be satisfactory with regulatory compliance requirements and business goals with a view to maintaining sustainable security maturity. The application of these principles to a case of NatureGreen (NG) is a multinational health insurance organisation that has suffered a major data breach in this report. As a security manager, this report reviews the current models of cybersecurity, points out the main areas of weakness, and offers an Integrated Cybersecurity Management Framework (ICMF) that would fit the regulatory and operational environment of NG. The framework is subsequently tested on the scenario of the breach of NG to show that it is strategic, aligned in its governance, and resilient over a long-term perspective.

[bookmark: _un4vfg6882cb][bookmark: _Toc216961426]II. Overview of the Case Scenario
NatureGreen (NG) is a multinational healthcare organisation operating digital, cloud-based consumer services and handling sensitive personal and health-related data that provides insurance service in various jurisdictions, and it has a lot of personal, financial and medical data which is confidential and sensitive. To provide timely healthcare services, the organisation extensively relies on a digitally integrated core of cloud-hosted applications, third-party IT providers, and electronic medical record (EMR) systems to support timely healthcare services. Being efficient, such systems create a high level of cybersecurity risk as they are interconnected and dependent on outside service providers [1]. Like most modern businesses, NG has not yet gone through a security governance maturity cycle and therefore exposes its critical assets to threats due to its digital transformation. Recently, the organisation had a major cyber-attack of which attackers took advantage of the NG third-party supply chain vulnerability to penetrate its internal systems. This led to the illegal leakage of personally identifiable information (PII) such as the medical history and insurance history. After the attack, the perpetrators put forward a ransom demand linking it to data leakage unless payment was done. 

The situation is indicative of the emerging trend where ransomware syndicates specifically attack healthcare organisations because of the premium nature of their information and their prospect of receiving money back [2]. Subsequent breach analysis revealed a number of system weaknesses: disjointed cybersecurity policy, undefined accountability functions, a lack of visibility into vendor risks, old access controls, and insufficient incident response capacity. These shortcomings resonate with the wider industry research that highlights the necessity of integrated and resilient cybersecurity models and architectures that are aligned with the governance of high-risk organizations such as healthcare [3]. This report addresses such needs by suggesting that a multi-layered framework can be used to improve the security posture of NG.

Assumptions
The design and application of the Integrated Cybersecurity Management Framework (ICMF) are based on the following assumptions, which reflect the operational, regulatory, and organisational context of NatureGreen (NG)
1. NatureGreen operates across multiple jurisdictions and is therefore subject to stringent data protection and privacy regulations, including the General Data Protection Regulation (GDPR) and comparable healthcare data protection laws.
2. The organisation relies on a complex digital ecosystem composed of cloud-hosted platforms, legacy systems, electronic medical record (EMR) systems, and multiple third-party service providers.
3. Cybersecurity governance exists within the organisation but is immature, with limited board-level oversight, fragmented accountability, and insufficient integration with enterprise risk management (ERM).
4. Third-party vendors have privileged access to critical systems and sensitive data, making supply chain cybersecurity a material risk domain.
5. Executive leadership recognises cybersecurity as a strategic risk following the breach and is willing to sponsor governance reform, policy enforcement, and phased investment.
6. Financial, technical, and human resources are constrained, requiring a risk-prioritised and incremental implementation of controls rather than a wholesale transformation.
7. Regulatory compliance, business continuity, and service availability are critical organisational objectives that must be balanced against security controls.

[bookmark: _popgut6vl9qr][bookmark: _Toc216961427]III. Review of Existing Cybersecurity Framework Approaches
The current cybersecurity policy requires more than mere technical regulation, it is necessary to have a combination of governance, risk management, operational preparedness, and organisational flexibility. In this section, the author critically evaluates six established approaches to cybersecurity that help to shape an integrated framework that is relevant to the healthcare insurance setting of NatureGreen (NG).
[bookmark: _u5e6ddwq8gvv][bookmark: _Toc216961428]A. Hierarchical Cybersecurity Process Models
Liu et al. [4] propose a hierarchical model of cybersecurity management that splits the functions and control among three levels, namely, the strategic, managerial, and operational. The strategic layer will deal with determining the level of risk taken by the organisation and how cybersecurity goals can be oriented towards business outcome. These goals are converted into action plans in the managerial layer and technical and procedural controls are implemented in the operational layer. Such a stratified approach will make roles/responsibilities clear and help measure performance indicators against set benchmarks. In a business such as NG, which has to exist in multiple jurisdictions and regulatory environments, such clarity is essential to avoiding duplications and redundancy of security responsibilities. The hierarchical system presupposes a rather fixed governance context and has only a minor flexibility in the domain-specific threats, including the ones that are prevalent in the healthcare or the financial sector. 

More importantly, it does not have special measures to combat the third-party dependencies and supply-chain vulnerabilities. With the breach by NG in the last days being rooted in the supply chain, these omissions show that more flexible and externally conscious elements should be included in the framework.
[bookmark: _i3lppnheoyx9][bookmark: _Toc216961429]B. Supply Chain and Third-Party Risk Management
Seid et al. [7], [11] explore how third-party and supply chain cybersecurity is handled by leading standards, including ISO/IEC 27001, NIST and the EU NIS2 Directive. Their study determines that there is significant lack of transparency in vendor risk, especially on dependency tracking, resiliency scoring and constant monitoring of the performance. Practically, organisations such as NG outsource some of the most essential functions such as claims processing and cloud hosting among others, thus exposing them to third-party failures by default. Seid et al. believe that, although there is growing appreciation of the importance of supply-chain threats, the majority of organisations use them on a one-time checklist exercise and not as a dynamic and continuous measure. The consequences of this gap are revealed in the NG case. A vulnerable third-party interface was used to access the systems of NG by attackers, posing burning questions of how this would be tolerated to vendors or the systems would withstand third-party digital ecosystems. This supports the necessity of a specific Supply Chain Assurance Layer integrated in any unified cybersecurity.
[bookmark: _3qp417t3s89m][bookmark: _Toc216961430]C. Sector-Specific Risk Management Models
Cybersecurity risk management model by Azura et al. [1] is dedicated to the online banking systems, with a context-sensitive control adaptation. They have a framework with in-depth threat classification, risk score on sectors based on risk, and policy enforcement based on threat landscapes. These characteristics are especially applicable to such sectors as healthcare, where data sensitivity and regulatory measures are on the higher level. Even though the original model is tailored to a banking sector, its principles, particularly concerning contextual control tuning, and prioritised risk response are applicable to the operating environment of NG. These two industries need to be highly available, confidential, and meet rigorous information protection requirements, including GDPR and HIPAA. However, this model by Azura et al.[1] does not cover the aspects of governance integration or the factors of enterprise-level scalability, which large, distributed organisations need. The fact that NG has difficulties in these aspects suggests that risk modelling should be integrated into a larger governance and operation picture.
[bookmark: _ox4ouia3llah][bookmark: _Toc216961431]D. Information Security Governance in Public Sector Contexts
Absence of governance is a prevailing theme in cyber-attacks and lessons of the public-sphere have valuable lessons to take. Magnusson et al. [5], [12] review the failures of the cybersecurity governance in the public organisations and identify several common failures that include poor strategic alignment, lack of accountability and the lack of capability building. These gaps of governance also apply directly to NG where internal audit by the time of breach showed that the organization lacked leadership with respect to cybersecurity and lack of reporting at the board level and little policy conformity to operational implementation [12]. The paper highlights the importance of leading and effective leadership, governance KPIs as well as professional growth in the field of cybersecurity teams. Magnusson et al. [5] also admit that governance, though fundamental, is not adequate on its own. It should be combined with tactical preparedness and operational lightness as a precondition of strategies efficient implementation and maintenance in the pressure [17].
[bookmark: _Toc216961432]E. Comparative Analysis of Security Frameworks
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Figure 1: Comparison of NIST Cybersecurity Framework (CSF) and ISO/IEC 27001
(Source: Liu et al., 2025)
Figure 1 shows the major points of incompatibility between the NIST Cybersecurity Framework (CSF) and ISO/IEC 27001. The NIST CSF is a voluntary and flexible framework mostly tailored to the U.S federal agencies and organisations in the interaction with them, whereas the ISO 27001 is an international standard of Information Security Management Systems (ISMS). In comparison with NIST CSF, which is operationally adaptable in its fundamental elements of Identify, Protect, Detect, Respond, Recover, the ISO 27001 is governance and compliance based on structured controls, audits and certification. The present comparison reveals the complementary relationship between the two frameworks indicating that both technical defence and regulatory congruency might be enhanced by incorporating the use of the two.
[bookmark: _d0ad7t1jut2l][bookmark: _Toc216961433]F. Zero Trust Architectures
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Figure 2: Zero Trust Architecture (ZTA)
(Source: Denzel, 2025)
Figure 2 graphically shows the logical components of the architecture, which are divided into segmented areas of the network, identity providers, policy engines, and automated monitoring tools. It is a sign of context-sensitive, dynamic trust assessment as a replacement of the security perimeters. Zero Trust Architecture (ZTA) is the paradigm of cybersecurity in a new understanding of the matter. ZTA does not use network location or credentials as a basis to trust but continuously verifies a person, and the concept of the least privilege is enforced. Denzel [2] recommends the fundamental elements of ZTA that consist of micro-segmentation, identity-based access control, and threat detection systems. Expanding on this, Pigola and Meirelles [6] consider issues in real-world realisation especially those in organisations whose systems are legacy and mediation siloed. They underscore barriers like resistance to change, insufficient IAM (identity and access management) maturity and lack of alignment between the business processes. Syed et al. [10] also supports the suitability of ZTA to remote-first and cloud-native deployment, but observe that it is suitable in operations (decentralised) such as the deployment at NG. 

In the case of NG, ZTA would help to considerably minimize the attack surfaces and restrict the horizontal movement of attackers. ZTA adoption however needs strategic alignment, modernisation of infrastructure and cultural change issues which need to be incorporated into the overall governance model.
[bookmark: _mg56fp5g9cuq][bookmark: _Toc216961434]G. Emerging Cybersecurity Trends
Haque et al. [3] trace the change in the cybersecurity strategy that is concerned with the active threat management approach to be resilience-oriented and supportable by automation defence. The convergence of cybersecurity with the objectives of the digital transformation and the development of corporate-scale frameworks that will allow preventing the issue and quick recovery is a focus of their review. In related studies, Sontan and Samuel [12] note the growing influence of Artificial Intelligence (AI) to risk identification, behavioural analytics and predictive modelling. Artificial intelligence can assist in identifying anomalies in large streams of data and ranking alerts and recommending mitigation measures, reducing the workload on the human analysts. Nandi [13] expands on this and introduces a new generation of SOAR (Security Orchestration, Automation, and Response) systems, which automate operating processes, include threat intelligence feeds, and organize response teams. 

A combination of these trends supports the idea that automation, analytics, and orchestration should be integrated into the strategy of any contemporary cybersecurity framework, especially when it comes to healthcare organisations that need to reconcile the three areas of speed, compliance, and reliability.

[bookmark: _nlqwzh2e883g][bookmark: _Toc216961435]IV. Proposed Integrated Cybersecurity Management Framework (ICMF)
[bookmark: _gp045wfctcjs][bookmark: _Toc216961436]A. Framework Foundations
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Figure 3: Integrated Cybersecurity Management Framework (ICMF)
(Developed in Creately)
Figure 3 shows the suggested Integrated Cybersecurity Management Framework (ICMF), which is divided into five layers, starting with strategic governance and ending with resilience. It focuses on regulatory congruence and threat flexibility, in favor of ongoing enhancement.   Considering the gaps in the current models and frameworks of cybersecurity, this report suggests a multi-layered Integrated Cybersecurity Management Framework (ICMF) that would be suited to NatureGreen (NG) [5]. The ICMF is to be developed and operational to solve the strategic, operational, and resiliency problems of the organisation, concerning the context of very sensitive healthcare data and a more complicated threat environment. Based on the academic literature examined and the existing guidelines, the framework brings together five essential dimensions, namely, strategic governance, operational security, supply chain assurance, contextual risk management, and transformation-driven resilience [13]. 

The architecture is motivated by the emerging consensus in the cybersecurity literature that fragmented and reactive is too little in response to present-day threats [3], [7], [11]. Alternatively, the ICMF advocates a nimble, evidence-driven, and organisation-wide framework that gears cyber risk with greater corporate goals, regulatory adherence, and perpetual enhancement.
	ICMF Layer
	Governance Focus
	Risk Management Focus
	Compliance Alignment

	Strategic Governance
	Board oversight, accountability, cybersecurity KPIs, risk appetite definition
	Enterprise-level cyber risk prioritisation
	ISO/IEC 27001, GDPR

	Operational Security
	Policy enforcement, security architecture oversight
	Access control, threat detection, lateral movement prevention
	NIST CSF, ISO/IEC 27001

	Supply Chain Assurance
	Vendor accountability, contractual security obligations
	Third-party risk identification and resilience scoring
	NIS2 Directive, ISO/IEC 27036

	Contextual Risk Management
	Adaptive decision-making based on sector risk
	AI-driven threat modelling and dynamic risk scoring
	GDPR (data protection by design)

	Resilience and Transformation
	Crisis governance, incident oversight, recovery planning
	Business continuity, incident response, recovery capability
	GDPR, HIPAA, NIST CSF


[bookmark: _ob3jw0gzg24n][bookmark: _Toc216961437]B. Structural Components
Strategic Governance Layer
The strategic governance layer is the backbone of the ICMF and is also the place where cybersecurity is incorporated as a leadership priority as opposed to being an isolated technical issue. The responsibility of this layer is to establish the security policy and the risk appetite of the organisation, governance structures that would permit ongoing oversight and responsibility. Based on Liu et al. [4], this layer is developed based on the hierarchical model where different roles are assigned at the executive, managerial, and operational levels to ensure that there is an alignment between the strategy and execution. Magnusson et al. [5] also emphasize the importance of board engagement and capability building, especially in an organisation such as NG where one of the causes of the breach was the lack of governance competence. Melaku [8] also adds to it an adaptive governance model that will respond to a changing set of threats and regulatory specifications, enabling a flexible redistribution of resources and priorities. In the case of NG, it includes the adoption of executive dashboards, setting of key performance indicators (KPIs) of cybersecurity, making sure that cybersecurity risks are a topic of enterprise risk management (ERM).

Operational Security Layer
The operational security layer utilizes both technical and procedural controls to protect information systems and data assets of NG. The adoption of Zero Trust Architecture (ZTA) is central to this layer and alters the model of security on the basis of perimeter to ongoing verification of identity, context, and device posture. Zero Trust operates on the principles of the least-privilege access, a network segmentation, and detailed tracking (as described by Denzel [2]) to minimize the effectiveness of insider threats and inappropriate source usage. This is further supported by Pigola and Meirelles [6] who analyse the challenges of ZTA implementation and make the point that mature identity and access management (IAM) infrastructure and gradual deployment plan is necessary. Syed et al. [10] highlight the relevance of ZTA to remote workforces and cloud accounts which is included in the activity of NG. At NG, this layer would include the introduction of multi-factor authentication (MFA), internal network segmentation, the implementation of continuous behaviour monitoring tools and the conditional access of location, role and health of devices.

Supply Chain Assurance Layer
Since the breach that NG experienced occurred due to a third-party vulnerability, the supply chain assurance layer is a vital aspect of the ICMF. Seid et al. [7], [11] state that in traditional models, vendor risk is considered a compliance check or even a risk zone, but rather than an active risk domain. This tier fills that gap by deploying ongoing evaluation of supplier security positions, contractual mandates of security criteria and automated compliance targets to standards of ISO 27036, NIST SP 800-161, and the NIS2 Directive [15]. It also brings in resilience scoring that investigates the capability of a vendor to avert, recognize, as well as recuperate after cyber incidents. In the case of NG, the adoption of this layer would mean updating the contracts with third parties to encompass mandatory cybersecurity conditions, reviewing the vendors on a regular basis, and implementing threat intelligence solutions that also monitor the supplier ecosystems in real-time.
Contextual Risk Management Layer
Best practices in cybersecurity have to show industry-specific risks. In the case of NG, controls should be flexible to address such healthcare risks as ransomware and data leakage. According to Azura et al. [1], a contextual model is suggested in which the sensitive nature of the data, and the behaviour of users can be adapted dynamically. Zeriouh and Amara [9] also add this with the AI tools predictive modelling and risk scoring. NG can implement them by launching automated risk dashboards and alert systems which change dynamically depending on the new threats.

Resilience and Transformation Layer
The concept of resilience should be implemented in every security avenue. SOAR platforms that automate the detection and intervention are encouraged by Haque et al. [3] and proactive design, but Nandi [13] demonstrates. Okusi et al. [17] include the significance of recovery procedures as well as regulatory reporting. In the case of NG, there should be frequent simulations of incidents, proven backups, and standardized response actions in accordance with GDPR and HIPAA requirements.

Summary
Together, the five layers of the ICMF are a complete and flexible architecture that balances the unique drawbacks of NG and is consistent with best practices all over the world. The framework allows continuous improvement and systematic results with regard to strategic alignment and governance, as well as the threat response and supply chain security that are enhanced by AI. Above all, it will help in changing the reactive style of managing cybersecurity to proactive, risk-conscious, and resilient organisational culture.
[bookmark: _2x1j1mf1j5dy][bookmark: _Toc216961438]V. Framework Application to NatureGreen (NG)
[bookmark: _f1gd66up0pwi][bookmark: _Toc216961439]A. Addressing the Breach
The Integrated Cybersecurity Management Framework (ICMF) is a system that provides a systematic way of curbing the effects of data breach by NG. NG ought to implement board-level accountability and monitor KPIs of cybersecurity at the governance level. The operational layer is concerned with the implementation of Zero Trust Architecture (ZTA) with the help of access segmentation and identity validation. In the supply chain, NG should have a compulsory periodic evaluation of the vendors and adherence to NIS2, as well as continuous monitoring of risks. The resilience level is the implementation of SOAR playbooks, incident detection autopilot, and making a rapid recovery process.
[bookmark: _ykctv7bnxmum][bookmark: _Toc216961440]B. Compliance Alignment
In ensuring the regulatory compliances of NG, the ICMF aligns with the GDPR by being aligned with data minimisation and preparedness to breach notification. It upholds ISO/IEC 27001 through relentless enhancement, audits and policy of governance [16]. The NIST CSF compliance is realised with the emphasis on the five major functions, such as Identify, Protect, Detect, Respond, and Recover.
[bookmark: _ip4oifl8gogl][bookmark: _Toc216961441]C. Long-Term Resilience
The structure makes NG more adaptable to the new threats. By incorporating cybersecurity within the scope of the digital transformation and business continuity plans, NG will be able to provide a long-lasting protection, agility in operations, and trustworthiness in the long-term perspective of a controlled healthcare setting.
[bookmark: _3abpn9s5e1fl][bookmark: _Toc216961442]VI. Critical Evaluation
The proposed Integrated Cybersecurity Management Framework (ICMF) provides a unified and strategic method of handling new cyber threats. The layered design allows the framework to adapt to sector-specific requirements, and consistency across governance, operation, and resilience layers [4], [3]. Cross-functional integration, alignment with regulatory requirements and compliance with GDPR and NIST [1], [7], and automation emphasized on resiliency, with SOAR systems [15], are among the key strengths. Nonetheless, there are still implementation problems. They are the complexity of interdepartmental, resistance to change by the culture, and the lack of a technical and financial base, especially in implementing AI-based tools [9], [14]. Well-developed leadership, involvement of stakeholders, and staged introduction, as stressed by Magnusson et al. [5], are the keys to its successful adoption. To achieve the long-term benefits and prolong the effects of the framework, continuous employee training, performance checking, and executive supervision are necessary [8].
[bookmark: _meaxkv87ewbv][bookmark: _Toc216961443]VII. Conclusion
This report proposed a customised Integrated Cybersecurity Management Framework to a problem that was being experienced by NatureGreen, a healthcare insurance organisation that had fallen victim to a cyber breach. Based on the body of academic literature and proven models, ICMF integrates governance, Zero Trust, risk modelling, as well as resilience planning into one unified strategy. The framework is based on the NIST, GDPR, and ISO requirements and aligns with them to ensure the organisation meets its regulatory requirements and matures. It is applicable to the NG scenario based on its practical applicability and strategic fit, which offers an avenue towards long-term cybersecurity resilience in sophisticated and controlled settings. It is important that organisations such as NG implement integrated, proactive, and sophisticated cybersecurity structures in order to stay safe and compliant with the future threat. The ICMF is a step to the attainment of these.
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