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ABSTRACT/SYNPOSIS


This report discusses implementing Active Directory Domain Services (AD DS) in a Server 2019 Virtual Machine environment for a fictional company called NWTRADERS. The report encompasses an implementation phase that includes a pre-installation check list ensuring Internet Protocol’s (IP) are set as per the topology in Task 1. The Server and Client must have IP connectivity to enable communication without any traffic filtering (Firewalls).

The report demonstrated a phased approach in the implementation with discussion points to key concepts.  Any issues in the communication between server and client, or misconfiguration on any of the devices would make the set up difficult. The AD DS configuration was minimal creating only a small amount of accounts being made.

The installation concludes with a complete working AD DS installation, and a successful connected device joining an AD Domain Controller (DC) with group policy enforced for device and user.

The second section of the report highlighted key concepts found in Server / Client environments. Domain Name Service (DNS), Dynamic Host Configuration Protocol (DHCP), File Print Server, In-built accounts and Account, Global, Domain Local Permission (AGDLP). These services are critical to the architecture in the running of any deployment of AD. The subjects are discussed with the aim of providing the reader with an introduction to the topics. 
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[bookmark: _Toc65498605]SEction 1 

1.1 [bookmark: _Toc121041576][bookmark: _Toc202288056][bookmark: _Toc266447524][bookmark: _Toc65498606]Introduction

As organisations’ assets grow and networks expand, it becomes necessary to start automating as much of the administrator’s tasks as possible. This enables their workload to be more concentrated on maintaining their assets and troubleshooting issues as they arise. Manual tasks can be completed by administrators, however with the nature of today’s growing networks, and the number of users and devices, it would not be feasible to manage them. Active Directory Domain Service (AD DS), is a centralised management platform that manages users and devices contained in a hierarchical structure called domains. A Domain is a container for all the organisations users and computers where group policies can be applied to individuals or clusters of “objects”, ensuring rapid deployment of equipment and creation of domain users accounts. In an organisation, if someone joins, they and their organisational assets are joined to the domain. Similarly, if an individual leaves an organisation their assets remain the organisation’s property and stay on the domain. However, the user account is removed, ceasing their ability to sign in and access organisational resources. Likewise, if a device is lost or stolen, domain membership of that device can be suspended, restricting threat. 
    
1.2 [bookmark: _Toc202288058][bookmark: _Ref202288793][bookmark: _Toc266447525][bookmark: _Toc65498607]Aim

The main aim of this report is to give the reader an understanding on how AD DSis installed on a Windows 2019 Server, in a Virtual environment. This report aims to provide the reader with a concise guide that can be used as an example for a real life deployment. The installation covers an install selecting pre-defined options for a working AD DS service. This report also explores key topics relating to AD DS, and other role based features that Windows Server 2019 offer. 

To achieve this aim, the listed objectives need to be achieved:
· Install Critical Network Services on a server, 
· To carry out observations on AD DS and related roles and features.

This report will assist the reader in understanding fundamental options available during the installation of AD DS. In addition, it will help the readerunderstand some of the associated terminologies that they may be introduced to during their research. The installation step will detail phases taken to carry out the installation and then subsequently how AD DS will look when initial installation has been completed.
The final part of this report observes key concepts that need to be understood, as they form the fundamental elements of AD DS.

1.3 [bookmark: _Toc202288059][bookmark: _Toc266447527][bookmark: _Toc65498608]Structure Of The Assignment

This report is split into three parts. The first part is an introduction into the subject and a brief overview of what the author will detail in their report. In the second part the author will demonstrate a phased approach and discuss key topics that present themselves to the reader The third part will focus on four topics that have been set for observation. 

Section one will provide an introduction and set out the aims and objectives of this assignment

Section two documents the installation of AD DS on the server

Section three contain an observation on Domain Name System (DNS), two critical server roles, built in network account groups,  Account Global Domain Local Permission (AGDLP) and Account Global Domain Local Universal Permission


[bookmark: _Toc121041584][bookmark: _Toc202288061]


[bookmark: _Toc266447540][bookmark: _Toc65498609][bookmark: _Toc266447528] SECTION 2 – Insallation of a critical service

1. [bookmark: _Toc266710277][bookmark: _Toc266711030][bookmark: _Toc271283211][bookmark: _Toc340606375][bookmark: _Toc340611902][bookmark: _Toc340612072][bookmark: _Toc340613999][bookmark: _Toc341173665][bookmark: _Toc341173843][bookmark: _Toc341174523][bookmark: _Toc345410421][bookmark: _Toc345410752][bookmark: _Toc345412857][bookmark: _Toc371251349][bookmark: _Toc371251398][bookmark: _Toc371255378][bookmark: _Toc371255533][bookmark: _Toc521745969][bookmark: _Toc521746632][bookmark: _Toc521746817][bookmark: _Toc521761797][bookmark: _Toc521762060][bookmark: _Toc521762206][bookmark: _Toc521762310][bookmark: _Toc521762379][bookmark: _Toc521762441][bookmark: _Toc522085361][bookmark: _Toc522085424][bookmark: _Toc522092208][bookmark: _Toc522114220][bookmark: _Toc522193136][bookmark: _Toc522197083][bookmark: _Toc522369014][bookmark: _Toc522598111][bookmark: _Toc522698241][bookmark: _Toc522698309][bookmark: _Toc522702163][bookmark: _Toc522702227][bookmark: _Toc522784252][bookmark: _Toc522864221][bookmark: _Toc522864295][bookmark: _Toc522865136][bookmark: _Toc522865213][bookmark: _Toc522865314][bookmark: _Toc522865482][bookmark: _Toc522865570][bookmark: _Toc522865644][bookmark: _Toc522865730][bookmark: _Toc522865804][bookmark: _Toc59224164][bookmark: _Toc59477390][bookmark: _Toc59477656][bookmark: _Toc60134652][bookmark: _Toc60224002][bookmark: _Toc65180625][bookmark: _Toc65180697][bookmark: _Toc65180796][bookmark: _Toc65498544][bookmark: _Toc65498584][bookmark: _Toc65498610][bookmark: _Toc202288068][bookmark: _Toc266447541]
[bookmark: _Toc65498611]2.1	 Introduction
In this Part, the author will configure a Domain Controller (DC) with Active Directory (AD) for the organisation NWTRADERS. The DC is installed on a Windows Server 2019 running in a Virtual environment using Virtual Box software. The specifics of the host and guests are discussed in Worksheet 1 Part 1. The AD service manages the company’s objects, such as users and computers. An overview of the AD structure is provided below:

AD is structured by domain controller that uses the Lightweight Directory Access Protocol[1].

Domain[2]– combination of different objects such as users, computers. The domain represents a logical topology, they can be placed anywhere on the network, and they can move around, however they all communicate to the domain controller for their policies. The site container represents the physical aspect of the objects, for instance, Wales, England, Scotland etc. These can be further categorised. Policies can be per site also.

Tree[3] – a group of objects.  This enables the administrator to enhance the trust level so that groups of users can be segregated on the domain and have access to only the resources they need.

Forests[4] – A combination of Trees, such as Wales.local, England.local, Scotland.local. Child Trees can be created within forests. A child tree can have its own policies and is locally significant to its forest so that it doesn’t share any trusts.

Trust[5] – a trust will be formed between domains and their groups and objects. It operates like an Access Control List (ACL) and it removes work overhead for the administration by using Kerberos Security Account Manager to manage the communication.

A root domain[2] (RD) is promoted in the Domain Controller (DC), control, rules are different to other domains that are subsequently created. A DC operates at forest and tree level. The main roles of a DC Forest are to manage AD schema of rules and directories. Attributes (what makes up the object) and class (type of object) are characteristics of the object containers in AD DS. The rules are assigned to objects, which are made up in the master schema. The Forest element of the DC also makes sure a forest has one unique domain.
The Tree element in the DC role includes;
· RID - deals with security,
· PDCT – updates passwords to keep trust inline,
· Infrastructure – modifying objects[6].
[bookmark: _Toc65498612]
2.2	Assumptions
It is assumed that the author is an administrator for NWTRADERS and has been tasked to install a Domain Controller (DC) for the company. The objects and accounts created are trees that form a part of a wider forest. As part of his documentation the author has created a number of visual aids that contain a topology that differs from Worksheet 1. The installation phases are images taken as snips using the windows snipping tool, the topology and service images are taken from the author’s own designs using various networking toolkits.

[bookmark: _Toc65498613]2.3	The Installation
[image: https://documents.lucid.app/documents/0b71337c-d6c3-474b-8976-e4b92084b2dc/pages/0_0?a=322&x=-51&y=-22&w=2008&h=1364&store=1&accept=image%2F*&auth=LCA%200b7b5d451276edfac18223588ea3afe001e310ee-ts%3D1613919537]
Figure 1: Created by the author. Phases 1 – 9 of deploying Active Directory in a Server 2019 environment.

Servers should always have statically assigned Internet Protocol (IP) addresses for hosts to easily communicate with them over the network. IP addresses can be linked with hostnames using Domain Name Service so that administrators can identify the servers on the network. 
In the server manager, local servers can be selected. The server manager oversees and reports on the health of servers installed on its system.[image: https://documents.lucid.app/documents/0b71337c-d6c3-474b-8976-e4b92084b2dc/pages/0_0?a=427&x=-68&y=-45&w=1936&h=1420&store=1&accept=image%2F*&auth=LCA%202382e103e97af1311f5059cd93afc40fa6999cca-ts%3D1613919537]
Figure 2: Created by the author. Phases 10  - 18 of deploying Active Directory in a Server 2019 environment.

The Active Directory Domain Service (AD DS) is a featured role in the Windows 2019 server application. AD DS is installed on the DC The purpose of AD DS is to manage users’ access on the network once they have logged into the domain. Under the AD DS platform, Group Policy Management (GPM) tools are also installed. GPM allows administrators to enforce further rules to grouped or specific users / computers once they join the domain. For example, restrictions to the control panel, or shared files and folders, or the ability to install software and inserting Universal Serial Bus (USB) pen drives.
[image: https://documents.lucid.app/documents/0b71337c-d6c3-474b-8976-e4b92084b2dc/pages/0_0?a=545&x=-85&y=-65&w=1864&h=1430&store=1&accept=image%2F*&auth=LCA%20b4e58140806950ca2628d59fdaa34abd4a380d87-ts%3D1613919537]
Figure 3: Created by the author. Phases 19  - 27 of deploying Active Directory in a Server 2019 environment.

A DCcan be added to an existing domain (for resiliency), to an existing forest or a new forest.
A forest is a container for domains. You can have many domains in the forest. NWTRADERS is the top level domain, it is the highest domain in the hierarchy. For example www.nwtraders.co.uk is the root domain, www.accounts.nwtraders.co.uk is the accounts section. In this example, .co.uk is the top level domain (TLD). DNS uses this for its lookups[7].
A NetBIOS name allows administrators to identify the systems on the network. Organisations usually use helpful naming conventions to identify the system, but a threat actor, who gains access to the system would not be able to identify the system through a malicious scan on the network. Once the server has been configured and the database injected into the file system, the server conducts a prerequisite check and validates the results. Once passed, the server promotes itself as the AD DS server for the domain.
[image: ]
Figure 4: Created by the author. Phases 28  - 36 of deploying Active Directory in a Server 2019 environment.

Once the AD DS has been successfully installed, the administrator can see the domain created and start adding users and computers to the domain. When a user is created, selectable options allow the administrator to specify if it’s a regular user, administrator, or another specific group. Password options are available for the user to create their own at the next logon. A large organisation would need to consider a naming convention for their users, as there are common names likely to be shared. For example, in a Welsh organisation with over 10,000 staff, Gareth Jones is a common name[3]. Although names can be used as descriptions, an id for log in if there are multiple Gareth Jones in a large organisation could be garethjones0001 (for the first record) and so on.


[image: ]
Figure 5: Created by the author. Phases 37  - 46 of deploying Active Directory in a Server 2019 environment.

As well as users, computers can be added to the domain on AD DS. Once added on AD DS, the administrator can point the computer to the domain. The computer is named locally and then through the computer options, joined to the domain. The benefits of joining users and computers to the domain is that they can be managed and regulated by administrators.

[image: ]
Figure 6: Created by the author. Phases 47  - 53 of deploying Active Directory in a Server 2019 environment.

Through these phases, a user account is restricted access between various days and times. The users account is set so the user has to change their password at the next login opportunity and once this login is successful, the computer shows a domain membership. The user and the computer are now part of nwtraders. 



[bookmark: _Toc202288079][bookmark: _Toc266447547][bookmark: _Toc65498614][bookmark: _Toc202288080]2.4	Conclusion 

In this section the author took us through a complete installation of AD DS on a Windows Server 2019. The reader was introduced to Server Manager where a list of roles and features could be selected. The AD DS installation saw the promotion of the server to a DC. From the creation of the domain, groups, users and computers were created. Client 1 was joined to the domain, and a user logged into the domain, proving a successful basic deployment.

[bookmark: _Toc65498615]
Section 3 – Observations

2 [bookmark: _Toc266710265][bookmark: _Toc266711018][bookmark: _Toc271283199][bookmark: _Toc340606384][bookmark: _Toc340611911][bookmark: _Toc340612081][bookmark: _Toc340614008][bookmark: _Toc341173674][bookmark: _Toc341173852][bookmark: _Toc341174532][bookmark: _Toc345410430][bookmark: _Toc345410761][bookmark: _Toc345412866][bookmark: _Toc371251358][bookmark: _Toc371251407][bookmark: _Toc371255387][bookmark: _Toc371255542][bookmark: _Toc521745975][bookmark: _Toc521746639][bookmark: _Toc521746833][bookmark: _Toc521761813][bookmark: _Toc521762076][bookmark: _Toc521762222][bookmark: _Toc521762326][bookmark: _Toc521762395][bookmark: _Toc521762457][bookmark: _Toc522085377][bookmark: _Toc522085440][bookmark: _Toc522092224][bookmark: _Toc522114236][bookmark: _Toc522193152][bookmark: _Toc522197101][bookmark: _Toc522369032][bookmark: _Toc522598129][bookmark: _Toc522698259][bookmark: _Toc522698327][bookmark: _Toc522702181][bookmark: _Toc522702245][bookmark: _Toc522784270][bookmark: _Toc522864239][bookmark: _Toc522864313][bookmark: _Toc522865154][bookmark: _Toc522865231][bookmark: _Toc522865332][bookmark: _Toc522865500][bookmark: _Toc522865588][bookmark: _Toc522865662][bookmark: _Toc522865748][bookmark: _Toc522865822][bookmark: _Toc59224170][bookmark: _Toc59477396][bookmark: _Toc59477662][bookmark: _Toc60134658][bookmark: _Toc60224008][bookmark: _Toc65180631][bookmark: _Toc65180703][bookmark: _Toc65180802][bookmark: _Toc65498550][bookmark: _Toc65498590][bookmark: _Toc65498616][bookmark: _Toc266447529]
1. [bookmark: _Toc340606385][bookmark: _Toc340611912][bookmark: _Toc340612082][bookmark: _Toc340614009][bookmark: _Toc341173675][bookmark: _Toc341173853][bookmark: _Toc341174533][bookmark: _Toc345410431][bookmark: _Toc345410762][bookmark: _Toc345412867][bookmark: _Toc371251359][bookmark: _Toc371251408][bookmark: _Toc371255388][bookmark: _Toc371255543][bookmark: _Toc521745976][bookmark: _Toc521746640][bookmark: _Toc521746834][bookmark: _Toc521761814][bookmark: _Toc521762077][bookmark: _Toc521762223][bookmark: _Toc521762327][bookmark: _Toc521762396][bookmark: _Toc521762458][bookmark: _Toc522085378][bookmark: _Toc522085441][bookmark: _Toc522092225][bookmark: _Toc522114237][bookmark: _Toc522193153][bookmark: _Toc522197102][bookmark: _Toc522369033][bookmark: _Toc522598130][bookmark: _Toc522698260][bookmark: _Toc522698328][bookmark: _Toc522702182][bookmark: _Toc522702246][bookmark: _Toc522784271][bookmark: _Toc522864240][bookmark: _Toc522864314][bookmark: _Toc522865155][bookmark: _Toc522865232][bookmark: _Toc522865333][bookmark: _Toc522865501][bookmark: _Toc522865589][bookmark: _Toc522865663][bookmark: _Toc522865749][bookmark: _Toc522865823][bookmark: _Toc59224171][bookmark: _Toc59477397][bookmark: _Toc59477663][bookmark: _Toc60134659][bookmark: _Toc60224009][bookmark: _Toc65180632][bookmark: _Toc65180704][bookmark: _Toc65180803][bookmark: _Toc65498551][bookmark: _Toc65498591][bookmark: _Toc65498617]
[bookmark: _Toc65498618]3.1	Introduction
In this section, key topics relating to AD DS and other related features and services will be observed. There are many protocols available for administrators to run and perform important tasks for hosts connecting to a domain network. Servers are powerful machines that serve the hosts in the domain that the administrator specifies, giving autonomous configuration and responding to requests so that minimum administrator intervention needs to be called upon. Users and Devices can also be grouped ensuring that controlled access and rights can be given to particular applications.

[bookmark: _Toc266447530][bookmark: _Toc65498619]3.2 	DNS
DNS maps names to IP addresses. It’s a directory service similar to a phone directory. The host has its own host file that it can use to check locally significant DNS entries. The host file is a cache which means that it is temporary. 

The main DNS service is provided by the primary DNS server that the host is configured for either statically or dynamically. Organisations may insist that hosts use organisational DNS servers, this is to ensure that integrity of queries are kept for security reasons as the organisation administrators maintain the records. The organisation DNS servers are usually placed in the DHCP options so that they are auto configured. 
The Server receives a query from the host for a name to IP address resolution, it will reference its own records, and if found, the reply will be given and cached in the hosts local file so that a future lookup can be made without the need of server intervention. If the entry is not there, the DNS server will seek the root name server (can be located anywhere inside or outside of the organisation). If the root server does not have a record, it will ask the Top Level Domain (TLD) DNS server (.net, .co.uk, .com), who will be able to provide the answer or forward the request to the relevant domain servers that can provide a response. The TLD receives updates from all registered domains on the internet[8]. 

Home computers can over-ride their Internet Service Providers DNS IP with the well-known Google DNS or OpenDNS. These servers are reachable by a limited amount of IPs however they are located worldwide depending on the user’s location. 

DNS entries on an AD server can be Zoned. A zone means that servers on the network can be grouped so that they provide the DNS service for the hosts that reside in their container. If users in Wales wanted to contact servers in Scotland, the Wales zone will forward to the Scotland DNS server.

There are numerous types of DNS zones[9];

· Primary zone – maintains the DNS records for all the zones.
· Secondary zone – a backup of the primary zone, - has an un-editable copy of the primary zone registry
· Stub zone – holds smaller types of records, SOA, NS and A records,
· Forward Lookup Zone – hostname accessed sites are checked for IP’s
· Reversed Lookup Zone – IP accessed sites are checked for hostnames

[image: ]
Figure 7: Created by the author. Providing a DNS overview for nwtraders.

[image: ]
Figure 8: Created by the author. Providing an overview of an internal query.

[image: ]
Figure 9: Created by the author. A query to a known mapped public server.

[image: ]
Figure 10: Created by the author. A query to an unknown address of a public server.

[bookmark: _Toc65498620]3.3 	Two Critical roles and features

[bookmark: _Toc65498621]3.3.1 	DHCP
DHCP enables an administrator to create DHCP scope for users on a network. A good network implementation is to use Virtual Local Area Networks (VLAN) for L2 segregation. This increases the amount of broadcast domains on the network, and each broadcast domain has its own IP range. 

DHCP is an integral part of any network. In the home a DHCP request is usually sent to the router provided by the Internet Service Provider, such as a BT Home Hub. In a large organisation, DHCP service is enabled on a server and configurations on switches / routers are used to send DHCP requests. IP Helper addresses are configured on the interfaces, so that when the Switched Virtual Interface or a router interface receives the broadcasted discover DHCP request, a unicast packet is sent to the server from the interface to the server. The fundamentals of the DHCP can be followed by the DORA acronym[10].

Discover – host sends a broadcast to discover the DHCP
Offer – the server pings all IP’s in the subnet the discover comes from, checks reservations and then offers a free address in that range).
Request – the host advises they are happy with that address.
Acknowledge – DHCP server confirms that the address is theirs and then allocates it. The timer for the lease starts and DHCP tracks it.

DHCP can also reserve the IP address of the host if it is a requirement. A secondary DHCP server can be configured in the configuration, in case the primary has a failure. Options for other services can also be set, such as Trivial File Transfer Protocol (Option 150) for IP phones[11] to receive their configuration file or access points to receive controller information.

If DHCP did not exist on today’s network, devices would need to be statically assigned IP addresses and any changes to IP addresses would need to be manually updated so that every administrator could track changes. DHCP dynamically manages the IP allocation.
[image: ]
Figure 10: Created by the author. A DHCP design for nwtraders


[bookmark: _Toc65498622]3.3.2	Printer and file server

A print and document server is a central place for an organisation to manage their printer assets and files. The print and file server ensures that the organisation equipment is used for the storing and distribution (via print) of sensitive information. From a file server perspective, all files are managed centrally, and are backed up for protection. Group policy will determine who can access shared folders for files. 

Printers are added as objects in the domain and are resources for domain users. Certain users can have access to various printers in the organisation. The implementation of a print and file server means that files can only be printed in certain parts of the organisation. Where there is a requirement for high number of user print jobs, powerful printers can be located and managed[12]. 

Directories in the File Servers can be mapped to users’ computers, thus allowing access by a number of people to one resource location at any one time to access resources. Privileges can be set by the administrator to restrict / grant access. For instance, a general admin clerk shouldn’t need access to a director’s board meeting minutes that affect the structure of the business. As a critical part of any organisation, file server access should not be compromised. Apart from restricting user access, administrators should also consider[13];

· Secure and monitor physical entry to the server,
· Use the latest version of windows server,
· Use the security features on the server,
· Protect public access using perimeter firewalls,
· Encrypt the files,
· Backup the files.


[bookmark: _Toc65498623]3.4	“Built-in” Network Accounts  
Also known as Default local accounts, the built-in accounts are automatically generated as part of the AD installation. The default accounts can be used as templates when creating other administrator accounts, settings can be replicated. The default accounts can also be used as generic accounts to test access following a reported issue on a created account.
There are different numerous built in accounts[14];

· Administrator Account – access to all administrative functions,
· Guest Account – limited access to groups,
· Help Assistant Account – is active when a remote assistance session is requested,
· KRBTGT Account – Key Distribution Centre (KDC) account, is not enabled, but is used as a service account.

Microsoft recommend that these accounts remain on the system, but passwords are changed to organisation secure passwords as these are default accounts that have access to the highest domain privileges[15].

[bookmark: _Toc65498624]3.5	account, global, domain local permission (AGdlp) and account, global, universal domain local permission (AGDLUP)
AGDLP accounts are members on a local domain whereas AGDLUP extends to foreign domains by adding the Universal field. 

When a domain is created, there are many groups created by default, some local, some global and some universal. When a group is created, it must be for a reason that would benefit the administrators. The overall admin group that gives administrator the highest level privilege of administrator access to all services on the domain. This high level administrator group would be for the users that have to carry out maintenance, troubleshoot issues and generally run all aspect of domain services on a day to day basis. A high level administrator would need unprecedented access, without the need to go through any procedure to get a granted permission. When things go wrong, the organisation need a quick response keeping uptime at a reasonable level without affecting users. 

Giving unprecedented privileges to a general administrator, such as someone employed to maintain the DHCP server would not be sensible as if they accidentally or maliciously changed settings on a service other than DHCP, they could cost the company money, (especially if loss of data occurred), and time in resolving the issue. 

AD DS can also be integrated with third party systems. Cisco Identity Services Engine (ISE) is used for Authentication, Authorisation and Accountability. The ISE software ( a Radius and TACACS+) server is a popular choice to enable users access to resources[16]. On ISE, administrators can group Switches / Routers into containers and then based on a login credential, using a lookup to AD, it will lookup which commands that user could run. In Cisco, a privilege level 1 is the lowest privilege level a user would have to run “show commands”. Show commands provide the administrator with basic information relating to the condition of the switch in the configuration. On the other hand, an administrator in the privilege 15 group would have unprecedented access to the command line, being able to run any command. This means based on a user’s role, and group association on AD DS, access to the equipment is not denied, however is restricted to the group[17].

[image: ]
Figure 11: Created by the author. An example of user groups being used to restrict commands.
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3.6	Conclusion
In this section, the report has highlighted the importance of DNS as a directory service, enabling the user to input a memorable domain address for DNS to look up and match the IP address and complete the requests. Servers have many roles and features. The two features available to deploy that were discussed were DHCP and Print and File server. DHCP provides usable IP addresses for hosts to be identified on the network and it can also provide IP address configuration for other critical services that a host may need to reach. The Print and File server provides a centralised service for users to register a print job or to access a permitted file. The report finished with an observation on built in user accounts, and their relevance, and AGDLP which enables the administrator to group users so they share rights.
[bookmark: _GoBack]
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See Task 1 Terminologies.
1

image1.png
School of
Applied Computing




image2.jpeg
PRIFYSGOL CYMRU
Y Drindod Dewi Sant
UNIVERSITY OF WALES

Trinity Saint David

SWANSEA - ABERTAWE





image3.png
faSeston s

i s iom et =

Computsname,dem

3 it Cormand ot

e o setings [ — x|
Computemame oc-thwr e Vou must resartyour computer t apply these
Fullcomputrname  0C-LNWT changes

"o

[Rv——

B s





image4.png
=

ctinstallation type

T

Confim nstallation seectons —
B Lottt

i B
{ select destnaton server ey

ol )

Select server oles =

—

o i

(b (o] | e [t ]
R —

ryr— —
Selet features —





image5.png
o o - e == g
o Addidonal Opion —— ONS Optien -
. " fro. 5
- :





image6.png
PRSI 1) 7-;-":7;....‘..:.”:;
—_— i
=F
f st
S
= e B
e
- .

T T
e i i

je——— 8





image7.png
R ) Computer NamerDomain ranges
==
£ e
R
'—v—-\
O E
N
) ww |

— ]




image8.png




image9.png
DNS Overview for nwtraders

—o
Top Level Domain
Servers

ee—

Zone 1 Private 1Ps)

accounts mwraders co.k
Sales.ruraders co.uk
adimins. mvraders co.uk
| computer msaders.couc |
| computernwtraders couk |
Computerd muraders co uk

( l
| |
| |
1 1
| |
| |

contfoller Active Directory

dns host fle

Zone 2 (Publc)

google.com
wisd ac.uk
hsbe.co.uk
bhe.co.uk
walesgoverment org
taxoffce.com

Feb2s 2021




image10.png
DNS request to internal server

Top Level Domain
Servers

p— Feb2s 2021

TTTTTTO

Dorhain
contfoller

accounts mwraders co.k
Sales.ruraders co.uk
adimins. mvraders co.uk
‘computer muaders co.uk |
computer2 mraders,co.uk |
computerd muraders co uk

|
|
Zone 1 Private 1Ps) |
|
|

[
|
|
|
|
|
|
|
|

——
\ “There you go, store it
V[ myouthostile for
" | quick reference
| nextiime.

Itsnotin ray host file





image11.png
DNS request to external
servers scenario 1

Top Level Domain
Servers

dns host file

Google com query

Zone 2 (Publc)

‘google.com
wnnsd ac.uk
hsbe.co.uk
bhe.co.uk

walesgoverment org

taxoffce.com

[
|
|
|
|
|
|
|
\

Feb2s 2021

2

Sure! here you go





image12.png
DNS request to external pos—

= ——— | Ummm,idonthaveit

[

let me ask the
TLD that 1 kaow of

. Fens a1
servers scenario 2
7
T T T T T T T T T TopLevelDomain | eyl gotyour request, T
Servers uwisd.ac.uk is hereat
80.80.80.80 I
I
I
I
)
I
| 3
! Tey .ac.uk, where would z
I | 1fnduwisdacak, askin
i e uwisd.ac.uk query
1
i
[

ik please

I

|

| ooogecom
Ponccouk

| bbc couk

| wslesoovemmentorg

|

|

[

|

|

Zone 2 (Publc) |
|

|
taxoffce.com !
]

5

[ ] T T

i
1
uwtsdac uk query [ iere you got Il update
P S my records too!

dns host file




image13.png
DHCP nwiraders

Gomm ez
DHCP Scopes \
VNI 121050024 |
= VLAN 20102 16820004
= VLAN 30192 168300024 |
=5 Vv watedtat
- o = = ] Primary ‘Secondary
= P —T [Co—] 3 DHCP DHCP |
= 152681005 1521681006 )
o— |~ me— T T _
somestase visais VLANDAT
sasecipticn AN VLAN 10 - ADMIN

VLAN 20 - FINANCE
VLAN 30- ENGINEERING
VLAN 40 - MARKETING

mac-adszass 0033.3345.8501
ip addrass 132.162.10.1 253.285.255.0

ip helpes-addzass 132.162.100.5
1ip helpes-addesss 152.168.100.6
;m “Fikence Engheeting _Mu?ng

162.160.10.2/24 PC PC PC





image14.png
( 1st Line AD group
| Priv, show
commands
| 300 Line AD group
Prv’, show
| commands,
Create vian, shutino
| Shuteraces
31d Line AD group
| ALL COMMANDS.

AAA nwtraders.

[ L

Hello AD -> Where
does this user live
01 can assign the

correct profile

— HiISE, hes 1st Line _

1stLine staff priv 1

Ist Lino Support

2nd Line Support

3rd Line Support

SSH Request

1st Line AD grovp
204 Line AD group
3rd Line AD group

I see your SSH request, but | have
to

confirm who you are and what you
can do.

Log in using AAA,




