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Network Programmability is the act of simplifying and automating day to day tasks for network engineers, such as creating, configuring, managing, and operating a network, including its equipment, topologies, services, connectivity, and much more. As the networking industry changes immensely with new protocols, delivery models, and new technologies, networking professionals are finding it harder and harder to complete tasks manually, and are continuously looking for ways to automate and simplify their workload.
[bookmark: _Toc131130421]Software Defined Networking
According to Edelman Et al., the introduction of Software Defined Networking, or more commonly known as its acronym SDN, paved the way to better networking by utilizing programmability and automation through protocols such as OpenFlow, with credit for the change going to Martin Casado, former VMware Fellow, for the creation of OpenFlow and Nicira. OpenFlow is said to have been the technology that started the Software Defined Networking movement, even though there were previous technologies that predated it such as Routing Control Platform, and ForCES. Casado was determined to change the management of networks due to the lack of manageability caused by the management of networks lagging behind other technologies, such as SysAdmins [1].
Software Defined Networking uses APIs (Application Programming Interfaces) to control the existing hardware and the traffic on the network, turning it from the traditional hardware based to software based. Software Defined Networking is important because it provides robust security by delivering full visibility into the network, and introducing the ability to create separate zones on the network for devices that require varying levels of security. Software Defined Networking also increases the control, speed, and flexibility compared to traditional networking by allowing engineers to control the traffic flow over the network using a software based controller, and allows the network administrator to configure network services and resources from one centralised location. Software Defined Networking is defined as having different models – Open SDN, such as OpenFlow; SDN using APIs; Overlay, which creates dynamic tunnels to different on-prem and remote data centres; and Hybrid SDN, which combines Software Dynamic Networking with traditional network protocols, which is used predominantly when engineers introduce Software Defined Networking into a legacy network environment [2].
Many different trends in Network Programmability can also be classed as Software Defined Networking, such as Network Functions Virtualization, Virtual Switching, Bare-Metal Switching, and Data Centre Network Fabrics.
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Network Functions Virtualisation is the concept of taking functions that are normally deployed as hardware and turning them into a software based utility, for example using Virtual Machines to act as firewalls or load balancers. This allows a traditional piece of hardware that would normally be very expensive to be turned into a virtual machine, thus making it more manageable [1].
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Virtual Switching is the approach of using software based switches, such as the VMware standard switch (VSS) or the VMware Distributed Switch (VDS) which provides connectivity between various different virtual machines and containers, and provides features such as link aggregation and MAC address learning.
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Network Virtualisation is where software, such as VxLAN, creates Layer 2 connectivity between multiple Virtual Switches to allow Virtual Machines that exist on various different physical hosts the ability top communicate, providing more agility, higher security, and load balancing all using a centralised controller. Network 	Visualization also provides a central Graphical User Interface and Command Line Interface to remove the need to configure these manually.
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Data Centre Network Fabrics is the mindset of managing an entire network system rather than individual boxes. To enable extreme efficiency and reduce the latency, network devices are deployed in two or more layers that are interconnected, known as a fabric. Network equipment are connected to all the other nodes in the system creating a mesh configuration, creating multiple redundant paths, and delivering higher throughput than the traditional network layout. In addition to treating the network as one whole system, they enable a single interface to manage and configure the network fabric [3].
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As the world of infrastructure continuously evolves day after day, network engineers are continually seeking speed and consistency during the provision and management of their network. Network automation uses software to automate network and security provisioning and management alongside network visualisation to provide the agility that the engineers require. API focused network automation replaces the need for manual command line interaction to configure each device, and instead, the engineer can use a programming language such as Python to call the API and configure the device using a script. The software can also monitor resources on the network during the provisioning act and can perform verification to ensure that the network will be able to perform the configuration request before its activated [4].
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One of the most common parts of Network Automation is the automation of the initial device provisioning by creating the device configuration files and use tools such as Ansible or Salt to automate the future creation of them for other devices. Network Configuration Templating is the process of creating the ‘golden template’ that uses variables to set the initial file up to allow the tools to create predictable and reliable templates constantly. By having this master template, engineers can duplicate and amend this based on the individual needs of the device configuration, for example using a script to pull the next available IP address from the IP Address Management system, or needing to add an extra configuration item [5].
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Using the Simple Network Management Protocol, monitoring tools such as SolarWinds have the ability to poll network devices to ensure that they’re performing as they’re intended too, without any errors. The Simple Network Management Protocol is extremely powerful, for example by using the Python library netmiko, network engineers can pull any data that they want from Cisco IOS devices. This type of Network Automation is read only, so engineers can be reassured that there will not be any damaged caused by playing around with this software, thus being low risk. Simple Network Management Protocol has been deployed widely on network devices for over 25 years.
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As well as using Simple Network Management Protocol to connect to the devices and enable automation, there are other, more modern, methods available such as NETCONF and using RESTful APIs to help the engineer on their network automation journey. Any API is just a method for a piece of software on one device to connect with software on a different device, and they are used on the majority of the internet for services such as the news or weather.
NETCONF, just like Simple Network Management Protocol, is a Network Management  Layer Protocol, that can be used to make changed and read data from networking devices. NETCONF uses SSH as its transport protocol, and XML for the receiving data. NETCONF supports transaction based changes, meaning that if there are multiple changes in a single file and one of them changes fails, then the whole request will be terminated [6].
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REpresentational State Transfer is a style used to develop and design network applications. RESTful APIs operate similar to HTTP based systems, allowing it to be universally accepted throughout the industry, and easy to use. REST supports authentication, allowing the requests it sends to be secure. RESTful APIs have been used since before 2005, and the majority of APIs used on the internet today are RESTful based HTTP APIs.
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Some of the common request types of a RESTful API include GET (obtaining configuration or operational data), PUT, POST, PATCH (making a configuration change), and DELETE (removing a particular configuration). By using RESTful APIs to enable Network Automation and Programmability, you’re enabling more simple configuration and monitoring, reduced human caused network problems, and the ability to allow third party tools to extract data and take remedial action when required. By using a RESTful API, or any Network Automation technology, the number of repetitive tasks, such as adding ports to trunks, are massively reduced [7].
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Cisco DevNet is a developer program created by Cisco to enable developers and engineers access training on Cisco products, platforms, and APIs. Cisco DevNet is free to use to all trying to learn coding and testing apps and integrations with Cisco products, with a community of over 550 thousand users. Cisco DevNet contains hundreds of Learning Labs, enabling users to work through tutorials in a set methodical approach that is self guided and self paced, with tutorials suited for someone just getting started or someone that just wants a quick refresher on a certain topic. Cisco DevNet contains a Sandbox environment which reduces the need for an Independent Development Environment, meaning that the user can directly follow the Learning Labs from the same browser page as the tutorials. Cisco DevNet also contains the Code Exchange, which is a place for users to discover, learn, showcase, and build using GitHub projects curated by other users across the world, with sample code written by Cisco and the community available to them free of charge. Some examples of the courses available on Cisco DevNet is Software Defines Networking where users can become more familiar with the topic, along with training on using Cisco APIs to enable Network Automation throughout their network system. Cisco DevNet also offers the ability to become Cisco DevNet certified, either by choosing to ‘Do It Yourself’ or by following a structured learning path where a provider has sectioned the curriculum into lessons, labs and practice sessions. Cisco DevNet also offers the chance to attend developer focused events where users can network with other like-minded individuals and help learn from them [8].
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In conclusion, network programmability is a critical component of modern network management. By automating network configuration, monitoring network performance, and orchestrating network services, organizations can improve efficiency, reduce costs, and ensure that their network infrastructure is able to support their business operations. As the pace of technological change continues to accelerate, the ability to leverage network programmability will become increasingly important in ensuring that organizations are able to stay ahead of the curve.
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