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[bookmark: _Toc228958497]Introduction
In today’s digital world, cybersecurity has become a critical concern for organisations of all sizes. With the increasing number of cyber threats such as phishing, malware, and unauthorised access attempts, there is a growing need for systems that can effectively monitor, analyse, and respond to potential risks. However, one of the main challenges organisations faces is not just detecting threats but understanding complex security data quickly enough to take appropriate action.
This project focuses on the design and development of a Cyber Risk Intelligence Dashboard for a University Network, created to address this challenge. The system collects and processes security-related data, transforming it into clear and interactive visualisations that allow users to identify risks, monitor activity, and make informed decisions. By combining data analysis with a user-friendly interface, the dashboard aims to simplify complex information and make it accessible to both technical and non-technical users.
This project demonstrates how data-driven solutions can improve cybersecurity awareness and support more effective risk management. It also highlights the importance of combining technical functionality with clear design to create systems that are not only powerful, but also practical and easy to use.
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The feedback received was generally positive, with participants stating that the project idea was clear, relevant, and well structured. Several participants liked the idea of using a dashboard to visualise cybersecurity risks and felt that displaying risk levels and trends would make the system easier to understand. One suggestion was to ensure the dashboard clearly shows when risk levels increase and provides helpful security recommendations. Based on this feedback, minor improvements will be made to the project by ensuring the dashboard includes clear visual indicators for risk levels, simple explanations of threats, and practical security recommendations for users.
[bookmark: _Toc228958499]Implementation
The implementation of this project involved designing and developing an interactive cyber risk dashboard using Python and Streamlit. The system reads data from an external Excel file, processes it using Pandas, and generates visualisations such as charts and graphs to display key cybersecurity insights. Features such as live data updates, risk scoring, alerts, and recommended actions were integrated to create a realistic and functional system. This application focuses on transforming raw data into clear, actionable information within a user-friendly interface.
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[bookmark: _Toc228874404]Figure 1: Interactive Security Response Code
Figure 1 shows the implementation of interactive security response buttons. Each button triggers a different action, such as locking accounts or shutting down the network, and displays a message to simulate how the system would respond to threats in real time.
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[bookmark: _Toc228874405]Figure 2: Risk Gauge Code
Figure 2 creates the visual risk gauge using Plotly. It calculates the risk score position, converts it into an angle, and draws a needle to indicate the current risk level, with colour ranges representing different severity levels.
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[bookmark: _Toc228874406]Figure 3: System Risk Score Code
Figure 3 calculates the overall system risk score by averaging recent risk data. It then categorises the result into levels (Low, Medium, High, Critical), which are used throughout the dashboard.
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[bookmark: _Toc228874407]Figure 4: Live Alerts Code
Figure 4 identifies the most common threat type and displays it as a key insight. It also filters and shows live alerts for high and critical risks, helping users quickly identify serious security issues.
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[bookmark: _Toc228874408]Figure 5: Extracting Data From Excel File Code
This code loads the dataset from an Excel file and prepares it for analysis. It converts dates, maps risk levels to numerical scores, extracts time data, and filters records to only include activity from the last 5 days.
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[bookmark: _Toc228874409]Figure 6: Main Dashboard
Figure 6 shows the main dashboard interface, including system status, live data updates, and real-time alerts. It highlights the most common threat and displays recent security incidents, helping users quickly identify active risks across different departments.
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[bookmark: _Toc228874410]Figure 7: Visual Graphs
Figure 7 visualises cybersecurity data using a pie chart and line graph. The pie chart shows the proportion of different threat types, while the activity trend graph displays how incidents change over time, helping identify patterns and peak activity periods.
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[bookmark: _Toc228874411]Figure 8: Security Response
Figure 8 demonstrates the system’s interactive response capabilities, where actions can be taken based on detected threats. In this example, the “Lock All Accounts” option has been selected, triggering a security response that restricts user access to prevent further suspicious activity. This feature shows how the system not only identifies risks but also supports immediate action, helping to reduce potential damage and improve overall security response time.
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[bookmark: _Toc228874412]Figure 9: Application Table
Figure 9 displays detailed records of system activity, including user information, threat types, risk levels, and recommended actions. It allows users to review individual events and gain deeper insight into security incidents across the organisation.
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Figure 10 presents the overall risk status of the system using both a bar chart and a gauge. The bar chart compares threat levels across different departments, helping identify which areas are most at risk. Alongside this, the risk level gauge provides a clear visual summary of the overall system risk score, using colour-coded ranges to indicate severity. Together, these visualisations give users both a detailed and high-level understanding of organisational risk, supporting quicker and more informed decision-making.
[bookmark: _Toc228958500]Challenges Encountered
During the development of this application, several technical and design challenges were encountered. These issues mainly related to data handling, system functionality, and debugging errors within the code. Due to the nature of these problems, particularly when they occurred during development and were resolved immediately, I could not capture screenshots of each issue. However, the key challenges experienced are summarised below.
· Data formatting issues (dates and times not consistent) 
· Errors when converting time values and using .dt functions 
· Dashboard not updating with new Excel data (caching/file path issues) 
· Missing or incorrect columns (e.g. Risk_Score, Hour) causing errors 
· Debugging Python errors such as KeyError and TypeError 
· Ensuring graphs displayed correctly with accurate labels and data 
· Balancing a clean UI design while keeping all features visible
[bookmark: _Toc228958501]YouTube Video
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[bookmark: _Toc228874414]Figure 11: Youtube Video Thumbnail
Video demonstration of the Cyber Risk Intelligence Dashboard
https://youtu.be/dYFQJa_6dfA

[bookmark: _Toc228958502]Concepts, Methods, Practices & Tools
[bookmark: _Toc228958503]Overview
If this system were implemented within a large organisation such as Microsoft, it would need to move beyond a simple prototype and operate within a fast-paced, high-risk environment. In this context, the focus shifts towards building a system that is scalable, responsive, and secure, capable of handling large volumes of data while supporting real-time decision making.
[bookmark: _Toc228958504]Concepts
The system is built around key cybersecurity concepts that ensures it remains effective at scale. Risk-based security allows organisations to prioritise the most serious threats, rather than treating all risks equally. This is supported by real-time monitoring, which enables immediate detection of suspicious activity, reducing response time and potential damage[1].
Alongside this, data-driven decision making ensures that insights from system data are used to continuously improve security strategies. To support a large organisation, scalability is essential, allowing the system to handle increasing data without performance issues. Together, these concepts create a system that is not only reactive, but adaptable and intelligent.
[bookmark: _Toc228958505]Methods
An Agile approach would be used to develop the system, allowing it to evolve in stages rather than being built all at once. This means new features, such as improved threat detection or dashboard updates, can be introduced, tested, and refined continuously.
This method is particularly important in cybersecurity, where threats are constantly changing. Agile ensures the system can adapt quickly, while regular testing and feedback help maintain reliability and relevance in a real-world environment[2].
[bookmark: _Toc228958506]Practices
To ensure long-term success, the system would follow key industry practices focused on reliability and security. DevOps would support fast and consistent updates through continuous integration and deployment, keeping the system up to date. Security would be strengthened through practices such as least privilege and multi-factor authentication, while data governance ensures information is handled safely and in line with regulations. Logging and monitoring would also be essential, allowing organisations to track activity, detect threats, and continuously improve the system.
[bookmark: _Toc228958507]Tools & Technologies
If this system were implemented within a large organisation such as Microsoft, the tools used would need to go beyond simple development and support real-time processing, scalability, and continuous security monitoring. Each technology would be selected not just for its function, but for how it contributes to building a fast, reliable, and intelligent system[3].
At the core, Python would drive data processing and risk analysis, with Pandas used to efficiently manage and analyse large volumes of network data. To ensure this data is easily understood, Plotly would be used to create clear, interactive visualisations, allowing security teams to quickly identify risks and trends.
The system would then be supported by enterprise-level technologies[4]:
• Microsoft Azure – used to deploy the system at scale, ensuring reliability, security, and the ability to handle large real-time data streams
• Splunk / ELK Stack – enables advanced log analysis and real-time threat detection across large datasets
• Docker – ensures the system runs consistently across different environments
• Kubernetes – automatically manages and scales the system to handle high  user demand
• GitHub – supports collaboration, version control, and continuous system updates
Together, these tools create a system that moves beyond a simple prototype and becomes a scalable, enterprise-ready solution capable of operating in a real-world cybersecurity environment.
[bookmark: _Toc228958508]Deployment, Maintenance & Evolution
Deployment would take place in the cloud, allowing the system to scale based on demand. However, this is only the beginning. Continuous monitoring, updates, and security patches would be required to maintain performance and protect against new threats.
Over time, the system could evolve further through the integration of AI and machine learning, enabling it to predict threats and automate responses. This would shift the system from reactive monitoring to proactive defence, making it a more advanced and valuable cybersecurity solution[5].
[bookmark: _Toc228958509]PEST Analysis
When implementing a cybersecurity system within an organisation like Microsoft, it’s important to recognise that effective security isn’t just about technology, it’s shaped by a combination of legal, economic, social, and technological factors that all influence one another[6].
From a political and legal perspective, systems must comply with strict regulations such as the General Data Protection Regulation. These laws control how data is collected, processed, and stored, meaning cybersecurity systems must include features like encryption, secure storage, and strong access controls[6]. This naturally links to ethical responsibilities, as organisations must follow principles like data minimisation and user consent, ensuring they only collect necessary data and are transparent about its use. Failing to do so can lead to heavy fines and reputational damage, making compliance essential[7].
These legal pressures connect directly to economic factors. Cybersecurity requires significant investment, especially as cyberattacks become more costly and frequent. However, organisations must remain cost-efficient. Solutions like Microsoft Azure help balance this by providing scalable, secure infrastructure without the need for expensive on-site hardware, allowing businesses to maintain strong security while managing costs[8].
Social and ethical factors further shape how these systems are designed and used. There is growing concern about data privacy and user monitoring, so organisations must ensure their systems are not overly intrusive. Transparency is key users should understand what data is being collected and why. In addition, if automated systems or AI are used to detect threats, they must be fair and unbiased, avoiding any form of discrimination or unfair targeting. This reinforces trust between the organisation and its users[7].
Finally, technological factors continue to evolve rapidly. Advances in AI and automation allow faster and more accurate threat detection, but attackers are also using these technologies. This creates a constant need for updates and improvements, ensuring the system remains effective against new threats[6].
Overall, cybersecurity systems must strike a careful balance combining legal compliance, ethical responsibility, economic practicality, and technological advancement to create a system that not only protects data but also maintains user trust.


[bookmark: _Toc228958510]Practical Feedback
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To evaluate the final system, I designed a short questionnaire combining multiple-choice and written questions, which was completed by four users with basic IT knowledge. This provided a balanced range of feedback on the usability, design, and overall effectiveness of the dashboard.
The feedback was largely positive, with users describing the system as easy to use and visually clear. The risk level indicator and data visualisations were highlighted as particularly effective, as they made complex cybersecurity information easier to understand. The live alerts and overall layout also contributed to a more realistic and engaging experience. However, some users noted that certain technical terms were difficult to understand and suggested that additional explanations and clearer labels would improve usability. There was also feedback that the recommended actions could be more detailed and tailored to specific threats.
In response, I would introduce tooltips or short descriptions to explain key terms and improve clarity across the system. I would also enhance the recommendations feature to provide more specific and practical guidance based on different types of threats. Overall, the feedback confirmed that the system is effective, while highlighting clear opportunities to further improve usability and user experience.

[bookmark: _Toc228958511] Project Progress Diary Reflection
Throughout the project, I used weekly progress sheets to manage my time and track development. This helped me stay organised and ensured that I was consistently working towards my goals. Breaking the project into smaller tasks made it easier to focus and prevented me from feeling overwhelmed.
One of the strengths of my approach was maintaining regular progress updates. This allowed me to identify issues early, such as problems with data handling and visualisation, and resolve them before they became major obstacles. Using a structured method also helped me stay on schedule and meet deadlines.
However, if I were to complete the project again, I would improve my time management during the development phase. At times, I spent too long solving small technical issues, which slowed overall progress. In the future, I would allocate more time for testing and debugging earlier in the project. I would also plan the data structure more carefully from the beginning, as this would have reduced some of the issues I encountered later.
Overall, the use of progress tracking was effective, but there is room to improve efficiency and planning.
[bookmark: _Toc228958512]Skills Development
This project has significantly developed both my technical ability and my confidence in building a complete system from start to finish. I strengthened my Python skills by working with libraries such as Pandas for handling data, and Plotly for creating interactive visualisations. Using Streamlit to build the dashboard also gave me practical experience in turning code into a user-friendly application.
I also improved my understanding of data analysis, particularly how to transform raw data into meaningful insights. Working with cybersecurity data helped me understand how risk can be calculated, filtered, and presented in a way that supports decision-making, rather than just displaying information.
One of the most valuable skills I developed was problem-solving. Throughout the project, I faced issues such as data errors and system bugs, which required patience and logical thinking to resolve. Alongside this, using Agile methods and tools like Trello helped me stay organised and manage my time effectively.
This project has not only improved my technical skills, but also my ability to think critically, solve problems, and complete a complex project independently.
[bookmark: _Toc228958513]Positive Social Impact 
This project has the potential to make a real difference by improving how people understand and respond to cybersecurity threats. As cyber-attacks become more frequent, many organisations struggle to interpret complex security data. This system addresses that by turning technical information into clear, visual insights, allowing users to quickly recognise risks and act before serious damage occurs.
In environments such as universities or businesses, this could play a key role in protecting sensitive data, including personal information and critical systems. By identifying threats early and providing immediate response options, the system supports faster decision-making and reduces the likelihood of data breaches, ultimately helping organisations operate more securely[9].
Beyond the system itself, the skills developed through this project such as data analysis, cybersecurity awareness, and system design are highly valuable in today’s digital society. These skills can be used to build more secure systems, educate others on safe online behaviour, and contribute to a more cyber-aware culture[9]. The project not only enhances security but also promotes greater awareness, responsibility, and resilience in the way technology is used.
[bookmark: _Toc228958514]Conclusion
This project demonstrates how technology can be used not only to identify and analyse risks, but also to present complex information in a way that supports clear, informed, and timely decision-making. It highlights the growing importance of cybersecurity within modern organisations and the need for effective tools to monitor and respond to potential threats.
Through the development of this system, valuable technical and problem-solving skills were applied, alongside an understanding of how data can be transformed into meaningful insights. This reinforces the importance of user-focused design in making complex systems more accessible and effective.
With further development and integration into a real-world environment, this system could evolve into a more advanced solution, helping organisations strengthen their security posture, respond faster to threats, and reduce overall risk in an increasingly digital world.
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[bookmark: _Toc228958515]Progression Sheets

Date: 10/03/2026
Progress:
• Created the feedback questionnaire to collect opinions on the project proposal.
• Collected initial feedback from participants and analysed responses.
• Began initial practical development of the project, including setting up the Python environment and starting the dashboard structure.
Actions:
State priority actions to undertake over the next week below.
1. Continue development of the dashboard interface and visualisations.
2. Implement simulated data generation and risk scoring logic.
3. Test initial features and make improvements based on results.
Next review date: 18/03/2026

Date: 18/03/2026
Progress:
• Continued development of the dashboard interface, adding initial visualisations and interactive elements.
• Implemented simulated data generation and basic risk scoring logic for testing purposes.
• Conducted preliminary tests on dashboard features, identified bugs, and made improvements to functionality and layout.
• Reviewed feedback from initial testing to inform next steps in development.
Actions:
1. Refine dashboard visualisations and improve user interface design. 
2. Enhance risk scoring algorithm and integrate additional data parameters. 
3. Conduct more comprehensive testing and gather feedback for further improvements. 
Next review date: 25/03/2026
    


Date: 25/03/2026

Progress:
• Refined dashboard interface and added improved visualisations.
• Enhanced simulated data generation and updated risk scoring logic.
• Conducted tests, fixed bugs, and gathered feedback for further improvements.
Actions:
1. Develop concepts, methods, tools, and practices for implementing the project in a large organisation. 
2. Use AI and other sources to generate a PEST analysis including legal and ethical considerations.  
Next review date: 06/04/2026

    
Date: 06/04/2026
Progress:
• Continued development of the dashboard, improving layout and overall design.
• Refined data handling and ensured graphs update correctly from the dataset.
• Worked on implementing more advanced features such as live data simulation and system interactivity.
Actions:
1. Complete development of remaining dashboard features and improve functionality. 
2. Begin planning implementation for a large-scale organisational environment. 
3. Start research for PEST analysis, including key external factors affecting the system. 
Next review date: 22/04/2026

    

    
Date: 22/04/2026
Progress:
• Completed a detailed review of the dashboard, ensuring all features are functioning correctly.
• Tested the system with updated data to check accuracy and consistency across all visualisations.
• Continued working on the written sections, including evaluation, reflection, and analysis.
Actions:
1. Continue developing and improving the written sections of the project.
2. Make any final adjustments to the dashboard based on testing.
3. Ensure all sections are clearly structured and meet assignment requirements.
Next review date: 29/04/2026
  
 
Date: 29/04/2026
Progress:
• Completed majority of the written sections, including evaluation, reflection, and analysis.
• Refined and polished the dashboard code, improving structure, readability, and overall performance.
• Carried out final testing to ensure all features and visualisations are working correctly.
Actions:
1. Finalise any remaining written sections and check for clarity and quality. 
2. Make any last minor adjustments to the dashboard if required. 
3. Prepare the project for final submission, ensuring all requirements are fully met. 
Next review date: 06/05/2026




Date: 06/05/2026
Progress:
• Completed final checks on all written sections to ensure clarity, structure, and quality.
• Reviewed the dashboard to confirm all features, data, and visualisations are working correctly.
• Created a YouTube video demonstrating and explaining the application, including its features and functionality.
Actions:
1. Make any final minor edits to both the written work and dashboard if needed. 
2. Review the YouTube video to ensure it clearly explains the system. 
3. Submit the completed project, ensuring all required components are included. 
Next review date: Final Submission















[bookmark: _Toc228958516]Online Certified Course
As stated in Assignment 1, I have recently completed cybersecurity training through ISC² and Cisco Networking Academy, gaining foundational knowledge in threat types, attack vectors, network security, and risk management. These courses also introduced monitoring techniques for detecting abnormal network activity and securing access, which directly supported the development of my application
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