[image: Current Students | University of Wales Trinity Saint David]
  
[bookmark: _heading=h.1lb49zqae6z9]               [image: Current Students | University of Wales Trinity Saint David]
Master’s Project 
[bookmark: _GoBack]Topic:- MACHINE LEARNING BASED DETECTION AND FORIENSIC INVESTIGATION OF UNAUTHORISED IOT DEVICES IN CRITICAL INFRASTRUCTURE NETWORKS
Module code:  ACFA7003 
                    Student Name: Gandhi Raj Rakeshkumar
Student ID: 2503898
Program: MSC Cybersecurity and Digital Forensics

[bookmark: _heading=h.vks5pvlhuxad]

Abstract
As IoT technologies are deployed and integrated with CI systems, cybersecurity risks have grown exponentially, such as can be demonstrated by the difficulty in detecting unsuspecting devices, or spy operations on networks. This project proposes a machine learning-based solution for the problem of detecting unauthorized transmissions on IoT networks and aiding the forensic investigation afterwards. This study relies on IoT network traffic data, and employs a structured preprocessing pipeline consisting of data cleaning, duplicate elimination, handling missing values, and categorical encoding and feature preparation. Various supervised machine learning algorithms – Decision Tree, Random Forest, K-Nearest Neighbours, Naïve Bayes and XGBoost – are trained and evaluated on standard classification performance measures. The results show that the classification performance is the highest using Random Forest and XGBoost, with better prediction capabilities being achieved in the other models as well. An additional model behaviour-only experiment on model performance is performed without using the features related to IP. In addition to the classification, the project also adds forensic analysis to analyse connections detected as unauthorised, to discover frequently-used suspicious devices and to study the common attack behaviours. The analysis shows that the source IP address 192.168.1.30 is very suspicious, and that this source has been involved in various attacks such as DoS, DDoS, password-related, scanning and injection operations. The developed detection approach is further shown in a Flask-based application. Overall, the project provides an example of the application of machine learning techniques for automated unauthorised-device detection and interpretable forensic investigation. The results do suggest, however, that participants should expect similar performance when putting this technology into practice, though until such time as it is validated with independent tests of independent/typical network traffic, that remains uncertain.
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[bookmark: _Toc240651138]1.1 Background
As the “Internet of Things (IoT)” grows, changes are sweeping through the way organisations can monitor, control, and manage their critical infrastructure systems. IOT devices are individually deployed across the various industry verticals like the power generation, oil and gas, manufacturing, healthcare, transportation, water treatment, and many more to advance automation, boost operational efficiency, and facilitate real-time decision making. However, Operational Technology (OT) systems meant to manage and monitor industrial processes are now linking more heavily with traditional Information Technology (IT) systems. While this situation has helped greatly in productivity and remote-work capabilities, it has also brought cybersecurity risks to the fore.
In contrast, the IT environment usually includes a power-on / power-off cycle, and conventional ones are meant to keep business value up and allow the process to work on a non-stop basis. These often consist of 'legacy' equipment that did not have an original security intent. The wider organisations continue to use IoT devices in OT environments the greater the attack surface grows. Numerous connected devices lack adequate computing power, fall prey to out-of-date software, suffer from poor authentication systems, and don't get updated security patches in a timely fashion. Such restrictions can be very inviting to hackers looking to attack industrial processes.
Unauthorized IoT and OT devices are among the main security threats to the networks of critical infrastructure. Employees can connect these devices intentionally without authorization, a maintenance activity can result in them being accidentally discovered and installed, or an attacker can maliciously put the device in place to gain persistent access into an industrial network. Unauthorized devices are able to communicate with allowed devices, grab valuable operational information, alter industrial processes, or offer points of entry for a larger cyber attack. The effects of the unauthorized devices can be costly, from disruptive operations and indirect losses to damages to equipment, public safety and environmental effects, in highly sensitive networks like electric power systems, industrial production complexes, hospitals, and transport networks.
Machine learning has proven itself to be a useful technology in solving these challenges. Machine learning-based algorithms learn the patterns of network traffic data and detect anomalies that could be a sign of malicious or unauthorised activities. Machine learning models can accurately classify legitimate industrial devices from suspicious or unknown devices by analysing the characteristics of communication, including the number of packets, the use of various protocols, the frequency that the device connects to the network, the duration of the connection, and its behavior when transmitting data. This feature allows enterprises to see threats that can't be identified by the industry's standard rule-based prevention.
[bookmark: _Toc240651139]1.2 Problem Statement
Many critical infrastructure networks today depend on interdependent IoT/OT devices to facilitate automatic operations in the industry and to ensure efficient service provisioning. This connectivity also offers many operational benefits, but also poses serious cybersecurity challenges. Entry to an industrial network may occur through poor asset management, action by someone authorized to be in the premises, poor security on entry or malicious attempts. These devices can link to trustworthy systems and establish sneak-in access points or help to carry out a cyber attack without an initial footing being detected.
Much of the available security technology depends on signature-based detection technology that works well for recognising known attacks, but sometimes fails to detect new behaviours or unfamiliar devices. Conventionally, network monitoring solutions tend to give a lot of alarms with not enough context about the suspicious behaviour of the devices. This means that by the time intruders reach the point where they need to take action, the security analysts may be caught off guard since it appears like a normal industrial communication.
Another difficulty is that many existing studies concentrate on identifying network attacks, but offer much less assistance in investigating the network after suspects are found. Organisations then don't have enough information to know how unauthorised devices are communicating within their industrial environments or what happened in an industrial security incident, and how to respond/prevent others from ever occurring again.
It is essential to have a solution that offers an all-in-one approach, making use of intelligent machine learning-based detection and also forensic examination of suspicious communication patterns. The organization can enhance threat identification and incident investigation after a critical infrastructure incident by implementing such a structure.
[bookmark: _Toc240651140]1.3 Aim and Objectives
Aim
The main aim of this project is to design and test a machine learning solution for detecting unauthorized IoT/OT devices, intending to assist in the forensic investigation of the critical infrastructure network.
Objectives
· To learn about the security issues of untrusted IoT/OT devices in critical infrastructures.
· To create a machine learning model to determine unauthorized devices by network traffic data.
· Basic forensic analysis when devices are detected to see if there are any suspicious patterns of communication.
· To test the performance of the proposed model using the standard metrics of accuracy, precision, recall, and F1 score.
[bookmark: _Toc240651141]1.4 Significance of the Study
The emergence of the “Internet of Things (IoT)” in the industrial sector has made it a critical need for more intelligent cybersecurity solutions that will keep critical industrial infrastructure safe. This study is a step towards this goal, offering an approach that integrates with forensic examination and machine learning for better authorized IoT and OT device identification and analysis.
On the academic level, it adds to the current body of knowledge, combining two areas of cybersecurity, such as network anomaly detection based on machine learning and digital forensics investigation using a single application. The study isn't just about the detection of a device; it also investigates the communication behavior that occurs following a device's detection to gain further insight that can assist in security analysis and incident response.
The proposed framework can help organizations running critical infrastructure to enhance the visibility of networks and power up the monitoring of their cybersecurity. Identifying unauthorized devices early helps to make decisions in the case of incidents, mitigate the impact of disruption, and prevent breaches of security. The forensic analysis portion also helps investigators detect patterns in the communication that could suggest breached systems or malicious activity in the communication.
The study shows how supervised machine learning algorithms can be applied in practice, with network traffic data from publicly accessible cybersecurity datasets. The accuracy, precision, recall, and F1 score can be used to evaluate detection performance, offering tangible evidence of the efficacy of the proposed approach. 
[bookmark: _Toc240651142]1.5 Structure of the Report
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[bookmark: _Toc240651107]Figure 1.5: Report structure
(Source: Self-created)
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[bookmark: _Toc240651144]2.1 Security challenges of IOT
Decades of technological developments have led to the emergence of digital technologies, which change the operating environment of the critical infrastructure sector by connecting IoT (Internet of Things) devices with Operational Technology (OT). Critical infrastructure means those facilities and services without which a significant impact on economic continuity, public safety, national security, and social welfare would be experienced. Examples include the generation and transmission of electricity, water treatment systems, oil and gas fields, medical facilities, bus lines, railroads, telecom providers, and industrial facilities. These industries are becoming more dependent on interdependent IoT and OT (Industrial Operating Technology) devices, which enable them to track industrial processes, automate operations, gather real-time data, and enhance overall efficiency.
Operational Technology (OT) is not like traditional Information Technology (IT) work environments. Information Technology is more about processing, storing, and transmitting business information, while Operational Technology is more about controlling physical processes using equipment in the industrial arena, like sensors, actuators, distributed control systems, supervisory control and data acquisition systems, and programmable logic controllers (Mazhar et al. 2023). Traditionally, these OT systems functioned without much interaction or connectivity with the outside world. But, with the rise of IIO technologies, organisations have been tempted to connect their OT with enterprise networks and cloud computing systems, thus creating better visibility and remote management.
The convergence offers many operational synergies, but also significant cybersecurity threats. All new IoT devices can be a new source of ingress into industrial network devices. Many devices that are used in industry were built for a core functionality and reliability basis rather than cybersecurity. This means they are likely to have a restricted compute capacity, older operating systems and authentication protocols, poor encryption options, and irregular software updates. All these make them more susceptible to cyber attacks.
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[bookmark: _Toc240651108]Figure 2.1: Security challenges of IoT
(Source: Rekha et al.2023)
A key security issue is the deployment of systems beyond the control and protection of IT systems through the use of IoT / OT enabled devices. Unauthorized devices might be intentionally installed by employees for convenience, accidentally plugged in while conducting maintenance, or deliberately by an attacker to gain persistent access to the industrial network. They can also be easily hidden, as they often sit outside of organisational security policies and asset management processes, and are hard to find using traditional monitoring methods, unlike authorised industrial equipment, which works with or more often without asset management and security systems.
According to Shafiq et al. (2022), multiple security hazards exist due to unauthorised devices. These can store sensitive operational data, connect to external servers, and pass through data such as client credentials or offer a covert method for transmitting data, amongst other things, that could benefit an attacker. They can also be used in a distributed denial of service attack, malware distribution, ransomware attacks, or industrial espionage. In critical infrastructure contexts, these events can cause an effect on production processes, costly damage to industrial equipment, disruptions in critical public services, and jeopardize people's safety.
The other obstacle to consider is the variety of different protocols employed in the industrial setting. Industrial networks use verticalisation protocols like Modbus, DNP3, OPC Unified Architecture, BACnet, and MQTT, unlike enterprise networks, which are mainly based on the standard Internet protocols. These have been designed for business communication – not cybersecurity needs. Lacks have poor authentication & encryption toppings, making them an appealing target to attackers trying to interfere with industrial communications.
Further adding to the complexity of cyberinfrastructure management is legacy systems. There are still many industrial organisations using equipment that has soldiered on for many, many years (Adam et al. 2024). These systems can take a significant amount of capital, financial investment, and time to replace. As such, legacy devices may be online while not having the most recent security features. As per Moessner et al. (2022), new IoT devices deployed with legacy OT systems result in heterogeneous environments, making it even more challenging to keep the same security policies.
New vulnerabilities have cropped up with the advancements in remote access technologies. Industrial operators are leveraging remote monitoring, cloud services, mobile apps, and remote maintenance platforms to oversee geographically dispersed assets, creating a "monitor, locate, maintain" strategy (Siwakoti et al. 2023). As more and more industrial operators move to manage geographically distributed assets, the use of remote monitoring, cloud services, mobile applications, and remote maintenance platforms becomes more and more common. These technologies have made life easier for the operators, but provided an opportunity for bad guys also. 
Common cybersecurity tools are not very effective in the critical infrastructure. However, with signature-based detection, systems only recognise known attacks or threats and are unable to detect new attacks or devices. A firewall can control defined communication rules, but it is not able to check if the new devices connected are authorized devices (Priya, 2022). As industrial spaces change rapidly over time, it is proving challenging to be comprehensive about the devices that are "present" within the space that are worthy of manual asset inventories.
[bookmark: _Toc240651145]2.2 Implementing Machine Learning in the detection of unauthorized devices
The application of machine learning technologies has become one of the most promising ways of cyber-resisting the IOT environments and Operational Technology (OT). Unlike traditional detection methods that work with preset signatures or rules written by humans, Machine Learning algorithms identify patterns for a network under normal conditions simply by analyzing previous network traffic patterns (Turyagyenda et al. 2025). This ability allows computers to detect unknown devices, unsuspecting attack strategies, and communication patterns and timings that are often missed by traditional security systems.
Signature-based intrusion detection systems, anti-virus software, and access control policies have always been used in the so-called conventional network security. These methods are useful when the malicious activities match the signatures previously detected in other attacks. Cyber threats remain highly dynamic, however, creating new types of malware, attack methods, and unauthorised devices that will be hard to recognize with a signature alone. As a result, more and more organisations are looking for adaptive detection and recognition systems that can detect anomalous activities and do not solely rely on an attack database.
Machine learning overcomes this drawback by building mathematical models that can differentiate between normal communications and suspect activity. Algorithms analyze the statistics of the "normal" behavior of network traffic, and any change in those patterns indicates an attack (Alangari, S., 2025). This learning capability enables detection systems to detect previously unknown threats and to lessen the need for ongoing signature updates.
Supervised learning is still one of the most common network security methods in use to date. In supervised learning algorithms, it is shown that algorithms provided with labeled data, both with valid and malicious network traffic. According to Huma et al. (2026), the model slowly discovers a relationship between the features in the network and the classes of devices, and then inputs new unseen observations and predicts the class of those observations.
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[bookmark: _Toc240651109]Figure 2.2.1: Critical phase of developing and deploying an ML/DL-based IDS.
(Source: Mallidi and Ramisetty, 2025)
One of the simplest algorithms of supervised learning is the Decision Tree algorithm. They categorize observations by building and using decision rules with a hierarchical structure that are derived from some network characteristics. They are extremely easy to interpret, which helps cybersecurity analysts determine why specific devices are considered "suspicious. When training a tree on a complex dataset, however, some individual trees can be prone to overfitting.
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[bookmark: _Toc240651110]Figure 2.2.2: IDS mechanism design-based on FS employing a Random Forest classifier
(Source: Amini et al. 2025)
Random Forest (RF), is an improvement over Decision Trees, which consists of an array of independent trees working together like an ensemble model. Each tree generates its prediction on a random piece of data and special characteristics it has before adding its prediction to the final prediction by majority voting. As per Alqahtany et al. (2025), this ensemble solution provides much more stability in classification, less overfitting, and, in general, a higher detection accuracy. Random Forest is therefore one of the most commonly used algorithms in the field of cybersecurity research in the area of network anomaly detection.
In a multi-dimensional feature space, Support Vector Machine algorithms determine an optimal decision space between various classes. These models are especially useful with complex relationships among the variables within the network traffic. However, Support Vector Machines may require a lot of computation to process very large datasets found in industrial applications, and they do not always give great classification results.
K-Nearest Neighbour looks at similarities of network observations and classifies them based on that. The suspicious devices are found based on the properties of the already classified observations in the vicinity of the devices in the feature space (Pavan and Mondal, 2025). Despite being conceptually simple, K-Nearest Neighbour may be resource-intensive when making predictions due to the need to compare to a large training set.
Naïve Bayes classifiers learn the probability of a network observation, from a given set of observations, being within a specific class by employing the laws of statistical probability. Many such computations can be performed efficiently, allowing for quick classification of large datasets. But they assume that the values of the input variables are statistically independent, and they may perform poorly if network features are correlated.
However, recently, lots of interest has been generated around the predictive capability of the gradient boosting techniques, such as Extreme Gradient Boosting (XGBoost). Each of these algorithms builds a series of decision models in turn that gradually mitigate classification errors from previous models. In the realm of cybersecurity, XGBoost often excels in detecting intricate nonlinear correlations in data and attaining a high detection accuracy.
To conventional machine-learning methods, deep-learning approaches have also shown great promise in solving IoT security challenges. Convolutional Neural Networks learn the significant feature patterns within the high-dimensional network data, and Long Short-Term Memory networks see the temporal relationships of sequential network communication patterns. An unsupervised anomaly detection technique is performed by the Autoencoder, which learns to capture the normal communication pattern and recognizes observations that are significantly different from normal behavior (Hameed et al. 2025). While deep learning models can be very accurate and predict the outcome pretty well, they usually change the dataset significantly, and need a lot more computation and training time.
[bookmark: _Toc240651146]2.3 Network traffic analysis for IoT
Identifying IoT and Operational Technology (OT) devices within critical infrastructure networks that are not authorized is now one of the best ways to use network traffic analysis. Network traffic analysis monitors traffic on the network throughout the session and uses this to deduce if a connected device is behaving within its expected parameters, as described by Singh et al. (2022). All these recognize that the traditional methods of asset management, such as having an inventory of assets or a device registration, don't exist. This behaviour-based classification capability allows security analysts to identify never-seen-before, misconfigured, and potentially malicious devices, even if the devices have valid network addresses or are apparently good parts of the infrastructure.
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[bookmark: _Toc240651111]Figure 2.2.3: Network traffic analysis of IoT
(Source: Singhet al. 2024)
Each IoT or OT device has its own profile with respect to other devices and systems with which it communicates. These communications protocols encompass information like Internet Protocol (IP) addresses, Media Access Control (MAC) addresses, communication protocols, source ports and destination port numbers, packet sizes, frequency of packet transmission, connection durations, session direction, connection intervals, and bandwidth utilisation. All these attributes create network traffic attributes that can be analysed to determine normal operating conditions and suspicious activity. Industrial devices are typically designed to complete predictable, repetitive actions - if any deviations in communications happen, it could be a sign of unauthorized devices or malicious activity.
The process of feature extraction is an important step in the network traffic analysis: machine learning algorithms are not used to analyze network packets directly, but rather represent its communication behaviour in numerical form. The network traffic is transformed to structured data in preprocessing to capture statistical and behavioural information. These consist of an average packet length, arrival rate of packets, protocol distribution, flow duration, inter-arrival time, number of bytes, number of packets, connection frequency, and direction of the communications. According to Ponnusamy et al. (2022). Users can choose which features to include in their machine learning model, based on their relevance, to enhance the learning capacity of the system and decrease the computational complexity, especially when dealing with large datasets.
The use of specialised communication protocols used for process automation sets up industrial networks from a conventional enterprise environment. The protocols used for industrial devices to communicate include Modbus, PROFINET, MQTT, BACnet, and OPC Unified Architecture (OPC-UA) (Bansal and Dubey, 2024). Many of these protocols are widely used for efficient industrial communication, but were not initially intended to have any effective security mechanisms, like authentication or encryption. As a result, attackers can exploit the weaknesses in these protocols to gain access to an unauthorized device or compromise and steal industrial communications for an extended period without being detected.
Industrial devices have very predictable communication behaviour, making the traffic analysis very valuable. Measurements are sent out periodically via the sensors, while predefined commands are sent by the controllers, and monitoring systems collect data regularly during operation.
Public cybersecurity datasets can be of crucial importance for the creation and testing of the machine learning models used for network traffic analysis. Multiple datasets have been developed for IoT and industrial network environments. These include CICIDS2017, TON_IoT, CICIoT2023, Bot-IoT, and Edge-IIoTset. The datasets include labeled network traffic comprising both legitimate network traffic and a diverse range of cyber attacks, where researchers can train supervised learning algorithms and perform anti-cyber attack detection under realistic conditions (Ismail et al. 2025). The datasets each have their own benefit - such as a variety of attack scenarios, many protocols of communication, different network sizes, and traffic properties. One set of data, however, doesn't match every industrial application completely, so the selection of data to fit a specific industrial application is important.
[bookmark: _Toc240651147]2.4 Digital Forensic Investigation of Unauthorized IoT/OT Devices 
Digital forensic investigation offers a structured and systematic method for the collection, preservation, analysis, and interpretation of digital evidence to answer questions. In CIs, forensic analysis helps to respond to incidents, find the root causes of issues, preserve evidence, and improve future security.
Digital forensics encompasses the knowledge of science to analyze the digital evidence found on computers, networks, mobile devices, industrial controls, and other interconnected systems (Rudrakar et al. 2025). The key difference between industrial cybersecurity and other domains is that, while forensic investigation is essential to determining if the system is engaged in any malicious activity, it is equally crucial that all collected evidence can be relied on to be accurate, reliable, and interpreted for technical analysis. For critical infrastructure, it may be important to maintain the integrity of evidence in the operation recovery process, in the regulatory process, or in the accountability of the organisations.
Typically, investigations begin right after a suspicious device is detected. The first step is to correctly identify the type of industrial device and the place in the industrial network that it will occupy. Investigators analyse network addresses, communications protocols, characteristics of the devices, device identity, and device history to determine if it's authorized or suspect it's malicious. Identification is critical to enabling investigators to prioritise response activities and minimise unnecessary disruption of operations.
The next step in the Forensic Investigations is evidence collection. There are several sources of evidence to inform the behaviour of suspicious devices. Network packet captures (PCAP files) capture detailed information about the communications between devices on networks, which their investigators can use to piece back together individual network sessions and recognize any unusual communications. AS per Pidnebennyi (2025), firewall logs display information on connections that are allowed or denied; intrusion detection logs will show alerts as related to suspicious behavior. Router logs, switch logs, authentication logs, and system event logs provide additional information for a full-scale investigation of the devices by capturing the communication history and access patterns for the devices. These evidence sources will enable investigators to better piece together any events that resulted in the security incident.
[bookmark: _Toc240651148]2.5 Literature Gap
New developments in machine learning have led to better cybersecurity solutions to identify intrusions and other bad activity on networks in a number of computing contexts. Despite these achievements, there are important research gaps throughout the detection and forensics of unauthorised OT (Operational Technology) and IoT devices when they are deployed into critical infrastructure networks. The majority of the current research concentrates on the detection of cyberattacks, malware or abnormal network traffic, and not on the detection of the presence of a rogue device from inside or outside the network that could have been turned on by an insider, be lost due to a lack of proper asset management or be compromised by a hacker. 
Moreover, many suggested machine learning models are built on traditional information technology (IT) network datasets, which fail to reflect the characteristics and operational demands of industrial IoT/OT networks. A second drawback is that the majority of past work focuses on the classification accuracy and offers little defence to support the subsequent process of digital forensics investigation after device detection. As a result, security analysts don't get enough information about whether there are suspicious communication patterns or device interactions that can be used in incident analysis and response. Further, there are relatively few works that combine device detection by machine learning with forensic analysis so far in one system for device detection and to support a forensic investigation based on the identification of the detected devices. 
[bookmark: _Toc240651149]

Chapter 3: Methodology
[bookmark: _Toc240651150]3.1 Introduction
This chapter introduces the methods used to build and assess an ML-based approach to detect unauthorised Internet of Things (IoT) devices and assist in Digital forensic investigations in digital critical infrastructures. Then, the methodology starts from collecting and preparing the data sets, pre-processing it, selecting the right features, building machine learning models, detecting unauthorised devices, and analyzing the forensic evidence. The TON_IoT dataset is chosen for being a realistic IoT network traffic and attack scenario, which allows the proposed framework to distinguish between the devices' authorised and unauthorised ones. The methodology also includes a forensic aspect with analysis of network packet captures and system logs to recover suspicious activities.
[bookmark: _Toc240651151]3.2 Research Design
This study has adopted an experimental design for the development, implementation, and testing of a framework based on machine learning for Unauthorised IoT device detection in Critical Infrastructure Network (CIN). This can be used to analyze the network traffic data in a systematic way and effectively apply various machine learning algorithms with concrete metrics (Maravić et al. 2024). The research method integrates supervised machine learning with digital forensic tools and techniques to develop a feasible solution for device identification after detection and for further and more in-depth investigations.
It is expected that the framework will be made up of a series of steps, with each of them making a contribution towards the research goals. First, it collects and makes public a representative sample of network activities that is used to provide examples of normal and abnormal traffic from the Internet of Things. These collected data are then cleaned in extensive pre-processing steps like missing value handling, removal of duplicate records, feature encoding and feature scaling. These processes help to make the dataset suitable to train machine learning models and provide consistency and reliability in experimental results.

After data preparation, data and features in the network traffic that correspond to communication behavior between the IoT devices in the network are selected. A variety of supervised machine learning models, such as Decision Tree, Random Forest, Support Vector Machine, K-Nearest Neighbour, Naïve Bayes and Extreme Gradient Boosting (XGBoost), are used with these features (Abbas et al. 2024). Each model is tested and compared in order to determine which model is best at classification accuracy whilst maintaining equal precision and recall for the detection of unauthorised devices.
[bookmark: _Toc240651152]3.3 Dataset Collection
The TON_IoT dataset is chosen as the key resource for network traffic data for this research, due to its specific features such as complete data about IoT devices, network communications, and various sets of cyber attacks. The dataset used in this analysis has been collected from “https://www.kaggle.com/datasets/arnobbhowmik/ton-iot-network-dataset”. The collected information is highly capable of being used in supervised machine learning classification and forensic analysis because of its labels, which indicate either normal network activity or malicious network activity.
The TON_IoT dataset contains many different network traffic characteristics, including source and destination Internet Protocol (IP) addresses, communication ports, network protocols, packet sizes, flow durations, timestamps, and statistics of network traffic. 
[bookmark: _Toc240651153]3.4 Data Pre-processing
The few steps involved in the data preprocessing are essential stages in the proposed approach since the quality of the input data significantly influences the performance of machine learning models. The TON_IoT dataset includes a large amount of network traffic traces logged from several IoT devices working both during normal and attack operations. The data is preprocessed prior to building a model to eliminate inconsistencies and to make the classification procedure reliable.
In the first step, the dataset is analyzed to detect missing values, duplicated records, and inconsistent data types in the data. There could be missing necessary values due to data transmission failures or partial data and duplicates in the data could create bias during model training. Thus, there is no duplication of data entries, and missing values are either replaced by a proper statistical method or removed to address incompleteness in records if they are required. In this way, the dataset is used to obtain a measurement of network behaviour that is free of extraneous noise.
Data cleaning results in categorical variables like network protocols, services, and attack labels being transformed to numerical format with encoding techniques offered by Scikit-learn. This conversion is necessary because machine learning algorithms can only accept numerical values: Converts the data into values that can be used by the machine to learn from the different classes. 
The transformed data is then split into training and test sets. The transformed dataset is then partitioned into training and test data sets. The training dataset is used to train the machine learning models, while the testing dataset is used to assess the performance of the models on previously unseen data. 
[bookmark: _Toc240651154]3.5 Feature Selection
The data is transformed during the feature selection stage, with a focus on using a subset of attributes in the network traffic to identify the most informative attributes that will contribute to the accurate detection of IoT devices in use. TON_IoT dataset transports multiple variables that describe the communication behaviour, but not all of them equally impact the classification process. Choosing the most relevant features will make the computation more efficient, the model less complex, minimise overfitting and increase the accuracy of the predictions.
First, the features available will be examined to assess their potential relevance to the behaviour of IoT devices and to the detection of cyberattacks. These network-related attributes include: source IP address, destination IP address, source port, destination port, protocol type, packet length, flow duration, byte count, packet count, and communication timestamps, which contain important information about any network activity. These give machine learning models the ability to recognise communication patterns linked to legitimate devices and distinguish them from regular or irregular communications or activities.
[bookmark: _Toc240651155]3.6 Machine Learning Model Development
The machine learning model development stage is about building supervised classification models that are able to classify whether an IoT device is authorised or not (and/or malicious devices) using network communication behaviour. Different machine learning algorithms are deployed, and their detection capabilities are compared to find the most needed machine learning model for deployment in a critical infrastructure environment.
The first model developed is the Decision Tree classifier, which can provide hierarchical decision rules based on the attributes of the network traffic..
The second model is a Decision Tree Ensemble model, namely the Random Forest Classifier model. Random Forest is beneficial in that it minimises overfitting and maximises classification accuracy and generalisation. For its capability of processing high-dimensional cybersecurity data and predictive power, it is regarded as the major machine learning model in this research.
Support Vector Machine (SVM) is also applied to classify IoT devices, trying to find an optimal decision boundary that distinguishes accepted and non-accepted network behavior. SVM works well in high-dimensional feature spaces and has been shown to do well on cybersecurity classification tasks. 
The K-Nearest Neighbour (KNN) algorithm is used to classify network traffic by calculating the similarity between the new data and the previously labeled data. 
[bookmark: _Toc240651156]3.7 Unauthorised IoT Device Detection.
The suggested detection mechanism will enable the identification of unauthorised IoT devices in critical infrastructure networks, which is crucial to ensure the safety of operations, based on the study of their frequency of messages and behaviour in communication networks. Once the machine learning models are trained, the testing dataset is fed into the trained classifiers, and the classifiers can make a prediction as to whether each device is conducting authorised or unauthorised network activity.
[bookmark: _Toc240651157]3.8 Digital Forensic Investigation
In the proposed framework, digital forensic investigation is embedded and studied cyber behavior of devices inside the machine learning models that are not authorised to be inside them. Forensic analysis is not just about prediction results: by providing contextual evidence, forensic analysis allows security analysts to gain insight into the origin, activity, and likely impact of an unusual device or activity in networks that are critical to the nation's operating infrastructure.
[bookmark: _Toc240651158]3.9 Software tools and environment
The proposed framework is developed using Python as it provides vast support for machine learning, cybersecurity analysis, and digital forensic applications. The development environment is Jupyter Notebook, which is used to efficiently implement, test, and document machine learning workflows. For data manipulation and numerical computation, “Pandas” and “NumPy” are used, and Scikit-learn is used for implementing Decision Tree, Random Forest, Support Vector Machine, K-Nearest Neighbour, and Naïve Bayes algorithms. XGBoost library is used to implement Extreme Gradient Boosting (XGB) classifier (Malik et al. 2024). A Jupyter notebook is used for Network packet analysis, and Matplotlib & Seaborn are used to create graphical visualizations to aid in interpretation of results and in comparing results to performance.
[bookmark: _Toc240651159]3.10 Experimental Validation Strategy
[bookmark: _Toc240651160]3.10.1 Training and Test Data Strategy
Data were randomly split into training and testing sets at an 80–20 ratio. Machine learning models were designed with the training subset, with the testing subset used to assess the predictive performance of the models. To keep most of the authorised and unauthorised network activities in a similar distribution across both subsets the stratification technique was used. This method was used to ensure a uniform standard for evaluating and comparing all the six classification algorithms according to accuracy, precision, recall, F1 score and confusion matrix analysis.
[bookmark: _Toc240651161]3.10.2 Unseen Data Validation Strategy
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[bookmark: _Toc240651112]Figure 3.10.2: Unseen data validation
(Source: Acquired from google colab)
An independent unseen-data validation procedure is needed to evaluate the generalizability properties of the tools that have been built to extrapolate to unseen data in the network. The unseen validation data should be completely separate from the model training and the model selection process in contrast with the test data. The classifiers can be trained on this data and then tested on it in the same fashion. Comparing measured and predicted results shows evidence of model stability and generalisation. They currently take the test set as the unseen set, but should make sure to use a truly independent set for final validation.
[bookmark: _Toc240651162]3.11 Chapter Summary
This chapter has elaborated on the methodology used to create a machine learning framework that can identify unauthorized IoT devices and aid in the digital forensic investigation process used in critical infrastructure networks. The methodology outlined the methodology used for the research design, dataset selection, data pre-processing, feature selection, machine learning model development, unauthorised device detection process, forensic investigation procedures, software implementation environment, and finally the performance evaluation strategy. 
[bookmark: _Toc240651163]Chapter 4: System design and implementation
[bookmark: _Toc240651164]4.1 System architecture design
[bookmark: _heading=h.9xjs66opafho][image: ]
[bookmark: _Toc240651113]Figure 4.1.1: Flowchart showing IoT unauthorised device detection pipeline
(Source: Self-created)
The above diagram is a high-level overview of the entire machine learning process used to detect unauthorized IoT/OT devices, represented in the main flowchart. It starts with the dataset loading, TON_IoT, and then explores the data with exploratory data analysis to better understand the distributions of the data and characteristics of the dataset (Gad et al. 2022). Data preprocessing: Label Encoding categorical features & Handling Missing Value. StandardScaler is then used to standardize the features for best performance of the model. The data set is Partitioned in a training set (80-20 or 70-30). 6 parallel machine learning models: Decision Tree, Random Forest, LinearSVC, KNN, Naive Bayes and XGBoost. All models meet on the evaluation step where the accuracy, precision, recall, F1 scores and confusion matrix are calculated. Lastly, the highest accuracy model forecasts in the whole dataset, marking and notifying any problematic connections to unauthorized devices that need to be investigated.
[bookmark: _Toc240651114]
[image: ]Figure 4.1.2: Flowchart showing Digital forensic analysis workflow
(Source: Self-created)
This flowchart outlines the steps to take after an unauthorized device is found. Once removed, analysis delves into 4 parallel investigation streams: Attack Type Analysis (DoS, DDoS, password attacks, scanning, injection) - identifies the most active suspicious devices, and their connection frequencies; Traffic Volume Analysis (abnormal patterns) between flagged and legitimate connections; Destination Analysis (network targets, lateral movement attempts). These investigations point towards a "Top Suspect Deep Dive" on the most active malicious IP address of investigation and provide a breakdown of the number of connections, number of unique targets and an attack-type breakdown. The results present complete visualizations and reports such as bar chart, heatmap and even network diagram, and create forensic documentation and security alerts for immediate response during an incident.
[bookmark: _Toc240651165]4.2 Data preprocessing 
The “TON_IoT” dataset has a total of “211,043” samples each having “44 features”, comprising network attributes and threat types. The data on r1 contains “20,56 9” duplicate rows which were preprocessed out and leave “190,474” unique flows remaining. This ‘datacreduplication’ eliminates redundant network connections that might skew model training. It has been found that the categorical data, such as the subject in a “SSL” column and the type of a column “MIME” in a “HTTP” column and even the URI column, had a lot of missing values (Garroppo et al. 2025). Nonsensical 'none' categorical set labels used to represent missing values were added after data collection to preserve meaningful information showing no “SSL/HTTP/DNS” activity. After cleanup there were no null cells in the final dataset, resulting in a final dataset of “190,474” flows for feature engineering and the development of the machine learning models.
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[bookmark: _Toc240651166]Figure 4.2.1: Removing duplicates
(Source: Acquired from Google colab)
The above data preprocessing features shows the removal of duplicate values from the dataset as this is known to be a vital stage of data preprocessing. 
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[bookmark: _Toc240651167]Figure 4.2.2: Checking missing values and filling
(Source: Acquired from Google colab)
The above code implementation illustrates the checking and handling the missing values existing in the dataset. However, the missing values have been identified and handled by refilling it or removing it. 
[bookmark: _Toc240651168]4.3 Feature selection process
The features selected included network identifiers (“source IP, destination IP, source port, destination port”), characteristics of the protocol (protocol type, service, connection state), flow characteristics (“duration, source bytes, destination bytes”), and packet statistics (source packets, destination packets). Categorical features were then transformed using “LabelEncoder” to a numeric format.Then, categorical features were transformed into a numeric format using the “LabelEncoder” that keeps the transformation reversible for forensic purposes (Ullah et al. 2024).  
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[bookmark: _Toc240651115]Figure 4.3: Feature selection process showing encoding categorial features into numeric form
(Source: Acquired from Google colab)
The above figure illustrates different feature counts span from tens to millions, causing the normalizations of the features to vary from each other, so that their distributions vary, as standardized by “StandardScaler normalization”. This feature engineering approach was able to provide some interpretability to models while maintaining a strong predictive power, ensuring that learned patterns are not spurious relationships but real anomalies from networks.

[bookmark: _Toc240651169]4.4 Machine learning model development
There adopted six machine learning classifiers that belong to different algorithms paradigms for unauthorized IoT devices detection. An XGBoost and scikit-learn library were used to implement the models using standardized training protocols. The data was split into 80/20 train-test sets using stratification to ensure that the distributions of the labels are balanced. Training data was feature scaled using StandardScaler and the inverse transforms to scale the reverse data were saved and used for both training and test data in order to avoid data leakage.
[bookmark: _Toc240651116][image: ]
Figure 4.4.1: Model development code
(Source: Acquired from Google colab)

The code to split the processed data into the training and testing sets prior to training the models is presented in Fig. 4.4.1. Using a “80/20” split, and stratifying by the label column, the proportion of said "authorized" and "unauthorized" device flows were maintained equal on both sets of data to prevent an overly-adverse.
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[bookmark: _Toc240651117]Figure 4.4.2: Decision tree model implementation
(Source: Acquired from Google colab)
The first of the six classifiers used in this study to determine the implementation of the Decision Tree model. To ensure that splits are always the same, the “DecisionTreeClassifier” was constructed with a fixed_random_state, and a scaled down feature matrix was not used for training, because the distance metric is not used in tree-based algorithms; rather they use a threshold.
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[bookmark: _Toc240651118]Figure 4.4.3: Random forest model implementation
(Source: Acquired from Google colab)

The Random Forest is implemented as detailed in the above figure, and can be seen as an ensemble approach that combines the predictions of multiple decision-trees, which results in a better generalization but less overfitting compared to a single tree.
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[bookmark: _Toc240651119]Figure 4.4.4: SVM model implementation
(Source: Acquired from Google colab)
The algorithm used in this classification is known as Linear Support Vector Classifier and is a margin-based learning algorithm that is based on a linear decision boundary.
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[bookmark: _Toc240651120]Figure 4.4.5: KNN model implementation
(Source: Acquired from Google colab)
The K-Nearest Neighbors implementation is a distance-based algorithm classifies each flow by the majority classification of its k-nearest neighbours (knn) in feature space.
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[bookmark: _Toc240651121]Figure 4.4.6: Naive bayes model implementation
(Source: Acquired from Google colab)
Figure 4.4.6 shows a Gaussian Naive Bayes implementation, which is a probabilistic classifier, which assumes that for each feature, given the class label, the feature is normally distributed, and that features are conditionally independent of each other.
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[bookmark: _Toc240651122]Figure 4.4.7: Xboost model implementation
(Source: Acquired from Google colab)
The XGBoost model used for the unauthorised IoT detection model is implemented and performance evaluated in Figure 4.4.7. The model was fine-tuned with 200 estimators, and was trained with the generated training set. Then the trained model was used to predict with the test set.
[bookmark: _Toc240651170]4.5 Unauthorised IoT device detection
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[bookmark: _Toc240651123]Figure 4.5: Unauthorised IoT device detection
(Source: Acquired from Google colab)
This offers practical opportunities to focus on potential problems or non-authorised IoT devices to be investigated further. The frequencies of destination addresses were also checked to see if many of the same devices and endpoints were being targeted. The detection stage transforms the model prediction into network level evidence that can assist monitoring, alerting and then digital forensic analysis. This evidence can help investigators 'scan' key documents prior to properly examining detailed records, for analysts.


[bookmark: _Toc240651171]4.6 Digital forensic investigation
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[bookmark: _Toc240651124]Figure 4.6:Digital forensic investigation
(Source: Acquired from Google colab)
This offers practical opportunities to focus on potential problems or non-authorised IoT devices to be investigated further. The frequencies of destination addresses were also checked to see if many of the same devices and endpoints were being targeted. The detection stage transforms the model prediction into network level evidence that can assist monitoring, alerting and then digital forensic analysis. This evidence can help investigators 'scan' key documents prior to properly examining detailed records, for analysts.
[bookmark: _Toc240651172]4.7 Creation of web app
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[bookmark: _Toc240651125]Figure 4.7: Web app code implementation
(Source: Acquired from Google colab)
A machine learning system was prepared for the local use based on the flask based web application. The application offers a user interface to implement the trained model for IoT network classification. The Flask server is set up on the local host and predictions can be obtained via the web browser. The developed detection model is shown in this deployment approach and can be adapted to an application environment.
[bookmark: _Toc240651173]Chapter 5: Results and evaluation
[bookmark: _Toc240651174]5.1 Model Training and Performance Evaluation
The research experimented by using 6 machine learning classifiers to detect unauthorized devices in network traffic on TON_IoT dataset which was preprocessed. The classifiers were varied in algorithmic paradigm used, such as tree-based ensemble methods, distance-based learning, probabilistic methods and gradient boosting methods. The implementation is similar, as all models were trained with eighty percent of the dataset after standardizing the features with StandardScaler, ensuring consistent behavior between different models, and normalizing the data due to the different set of network measurements (byte count to packet count). The data was split, and a set of 152,379 samples was used for training, with 38,095 flows used for testing. The accuracy, precision, recall, and F1 score were analyzed as the most common metrics to assess the performance of a model. The metrics were systematically applied to each of the 6 classifiers for an overall evaluation of the classifiers' performance.
[bookmark: _Toc240651175]5.2 Classification results and metrics analysis
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[bookmark: _Toc240651126]Figure 5.2.1: Classification results
(Source: Acquired from google colab)
These yielded outstanding outcomes with the ensemble methods tested. “Random Forest” showed an accuracy of “99.99%” with the highest value of Precision rating “1.0000” and Recall rating “1.0000”. This is the same thing that was done by “XGBoost”. Successfully achieved “99.99” percent accuracy using “Decision Tree”. “KNN” reached “99.92” percent with an F1-score of “0.9995”. “LinearSVC” managed to achieve an accuracy of “97.75%” with an F1 score of 0.9857. A naive Bayes model performed very poorly with only “22.13” percent accuracy, a result that demonstrated that this data was clearly not independent or identically distributed since the assumption used by the naive Bayes held true.
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[bookmark: _Toc240651127]Figure 5.2.2: Model comparison and best model
(Source: Acquired from google colab)
The Random Forest classifier turned out to be the best performer and was used throughout the entire forensic analysis and for the prediction of the entire dataset. Both metrics Precision and Recall were high, meaning that there were a few small numbers of false positives but virtually no false negatives.
[bookmark: _Toc240651176]5.3 Confusion Matrix Analysis
The confusion matrix has been used in the model to get the accuracy with which the model detects both the Classes of authorized and unauthorized. True positives, true negatives, false positives and false negatives were captured in the matrix structure and a test set of 38,095 network flows were used.
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[bookmark: _Toc240651128]Figure 5.3: Confusion matrix
(Source: Acquired from google colab)
The results of its confusion matrix for the test set were remarkable for its classification performance with the Random Forest method. True Negatives (TN): legitimate flows correctly classified as “8,405” A “False Positive (FP)” rate of “99.96 percent (99.96 percent)” had only three benign flows marked as threats. There were no false “Negatives (FN)” there, meaning that the model had 100% recall, and indicating that the model successfully identified all true attacks (Amin and Mahmoud, 2022). Out of which True Positives (TP) were “29,687”, which were unauthorized flows identified successfully. In this scenario, they achieved remarkable and near-universal (99.97 percent) precision and recall, showing an excellent reliability in operation for use in security-related tasks.

[bookmark: _Toc240651177]5.4 Feature Importance Assessment
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[bookmark: _Toc240651129]Figure 5.4: Feature importance assessment
(Source: Acquired from google colab)
The Random Forest model had an interpretable feature importance ranking which identified network characteristics that would best signal the presence or absence of unauthorized devices. Thus, tree-based models were more interpretable than black-box models. To gain insight into decision drivers, the feature importance was extracted using automated methods.
The most important discriminative feature was revealed to be protocol (18.3 per cent) with attacks overwhelmingly using ICMP and UDP, and traffic being used predominantly through TCP for legitimate services (Mehndiratta and Gupta, 2026). The next most common top destination was bytes with 14.7, though those hues could represent asymmetric data transfer patterns which are common with data exfiltration. Sources resulted in an unusual volume of source bytes (12.1% importance). 
[bookmark: _Toc240651178]5.5 Unauthorised IoT Devices Detection.
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[bookmark: _Toc240651130]Figure 5.5: Detection of unauthorised Iot device
(Source: Acquired from google colab)
The classification results were translated into recognizable events of the network during the detection stage. There were 38,095 connections in the test set. The model identified 29,688 connections as unauthorised and it indicated 8,407 as authorised. This result was very close to the class distribution of underlying classes in the test set, suggesting that the classifier wasn't just classifying every observation to one class. The flagged records kept a source and destination IP and traffic type field that enabled to shift from a numerical prediction to a device level investigation.
[bookmark: _Toc240651179]5.6 Digital Forensic Investigation Results
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[bookmark: _Toc240651131]Figure 5.6.1: Attack-type breakdown of traffic flagged as unauthorised
(Source: Acquired from google colab)
The flagged traffic was analysed in more detail in the forensic stage. The attack-type analysis was not used to train the model but rather was used only for the interpretation purpose. The distinction is important considering that the type field was not utilised in the classification as a predictive feature. A total of 3,520 DoS connections, 3,299 DDoS connections, 1,916 password related connections, 1,699 scanning connections and 1,630 injection connections were identified along with one normal connection, for the most active suspicious device 192.168.1.30. This device has multiple attack classifications, and is worthy of further study. It is not necessarily the result of an unruly activity but rather of a repetitive occurrence. 
This comparison of traffic volumes was another piece of the evidence. Average life-time of the flagged connector was 4.63 whereas for normal connections it was 10.46. The average amount of source bytes and destination bytes, though, for the flagged traffic was much larger with an average of 391,376.82, respectively 350,589.19, compared to 8,049.25, and 6,573.28, respectively, of the normal traffic. Also during this period flagged connections had a lower number of both source and destination packets (4.53 and 4.89, respectively), when compared to the numbers of source packets and destination packets for normal connections (29.87 and 10.48, respectively). The differences in the number of bytes and length of connection in these traffics indicated that the suspicions were due not to the number of packets, but to high amount of bytes in a few connections.
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[bookmark: _Toc240651132]Figure 5.6.2: Mean traffic characteristics
(Source: Acquired from google colab)
192.168.1.30, the key suspicious device, made 55 different connection attempts to an IP address of the destination device. It is notable that this is a broad aspect of communication that integrates 12,065 marked connections and several categories of attacks and so is the most favourable forensic sign from the test set analysed. The evidence alone cannot definitively resolve the actual origin of the activity, but serves as a legally sound justification for further studying the device.
The results indicate that the flagged connections had significantly larger on average, the flow of the source bytes and the flow of bytes from the destination. The mean source bytes for flagged traffic was about 391,376.82 while the mean source bytes for normal connections was 8,649.25. Likewise, the mean destination bytes for flagged connections was found as 35,889.19 compared to about 6,573.28 for normal traffic. The difference is really large and indicates that suspicious connections were conducive to significantly higher data transfer. However, flagged connections had a shorter mean flagged session duration, 4.63, than normal connections. The details on the packet level also indicate a reduction of the average number of packets per source and destination of flagged traffic. In the flagged connections, the number of source packets was about 5.53 and the numbers of destination packets were about 4.89 at the same time on the normal connections there were about 29.87 source and 10.48 destination packets. Thus, it can be concluded that, unauthorised traffic had short communication duration, in number of packets transmitted and much higher volume of data. This is a valuable behavioural model for forensic analysis as it differentiates the traffic observed from the normal traffic, by measurable characteristics in the network.
[bookmark: _Toc240651180]5.7 Behaviour-Only Model Evaluation
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[bookmark: _Toc240651133]Figure 5.7: Behavioural performance
(Source: Acquired from google colab)
To find out if such a model can maintain a high level of performance without the use of the features of a person's IP address, a behavior-only evaluation was performed. Network-behaviour characteristics (protocol, bytes, packets, ports and flow duration) were tested with Random Forest and XGBoost. The outputs were still very accurate, and models were able to detect activity from behavioural characteristics that isn't authorised. The aim of the experiment was also to evaluate how much impact the IP related information may have on their classification decision.
[bookmark: _Toc240651181]5.8 Unseen/Independent Data Validation
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[bookmark: _Toc240651134]Figure 5.8: Unseen data validation result
(Source: Acquired from google colab)
It is crucial to carry out independent validation to facilitate the generalisation of the developed models beyond the data sets used in their test phase. The trained models need to be tested with a set of data that is held out and not part of the training, or the model selection process. To measure performances the accuracy, precision, recall, and F1-score can be used. Such comparison affords more evidence with respect to model robustness, reliability and generalisation to the unobserved network traffic encountered in the future.
[bookmark: _Toc240651182]5.9 Model deployment and web app results
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[bookmark: _Toc240651135]Figure 5.9: Web application results
(Source: Acquired from google colab)
The model deployment stage illustrates the working of the designed detection system with a web application designed by Flask. The application is started on the local host and allows for the application to be moved to be used by the model's prediction functionality. Finally, a web based monitoring interface could be used to display the detection and model performance in an easy-to-manipulate format. This has helped towards the context based real-time monitoring of malicious IoT testing, and acts as a representation of machine learning from a research phase to an operational deployment.

[bookmark: _Toc240651183]5.10 Overall Evaluation
In summary, it can be shown that the idea presented in this work towards the use of the machine-learning approach is very effective for the analysed TON_IoT data. Good models yielded almost perfect classification performance, while the behaviour-only experiment demonstrated that the classification performance did not drop below 99.7% accuracy without any source and destination IP features. This is a key success in that it decreases one form of concern that the system should rely only on primary address info. It also revealed that algorithms do differ with the clearly discernible differences that were identified in the evaluation. Random Forest and XGBoost performed best, while Decision Tree and KNN were also close to each other and performed very well, SVM wasn't as accurate, and Naive Bayes was not a good choice when the representation was selected.
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[bookmark: _Toc240651136]Figure 5.10: Forensic evaluation summary for most active devive
(Source: Acquired from google colab)
This forensic analysis lent to the evaluation and verification, showing how predictions can be used post-classification. Instead of concluding with a model score, the analysis detected high frequency devices that were about to be suspicious, local devices with common addresses, attack categories, and variations in traffic amounts. The findings around 192.168.1.30 are effectively evidencing this: traffic essentiality flagging, frequency analysis shows it's a priority device, and attack-type analysis characterises the nature of the traffic, and traffic comparison establishes further behavioural evidence. This is more helpful to an investigation process than a standalone classifier.
[bookmark: _heading=h.98dbnrwnfkll]The very high full-feature scores can be interpreted as the presence of the IP addresses in this specific set of features having identities which might contain information about the role of that device in this dataset. The behaviour-only experiment is an effective way to mitigate this factor but a validation on another network or on a "hidden" device set-up is still required to argue for the same performance level in a real deployment. Furthermore, the output of the forensic analysis is carried out from labelled records in database sets and not based on evidence obtained directly from the operational IoT assets. The conclusions presented should therefore be viewed as a validated experimental demonstration, and not as a fully fledged production forensic system.
[bookmark: _Toc240651184]5.11 Chapter Summary
The evaluation results show that the approach the development has been able to incorporate the machine learning with an operational unauthorised device investigation process. After data preparation, 190,474 records were usable, and from this split of data, 80:20, 38,095 test connections were used for objective evaluation which are not used in the general scatter plot.After data preparation, 190,474 data were available and from this split of data 80:20 38,095 data was used for objective evaluation, which is not contained in the general scatter plot. Random Forest and XGBoost provided the best classification performance estimates and in the behaviour-only trial, these results were consistently good even with no IP features. In the detection stage 29,688 unauthorised connections were identified and their most suspicious source of 192.168.1.30 was highlighted. 
This analysis also linked this device to: DoS, DDoS, password, scanning and injection activities, and exhibited unusual traffic volume properties. All these results illustrate the possibility of proceeding from an automatic classification towards interpretable forensic evidence. The main concern in the evaluation is the generalisation, especially due to the relationship between IP and labels which is dependent on the evaluation data set. Future testing with an unsold and independent traffic would thus be utmost important to implement in the future.
[bookmark: _Toc240651185]

Chapter 6: Conclusion and Recommendation
[bookmark: _Toc240651186]6.1 Introduction
This chapter concludes the research efforts of the researcher, which comprises the literature analysis, methodology, system design, development, and evaluation. The research was targeted at the design and evaluation of an IoT/OT network unauthorised device detection solution based on machine learning, as well as forensic inspection of suspicious communications. The chapter evaluates overall whether or not the research goal and objectives were met, summarizes the primary contribution and value of the new approach developed, addresses some of the weaknesses of the approach, and suggests further research and development.
[bookmark: _Toc240651187]6.2 Summary of the Research, which identified the aim and objectives.
The research aims to address the growing security concerns on the convergence of IoT and OT devices in critical infrastructure networks. By weighing the operational value of connected devices against their potential to expand the attack surface, some industrial environments are now more susceptible. Unauthorized devices can be intentionally compromised by maintenance or by users for convenience, and can run without asset-management and security controls. 
The primary objective of the research was to develop and evaluate a machine learning approach to identifying unauthorized IoT/OT devices and aid in forensic investigations within the critical infrastructure network. The results show that this goal was quite well met. The developed framework involved a combination of data preprocessing, feature engineering, machine learning classification, an unauthorised device detector/alert, a site forensic analysis, and a Flask-based web application. This resulted in a fully formed process that would allow for network traffic to be classified and then analyzed for any suspicious traffic patterns.
The first was to gain insight into the security challenges of untrusted IoT/OT device deployment in a critical infrastructure scenario. The literature study showed that these environments are very complex, as the industrial networks frequently consist of heterogeneously distributed devices, existing systems, and communication protocols. The hardware computing power may be limited, operating systems can be different, there could be weak authentication, lack of encryption, or irregular updates, all of which can make IoT/OT devices more vulnerable. The blending of OT and enterprise networks, cloud services, and out-of-the-box remote-management solutions further extends connectivity and the related opportunities for malicious activity.
The second goal was to create a machine learning model to identify network traffic of unauthorised devices. The TON_IoT dataset was used to achieve this objective. The dataset originally contained 211,043 records and 44 features. The processing of duplicate records and handling missing values resulted in 190,474 unique network flows, after which feature engineering and model development could be done. 
Then, six machine learning classifiers were developed and compared: “XGBoost”, “LinearSVC”, “Naïve Bayes, KNN, Random Forest,” and “Decision Tree”. A stratified training and testing methodology was used to arrive at “152,379” training and “38,095” test cases. Performance of the models was benchmarked using accuracy, precision, recall, and F1 score, providing a consistent measure across all models.
It was observed that the highest overall performance was achieved by the Random Forest, with an accuracy of “99.99%”, precision of 1.0000, and recall of 1.0000. Even “XGBoost, Decision Tree,” and “KNN”, with accuracies of “99.99%”, “99.99%”, and 99.92%, respectively, did not lag.XGBoost and Decision Tree are near 99.99% accuracy, and “KNN” is at “99.92%” accuracy with an F1 score of “0.9995”. The highest accuracy and best F1 score obtained was “97.75%” for LinearSVC, while Naïve_ Bayes was considerably low to be “22.13%”. Random Forest was then chosen to be used during the next stage in the detection and forensics process.
The third goal was to undertake a simple forensic examination where devices were detected as unauthorised. This was accomplished it into a structured investigation process in the classification stage. The system analyzed the categories of attacks, the volume of traffic and the suspicious devices, and the activity of these devices in the destination. The forensic workflow was designed to detect common malicious devices, analyze pending communications with them, and to analyze the most active malicious device in detail.
29688 unauthorised connections were found in the test results analysed; among them, the IP address 192.168.1.30 was found as the most suspicious one. The analysis of this device was related to DoS/DDoS, password, scanning, and injection activities. However, the analysis discovered unusual traffic-volume characteristics which pointed to some unusual behaviour beyond the machine learning classification itself. The results validate the advantages of combining automated detection with forensic investigation; as a result, they can serve as input for the analysts for selecting their investigation interest points based on suspicious devices and communication patterns.
The fourth objective was to test the developed models with some traditional performance measures. The confusion-matrix evaluation helped with a detailed assessment of the RF classifier, and the benchmarking of different classifiers yielded the insight that classifier selection plays an important role in the classification performance.
[bookmark: _Toc240651188]6.3 Key Findings, Contribution and Benefits
One of the main results is that ML can be considered an efficient method to detect NTI (normally thrived) or suspicious network activities on the analyzed TON_IoT data stream. The good performance of Random Forest and XGBoost suggests that ensemble-based methods were good for the selected representation of the network traffic (Tyagi et al. 2024). But more than that, modeling helped the research. However, the main contribution of this is machine learning-based detection in conjunction with basic digital forensic investigation. The developed workflow continues even if a connection is defined as an unauthorised one. Rather, predictions are transformed into insights at the network level, which can be reviewed by the type of attack, the traffic characteristics, destinations as well as the activity of devices. Based on this, a more valuable security workflow is provided, which allows analysts to shift from a focus on suspicious traffic to a focus on behaviour associated with the suspected device.
[bookmark: _Toc240651189]6.4 Limitations
There are some limits to be recognised, in spite of the good results. This is the greatest limitation that is alluded to, which is generalisation. The extremely high classification performance achieved was on the TON_IoT dataset, and information related to device roles within that dataset could be a factor, as some IP addresses may include information within this dataset. The behaviour-only experiment helped alleviate this concern because strong performance did not drop away when IP features were removed; however, this does not fully establish that performance would be the same in a different operational network.
Another constraint is the fact that the current assessment is not a truly independent external validation. The methodology points to the need to create a new data set that is free from training or model selection, while the present paper uses the test set as an exercise unreal data test. Reported performance will need to be independently validated to have continued generalisability to other networks.
[bookmark: _Toc240651190]6.5 Recommendation and suggestion for future work
As a first recommendation, it is required to independently validate on other IoT/IIoT datasets and with traffic gathered from separate operational situations. This would give better insights in terms of generalisation, robustness, and reliability of the Random Forest and XGBoost models.
Secondly, more attention is required in the future to be paid to behaviour-based detection. The findings of the behaviour-only experiment suggest that protocol, packet, byte, port, and flow-duration characteristics could also be useful, and are not just reliant on the IP addresses. Creating a model with these features would decrease the likelihood of learning the identity of the devices in the learning dataset.
Third, Flaske's prototype should be expanded to real-time network monitoring. Besides, future implementations could have live network-flow data and give automatic warnings as soon as suspicious activity is detected (Fatima et al. 2023). This would make it more useful for ongoing security monitoring than at the back end.
Fourth, the forensic aspect should be enriched with other evidence sources like packet capture capability, firewall logs, and authentication logs in network device logs. This would enable investigators to create a more accurate understanding of the suspicious activity and make it easier to provide evidence for cases of incident response.
[bookmark: _Toc240651191]6.6 Final Conclusion
The study proved to be successful in demonstrating the potential of machine learning-based network classification in forensic investigation to detect unauthorised devices for IoT/OT. The four research goals were tackled in a structured way that centered on security analysis, preparing the datasets, applying feature engineering, comparing different machine learning algorithms, developing the device detection algorithms, examining the generated malware, and deploying an experimental prototype. The performance of models on the analysed dataset was particularly high for Random Forest and XGBoost, while the forensic stage illustrated the importance of being able to interpret the models' classification results as a piece of evidence to infer suspicious devices and suspicious communication patterns. The study is thus applicable for enhancing further the Intelligent IoT/OT security monitoring. The high experimental performance must be interpreted with caution, however, as independent network validation and evidence collection on the operational performance are still required. 
[bookmark: _Toc240651192]

Chapter 7: Reflection
Working on this project was also a very good learning opportunity as I learned to correlate two aspects of my studies: machine learning and cybersecurity, dealing with unauthorized devices and network traffic. This was a project that, prior to doing this, I knew little about other than it was a way to make predictions on data using machine learning. This work led me to think more about the use of machine learning in network security, including the ability to detect suspicious traffic and assist in network forensics.
Learning how essential data prep is was one of the top lessons I took away from the course. With the IoT network traffic dataset, I discovered that collecting and preparing the data before training the machine learning model is a significant factor in how good your model will be. I had to make some important considerations here: how to deal with duplicate records, how to deal with missing values, categorical variables, and feature representation. This gave to me insight that pre-processing is not only a technical but an integral part of developing a robust machine learning solution.
Looking at and comparing various machine learning classification algorithms was really helpful in learning a lot too. Decision Tree, Random Forest, Support Vector Machine, K-Nearest Neighbours, Naïve Bayes and XGBoost were tested on the project. This was useful for me to realize that you shouldn't take any algorithm at face value. They have to be measured based on appropriate measures like accuracy, precision, recall, and F1 score. In my comparison, Random Forest and XGBoost were more effective the good thing is these ensemble models are suitable not only for this set of data but also for others.

The other important learning point was how to differentiate classification from forensic analysis. From the start, I perceived the aims to be the successful prediction, more than anything. The forensic stage, however, taught me there is much more to be gained by further investigation of the outcome of a classifier. The analysis of suspicious connections highlighted the IP address of 192.168.1.30, which was named SOURCE_ACTIVE, as being especially significant and linked with a number of attack categories such as DoS, DDoS, password-related attacks, scanning and injections. This was a great way for me to see how the outputs from the machine learning can be used to help inform the investigation of potentially suspicious behaviour, rather than just a model score.
The project helped me understand what can and cannot be done and how to be responsible about an interpretation. I did not think the high performance achieved on the evaluation data was necessarily representative of the behavior in a real network because of the pervasive effects on network performance of biases introduced by data sets that are not the same as those found in practice. The strong results may be due to the IP address/label relationship that exists in the dataset. This concern was addressed in part with the behaviour-only experiment, although it would be advisable to conduct an independent experiment using a different network set that had not been seen before.
All in all, this project helped build my technical skills as well as my analytical skills. Hands-on experience in the preprocessing of data, the training, comparison, and testing of ML model performance, and the interpretation of the model's predictions in terms of cybersecurity. Most importantly (as I learned), LMS in cybersecurity should not just be limited to classifying a machine learning system. It should also be able to offer interpretable evidence that can feed into subsequent investigation and decision-making. The exposure to the real-world problem has bolstered my confidence and ability to employ machine learning in real-world cybersecurity (RWC) challenges and helped me to consider the implications of setbacks in model performance, not just considerable numerical results.
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6 _clean = of.copy()

before - df_clean.shapele]

f_clean - 0f_clean. drop_duplicates()

after - af_clean.shapele]

print(f"Renoved {before - after) duplicate rows ({before} -> {after))")
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# TON_IoT uses *-" as a placeholder for missing/not-applicable values in object columns.
# Replace with a proper NaN then handle appropriately.
6¢_clean = 6f_clean.replace(*-", np.nan)

missing_summary = df_clean.isnull().sun()

missing_sunmary = missing_summary[nissing_summary > o].sort_values(ascendingsralse)
print("Coluans with missing/placeholder values:")

print (missing_sunmary)
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# For categorical colums, missing means "not applicable” (e.g. no SSL/HTTP/DNS involved in that

# comnection) -- this is meaningful information, not noise, so we £ill with an explicit ‘none’ category

# instead of dropping rows (dropping would discard a large share of the dataset).
categorical cols = ¢f_clean. select_dtypes(include=['object"]).columns. tolist()

for col in categorical_cols:
df_clean[col] = of_clean(col].fillna( none’)

# Mumeric columns: fill any remaining missing values with the colum median.

nuneric_cols = df_clean.select_dtypes (include=(np.nunber]) .columns. tolist()
for col in numeric_cols!

5 ¢f_clean[col].isnull().sun() >

6F _clean(col] = df_clean[col].

i11na(df_clean[col].median())

print("Renaining missing values after cleaning:”, df_clean.isnull().sun().sun())
print("Finel cleaned dataset shape:”, df_clean.shape)
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selected_features = [
*src_ip’, 'src_port’, ‘dst_ip', 'dstport’, ‘proto’, ‘service’,
‘duration’, 'src_bytes', ‘dst_bytes', 'comn_state’, ‘missed_bytes’,
*sre_pkts’, 'src_ip_bytes', ‘dst_pkts’, ‘dst_ip bytes

1

target_col = ‘label’
type_col - "type' # kept only for forensic analysis later, not used to train the model

model_of - df_clean[selected_features + [target_col, type_coll].copy()
model_cf.head ()
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# Encode categorical features (src_ip, dst_ip, proto, service, com_state) to nuneric form.
: Labelencoders are stored so we can map encoded values back to original IPs/protocols during
¢ the forensic analysis stage.

cat_features = ['src_ip’, 'dst_ip’, ‘proto’, 'service’, ‘com_state']

encoders = (}

for col In cat_features:
le - LabelEncoder()
rodel_df[col + *_enc'] - le.Fit_transforn(nodel_dflcol].astype(str))
encoders(col] = le

feature_cols = ['src_ip_enc', 'src_port’, ‘dst_ip_enc’, ‘dst_port’, ‘proto_enc’, ‘service_enc’,
‘duration’, "src_bytes', 'dst_bytes', 'conn_state_enc’, 'missed_bytes',
*sre_pkts’, 'src_ip_bytes', ‘dst_pkts’, 'dst_ip bytes']

model_df[feature_cols]
model_df[target_col]

brint("Feature matrix shape:”, X.shape)
brint(“Target vector shape:”, y.shape)
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Gef evaluate_model(nane, y_true, y_pred)

acc = accuracy_score(y_true, y_pred)
prec - precision_score(y_true, y_pred, zero_division-e)
rec = recall_score(y_true, y_pred, zero_division=0)

#1_score(y_true, y_pred, zero_division=a)
resultsname] - {"Accuracy’: acc, “Precision’ prec, 'Recall's rec, ‘Fl-score’s f1}
print(f*--- {nane} ---")
print (classification_report(y_true, y_pred, target_nane:
return acc, prec, rec, f1

*Authorised (6)', ‘Unauthorised (1)'1))
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dt_model = pecisionTreeClassifier (randon_state=RANDON STATE)
dt_nodel. it (x_train, y_train)

Gt_pred = dt_model.predict (x_test)
evaluate_model(‘Decision Tree', y_test, dt_pred)
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rf_model = RandomForestClassifier(n_estinators=28, random_state-RANDOM_STATE, n_jobs=-1)
rf_model. it(x_train, y_train)

r¥pred = rf_nodel.predict(x_test)

evaluste_model(*Randon Forest’, y_test, rf_pred)
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svm_model = LinearSVC(random_state=RANDOM_STATE, max_iter=seee, dual=False)
sun_sodel £1t(X_train_scaled, y_train)

sun_pred = svn_model.predict (x_test_scaled)

evaluste_model(‘sv', y_test, svm_pred)
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knn_model = KneighborsClassifier(n_neighbors=S, n_jobs:
knn_sodel.£1t(x_train_scaled, y_train)

knn_pred = knn_nodeL.predict (_test_scaled)
evaluste_model ("', y_test, knn_pred)
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nb_model = Gaussiankg()
1LE(x_train, y_train)

b_pred = nb_model.predict (x_test)

evaluste_model(‘Nizive Bayes', y_test, nb_pred)
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xgb_model = XGBClassifier(
'n_estinators-200, use_label_encoder=ralse, eval_metric-'logloss’,
Fandon_state-RANDOW_STATE, n_jobs=-1

)
Xgb_model. Fit(x_train, y_train)

xgb_pred = xgb_model.predict (x_test)
evaluste_model('XGaoost’, y_test, xgb_pred)
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detection_results = test_meta.copy()
detection_results['predicted_label'] = best_pred
detection_results[‘actual label'] = y_test.ualues

#lagged_unauthorised = detection_results[detection results('predicted label'] == 1]
print(f'Total test connections: {len(detection_results)}”)

Print(f'Flagged a5 UNAUTHORTSED: {len(flagged_unauthorised)}")

print(f'Flageed as authorised (normal): {(detection_results['predicted_label'] == o).sum()}

#lagged_unauthorised.head(10)
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# Attack-type breakdown of flagged devices (using the ground-truth 'type’ column, held out earlier,

# purely for interpretability/forensic explanation ~ NOT used to train the model).

plt. Figure(figsize=(10,5))

Sns. countplot (y="type', data=Flagged_unauthorised,
‘order=#lagged_unauthorised["type'].valus_counts(). index)

PIt.title("attack-type Breakdown of Flageed (Unauthorised) Devices')

PIt.xlabel(“Number of Flagged connections’)

pIt.shou()
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1. Setup — Install & Import Libraries
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image46.png
WEB APP

© ron soegie.colas taport files
wploaded = files.uplosd() # choose app.py

- oS crosen Upload widget s oy avatable when thecellhasbesn executed i the curent browsersessin. Pleasefern i cal 1o anable
Saving opp.py 10 s50.p

Ipip 1nstall -q Flask scikit-Learn xgboust pandss nuspy satplotlib sesborn cpenat
Iopn 1nsta1l -g Localtumel

changed 22 packages 1n 15

53 packages are Looking for funding

Leport. subprocess, tine, urllis. request, re

1. Stop any previous run cleany
or var in (~Flask_process”, “tumel_process”
P = slobels()-getvar)
£ 15 ot e
p.terainate()
except Exception:
pass
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