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The integration of artificial intelligence (AI) into healthcare has significantly improved efficiency, diagnosis, and patient care. However, it also introduces serious cybersecurity risks, including data breaches, ransomware attacks, and threats to patient privacy. This study examines the key internal and external cybersecurity threats faced by healthcare organizations and evaluates existing policies such as the Health Insurance Portability and Accountability Act and the General Data Protection Regulation. While these frameworks provide strong data protection, they often fall short in addressing AI-specific challenges. The paper also explores mitigation strategies, including technical controls, security policies, and staff awareness, to reduce risks. It concludes that updated and more comprehensive regulatory frameworks are necessary to ensure the secure and ethical use of AI in modern healthcare systems.
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Cyber security is the practice of protecting digital information on platforms such as the internet, mobile devices, web applications, social media, and computer systems. Every day, a large amount of data is created through banking, business activities, and online communication. This data must be protected to keep sensitive information safe. The term “cyber security” combines “cyber”, which refers to digital systems, and “security”, which means protection. The main principles of cyber security are confidentiality, integrity, and availability (CIA). These ensure that data is kept private, remains accurate, and is available when needed. To protect data effectively, organisations use different security mechanisms, policies, and standards. These help reduce risks and improve data privacy and protection. [1]
 
 
Choosing a security policy involves balancing costs and benefits. This requires estimating benefits, understanding costs, and deciding on an appropriate trade-off. All three elements are important and can be developed independently. This work links the evaluation of cyber security policies to the Common Vulnerability Scoring System (CVSS), which provides standardised methods for assessing security vulnerabilities. In particular, the environmental score reflects how severe a vulnerability is within a specific system. Environmental scores are linked to security controls and calculated for a set of vulnerabilities to estimate the overall benefit of a policy, referred to as the policy score. The policy score uses weights assigned to security controls based on expert judgement. This approach allows qualitative decisions to be expressed in a structured, quantitative way, while remaining adaptable to different scenarios. [2]
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Internal threats

Internal risks within healthcare organizations include the theft of sensitive credentials such as computer passwords, which represents a critical threat. Unauthorized access may also occur through stolen physical access tools, including passkeys to restricted rooms (medium risk) and ID badges (critical risk). In more sensitive areas, such as pharmacy dispensing rooms, the theft of biometric data poses a high risk. Additionally, there is a significant risk associated with employees or contractors misusing patient information. Data loss caused by insiders, whether accidental or deliberate, is also a concern and is typically considered a medium-level risk.


External threats

External risks to healthcare organizations include relatively lower-level threats such as phishing and spam emails. However, more serious dangers exist, including ransomware attacks, which are considered critical. There are also moderate risks linked to other cyber threats involving email systems and patient data. In addition, unauthorized access by third parties can lead to the theft of patient information, particularly through vulnerabilities in cloud storage systems, which is a critical risk. Similarly, data leaks arising from the authorized use or sharing of patient information can expose it to external parties, posing a high-level risk.

Risks that may arise from both internal and external sources include the loss or theft of equipment or sensitive data, which is considered a critical threat. In addition, cyberattacks targeting connected medical devices also pose a critical risk to healthcare organizations. [3]
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Artificial intelligence integration in the healthcare industry is heavily influenced by cybersecurity laws and healthcare legislation. The regulations governing the use of technology like telemedicine, medical devices, and AI systems are referred to as digital health policy. In the United States, the Health Insurance Portability and Accountability Act (HIPAA) established an important framework for safeguarding patient privacy and data confidentiality. However, it was introduced before AI became widely used in healthcare. Because of this, even though HIPAA concentrates on safeguarding personal identifiers, it falls short in addressing AI-related issues including the possibility of re-identifying anonymised data. When private organisations manage data, this issue becomes more serious because patient confidentiality may be jeopardised by laxer privacy regulations.
Despite these limitations, existing policies still provide a strong foundation for regulating AI-driven healthcare systems. Similarly, the European Union’s General Data Protection Regulation (GDPR) emphasizes data protection and privacy. It partially addresses AI by restricting fully automated decision-making involving health data unless explicit consent is provided. In addition, newer regulatory efforts such as the AI Act aim to complement existing frameworks by creating more comprehensive legal structures for the development and use of AI technologies. By building on current regulations, governments and institutions can adapt policies to better suit the evolving digital healthcare environment.
With many global regulations already in place, it is important to evaluate how effectively they apply to AI in healthcare. While frameworks like HIPAA and GDPR help manage and protect patient data, they do not fully resolve challenges associated with large-scale data analysis by AI systems. At the same time, there are growing opportunities in areas such as integrating electronic health records across providers, investing in health data science, generating diverse and unbiased datasets, advancing AI and robotics, and encouraging collaboration between public and private sectors. However, the adoption of health information technologies also raises ethical concerns and potential risks. To address these issues, strong regulatory frameworks are needed to oversee the development, deployment, and management of AI systems, while ensuring their safe and ethical use.
Improving interoperability between AI systems is another key priority for many countries. Enhanced interoperability can lead to more efficient healthcare delivery and better patient outcomes. However, achieving this must be balanced with maintaining strict data security standards. Policymakers face the challenge of protecting sensitive health information while still encouraging innovation in AI, an issue that is not fully addressed in many current digital health policies.
In addition to interoperability, transparency and accountability remain significant concerns. Regulations regarding liability for AI systems are often unclear, leading to inconsistencies in legal decisions. This lack of clarity can reduce trust among healthcare professionals when using AI-generated recommendations. Since multiple stakeholders are involved, including clinicians, healthcare organizations, and technology developers, it is important to clearly define responsibility. For instance, clinicians may be held accountable if they misuse AI outputs or fail to meet standards of care, while developers may be responsible for faults in the technology itself.
Furthermore, many AI systems lack transparency, making it difficult for healthcare professionals to fully understand or evaluate their outputs. This increases the complexity of assigning responsibility when errors occur. Limited training for clinicians and insufficient awareness among patients further complicate the issue. As a result, the current system places a significant burden on healthcare providers while directly impacting patients. Overall, there is a clear need for improved digital health policies and cybersecurity regulations. Regulatory bodies must invest in developing clearer, more comprehensive guidelines to ensure the safe, ethical, and effective use of AI in healthcare systems. [4]
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Effective password management is a key tactic for lowering cybersecurity threats. Only users who are properly authenticated using secure login credentials should be allowed access to healthcare systems and sensitive data (Bhuyan et al., 2020; Dias et al., 2021). However, a lot of individuals make weak or simple-to-guess passwords, which makes them more vulnerable. Healthcare organisations should encourage staff members to use strong passwords and, if needed, enforce this practice (Bhuyan et al., 2020; Dias et al., 2021).
Several steps could be part of a thorough password security strategy (Dias et al., 2021; Elhoseny et al., 2021; Jalali & Kaiser, 2018; Nunes et al., 2021):
• Demanding passwords that incorporate special characters, numerals, and capital and lowercase letters
• Maintaining account security by enforcing frequent password changes
• To lower the danger of exploitation, software and medical devices should not employ hard-coded passwords.
• Informing users of the dangers of disclosing passwords to third parties. [5]
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Preparation, detection and analysis, containment, eradication and recovery, and post-incident operations comprise the structured process of security incident response (IR) [12,13,14,28]. Building the organization's capacity to react to incidents successfully is the main goal of the preparedness phase. Communication channels must be established, hardware and software resources must be prepared, network diagrams must be created, security measures must be established, and reaction methods must be predetermined.
Organisations use indications and warning signals, such as information from log files, intrusion detection systems, and antivirus software, to spot possible security incidents during the detection and analysis stage. However, because so many warnings are generated every day thousands or even millions, it can be difficult to effectively identify and evaluate these occurrences.
Once an incident is identified, containment is typically the next step to limit damage and reduce the impact on operations before moving on to eradication and recovery. Organizations often use predefined containment strategies to manage this stage efficiently. After resolving significant incidents, it is important to conduct a “lessons learned” session involving all relevant stakeholders. This helps improve future response efforts and strengthens overall security measures [14,30].
A proactive incident response approach can be developed by aligning the National Institute of Standards and Technology (NIST) framework with cyber threat intelligence (CTI) advisories gathered from sources such as US CERT and industry best practices.
By integrating CTI into the incident response lifecycle, organisations can make more informed decisions. This allows them to apply relevant threat insights to their own processes, strengthening the security of their networks, systems, and applications against potential attacks. [6] 
Flowchart 
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Participants were split into two groups: a control group that received conventional awareness training, such as PDF materials and yearly e-learning modules, and a test group that engaged in a newly developed cybersecurity training program. This updated program incorporated four key teaching elements: tailored learning paths based on roles, gamified phishing simulations, interactive scenario-based activities, and systems for providing real-time feedback.
The training materials were designed using principles of cognitive load theory and experiential learning, with content customized to reflect threats specific to each sector. Delivery was carried out through a cloud-based Learning Management System (LMS) with adaptive features, allowing continuous tracking of learner progress, understanding, and behavioural patterns.  [7]
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Cybersecurity remains a critical concern in modern healthcare, especially with the increasing use of artificial intelligence and digital technologies. While systems have improved efficiency and patient care, they have also introduced significant risks such as data breaches, ransomware attacks, and misuse of sensitive information. Existing regulations like the Health Insurance Portability and Accountability Act and the General Data Protection Regulation provide a strong foundation for data protection, but they do not fully address emerging challenges related to AI.
To effectively manage these risks, healthcare organizations must adopt stronger security measures, improve staff awareness, and implement proactive monitoring and response strategies. In addition, regulatory frameworks need to be continuously updated to address evolving threats and ensure clear accountability. A balanced approach that supports innovation while protecting patient data is essential for building a secure and trustworthy healthcare system.
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