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[bookmark: _Toc33799229]1.0 Introduction
The purpose of the report explains the importance of personal information protection for a company, the risk of database leakage, how to improve the protection of user information and data and give some suggestion of user information protection. 
Facebook is an online social media company and is based in Californian. It was founded by Mark Zuckerberg and his four roommates and schoolmates. The initial purpose of Facebook was to help Harvard college students connect. In a month, Facebook open for other Ivy League students. In 2006, Facebook opened to membership of anyone over the age of 13. In 2012, more than one billion users share photographs, post comments, chat live and watch short-form video. Facebook becomes the most popular social network in the world. Facebook has more than 2.3 billion monthly active users in the first quarter of 2019. (Hutchinson, 2019) In 2012, Facebook announced the acquisition of Instagram. In 2014, Facebook announced the acquisition of WhatsApp and Oculus.
Facebook has serious issues of database leakage. In 2015, Ted Cruz’s presidential campaign. He uses the Cambridge Analytica to collect millions of unwitting US Facebook users' personal data to analysis psychographic profiles of citizens to help win Ted Cruz votes. In July, US regulators announced a $5 billion fine to Facebook (Davies, 2015). In 2018, the security breach of Facebook had exposed the personal information of approximately 50 million users and this it is the largest in the company’s 14-year history. (Isaac and Frenkel, 2018). In December 2019, there are more than 267 million Facebook user IDs, phone numbers, and names were exposed in the website, anyone can access without any other authentication. In September 2019, more than 419 million records that include phone numbers and Facebook IDs databases were exposed (Bischoff, 2019). A larger amount of personal information leakage makes personal privacy cannot be protected and criminals may use this personal information for illegal activities. Because of the personal database leakage, more and more users do not trust Facebook and the profit of Facebook drops by 16% in 2019. Facebook's brand value dropped from 8th place in 2017 to 14th place in 2019 and Its brand value is reduced by about $ 40 billion.
[bookmark: _Toc33799230]2.0 Project Justification
In this section, the researchers explain the aim and objective of the report, why they should study this issue, and conduct a SWOT analysis of the organization.
[bookmark: _Toc33799231]2.1 Aim and Objectives
This project aim is knowing the importance of personal information protection and improving the protection of personal information and data.  
The SMART objectives of this report are following
	Specific
	To identify the reason for database leakage and its effects and losses. 

	Measurable
	Facebook can establish a supervision department that can manage the other department how to use the customer’s information and release reports regularly.

	Achievable
	Facebook can encourage staffs when they find the security breach and report it. 

	Realistic
	Facebook can build a more secure data management system.

	Time-bound
	The new database management system should complete in 2 months.


Table 1: SMART Objectives
[bookmark: _Toc33799232]2.2 Rational
According to a recent Pew Research Centre study, there are 64% of Americans who have experienced personal information leaks. 41% of them experienced fraudulent charges on credit cards. 35% had their sensitive information (such as an account number) compromised. 13% had someone has taken over their social media account. 14% had someone want to use their name to take outlines of credit or loans (Smith, 2017). The leakage of personal information and data is making some troubles and property damage for users. According to the U.S. Department of Justice, the credit card data theft has exploded, increasing by 50% from 2005 to 2010 and the victim can spend years trying to resolve bad debt that causes by the credit card data was exploded (Anderson, 2013). Facebook as the Most Popular Social Networking Site and there are over 2.3 billion active users as of the first quarter of 2019. They have personal information and data for all users. It is very important for Facebook how to effectively protect users' personal information and data and prevent data leakage. 
The researcher uses the SWOT analysis to analyse Facebook. The strengths of Facebook: Facebook is the biggest and leading social media in the world. Facebook has a large number of users the advertisement revenue of Facebook is 20.7 billion dollars in the fourth quarter of 2019 (Facebook, 2020). Facebook Inc has many other famous social media such as WhatsApp, Instagram, and Messenger. Facebook has the best human resource management; employees are willing to work for Facebook. The other strength is every year Facebook invest a lot of money on research and development. In 2019, Facebook’s expenditure on research and development was 13.6 billion dollars (Facebook, 2020).  The weakness of Facebook: customers privacy and database leakage has become a main issue challenging in the internet industry. Facebook has a low level of product and service diversification and the company's vast majority of its revenue comes from advertising, which will increase market risk. Facebook's investment in Research and Development above the industry average, but it still cannot compete with industry leaders. Facebook's profitability is below the industry average. The opportunities of Facebook: Facebook can launch new products and services from the development of new technology to attract more users. In 2014, Facebook acquired Oculus VR for $ 2 billion. Facebook can increase its investment in VR technology and gain a competitive advantage in this emerging market. (Sun, 2016) Facebook can also expand its business into other related areas through its technological advantages. The threats of Facebook: the competitive threat is rising. More and more tech companies such as Apple, Amazon and Google are putting more competitive pressure on Facebook. Facebook's operating costs are getting higher and higher. Facebook's operating costs rose to $ 46.7 billion in 2019. (Facebook, 2020)
In general, Facebook has some advantage in the market. It is the biggest and popular social media platform, but it also has many problems such as database leakage and user privacy. Facebook face many competitive threat and cost control issues. However, Facebook can attract more users by innovating and expanding related industry.





[bookmark: _Toc33799233]3.0 Business Case and Project Approach
In this section, the researcher explains what benefits the research will bring to the company, summarizes some relevant literature on the issue, and explains some limitation in the process of completing the report.
[bookmark: _Toc33799234]3.1 Benefits to the organisation
Facebook's protection of user information and data, which is a basic social responsibility as a technology company. It is very important for Facebook to establish a complete information security system because only social media that can protect the privacy of users can be trusted by users, and the company can keep the profit. Nowadays personal information and data are becoming more and more important, and many people make huge profits by selling stolen personal information. Criminals also commit themselves to illegal activities through illegally obtained personal information and the lack of serious damage to users' property and reputation. Facebook's protection of user information is also a protection of user property. Facebook protects users’ information and data well that also is the protection of company’s reputation because Facebook has a high brand value and its brand value is $39.9 billion in 2019 (Niu, 2019). 
[bookmark: _Toc33799235]3.2 Background Literature
Here are some articles from related books, websites and published reports. According to a study by Po-Ching Lin and Pei-Ying Lin (2016), millions of people use online social networks (OSNs) connect with others such as Facebook. Some users are unwilling to disclose personal information on their personal pages because they worry about the information leakage. However, their friends may inadvertently reveal that. The researchers use J-measure based on the friends’ Facebook pages and groups to find birthdays and educational background of Facebook users, J-measure estimates the accuracy of the birthday of 92.0%, and the accuracy of educational background is 86.3%. The authors recommend the use of sanitized strategies to avoid private information leakage. 
After the Facebook–Cambridge Analytica data scandal, Facebook Chairman and CEO Mark Zuckerberg was asked to participate in testimony to Congress and Congress also asked him many key questions. For example, how can we be absolutely sure this situation never happens again? Zuckerberg said he will take responsibility for these problems and gives credible assurances such problems won't happen (Lipman, 2018).
In book Advances in Information Systems and Technologies，Facebook is a platform for third-party developers to run applications, which can provide users with other services and functionality. Third-party applications can access the user’s information that may lead to information leakage and privacy risks, and Facebook still lacks control in the existing mechanisms. The authors suggest that improved framework allows TPAs to utilize some of the users ’data according to their classification authority to mitigate users’ information leakage (Kavianpour, Ismail and Shanmugam, 2017).
In the book, A Survey of Data Leakage Detection and Prevention Solutions said the number and the loss of the leakage incidents increases, the information and data Leakage poses a serious threat to companies and organizations. Data leakage prevention (DLP) has been studied in academic research and practical applications. The proposed taxonomy characterizes the DLP solution according to various aspects such as the leakage source, the state of the data, the leak channel, the deployment scheme, the prevention and detection methods, and the measures taken against the leak. In the end, the authors do some case studies of data leakage and give some relevant and applicable solutions (Shabtai, Elovici and Rokach, 2012).
[bookmark: _Toc33799236]3.3 Potential Limitations 
In the process of the project, researchers may not understand the technical terms and vocabulary of IT when reading related professional literature. This may affect the collection of information. Secondly, researchers could not find the details of Facebook's existing protection of user information and data. Thirdly, the report lacks reliable data, and the conclusions that researchers cannot draw from data analysis reports are unconvincing. Finally, researchers do not have enough time to complete the investigation of primary data and can only rely on existing research reports for analysis. This will affect the final solution to the issues.  
[bookmark: _Toc33799237]4.0 Research Methodology
This section explains what research model this report uses. The research model includes Primary research and Secondary research. Primary research is a research method that researchers use to collect data by themselves rather than relying on data collected from previous research. the primary research methods are interviews, online surveys and focus groups. Secondary research is a research method and though summarizing and collating existing data to increase the effectiveness of research. (Doyle, 2011) Secondary research includes research books, periodical and published reports that can be made available by public libraries, websites and database. The benefit of secondary research is more cost-effective than primary research and less time-consuming process. 
In this report, the researchers used secondary research to obtain data and information by consulting related books, websites and published reports. Researchers get some conclusions by collating and analysing existing information and data.

[bookmark: _Toc33799238]5.0 Project Plan
In this section, researchers use Gantt charts to represent the schedule of this plan. This project is hoping to improve the protection of personal information and data. It will start on the 3rd of February. and the final project will be written up and completed by May 8th.
In the first week, we identified an organization and organizational issues to study. Take another week to find information about the organization. Then spend a week to learn about the organization's issues. Researchers make a plan for this report. After that, it took two or three weeks to collect secondary research. After completing the data and literature collection, the researcher will spend a week to organize the data and literature. Researchers also need to analyse existing data, which will also take a week. After that, it will take two weeks to complete the first draft of the report. After finishing the draft, the researcher will make some changes. Finally, the last week finish the final report.
 
Table 2 Gantt chart
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