INDEPENDENT PROJECT -   Final Report – 55%

	Student Name:
	Thomas Reynolds

	Title of Project:
	Develop a Network Traffic Scanner to Improve Security 

	Supervisor:
	Simon Thomas

	2nd marker: 
	Munyaradzi

	Course:    
	☐ Applied Computing    
☒ CNC   
☐ DIS     
☐ Software Dev   
☐ Games Dev    

	Project Type:    
	☐ Experiment     ☒ Development          (please indicate)


		                           
	
	Mark %

	First Marker’s General Comments and Original Mark
This project successfully delivers a working network traffic scanner capable of detecting several common forms of malicious network activity through packet analysis and behavioural monitoring. The practical implementation is fit for purpose and demonstrates a solid understanding of networking concepts, Python development and cybersecurity testing methodologies. The limitation is the presentation of the research and critical evaluation of quantitative analytics.
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This is an excellent piece of work that clearly demonstrates a significant amount of effort and commitment throughout the project. The depth of research, development, and analysis is evident. However, there is still some scope to improve the overall quality and presentation of the report to better reflect the high standard of the work undertaken.
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	Survey
	Review
	Experiment
	Development

	1.Engagement with Literature Skills
	
	
	
	

	Introduction
	/5
	/5
	/5
	3/5

	Literature Review
	/20
	/35
	/20
	11/15

	Comments:
The abstract is well written; however, it contains more detail than is typically required for a summary section. The contents page is included, but it would have been beneficial to include key section headings in addition to the chapter titles. The introduction could have been expanded to provide more background to the study before introducing the main aim of the project, supported by appropriate in-text references. The literature review covers relevant themes related to the project, although the chapter would have benefited from a clear introduction and conclusion. In addition, there was scope for stronger critical analysis of the sources and findings discussed.
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	Review
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	2. Knowledge and Understanding Skills
	
	
	
	

	Methodology
	/5
	/5
	/5
	3.5/5

	Survey Design
	/15
	 -
	 -
	 -

	Requirements/Design
	 -
	 -
	 -
	3.5/5

	Comments:
You identified and described an appropriate research philosophy; however, including a visual representation could have provided greater clarity. You also proposed the Waterfall model, but you could have gone further by explicitly stating and detailing the project requirements within the context of the chosen methodology.
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	3. Cognitive and Intellectual Skills
	
	
	
	

	Results & Discussions
	/25
	/25
	/25
	18/25

	Conclusions and Recommendations 
	/10
	/10
	/10
	9/10

	Comments:
You presented your results alongside the challenges you encountered and explained how you addressed them. You also did a good job of interpreting the results and discussing their significance. However, incorporating more visual elements, such as charts or diagrams, could have reduced the amount of text and improved the overall presentation. You concluded the project effectively by providing a clear summary of the work undertaken and offering relevant recommendations for future development and research.
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	4. Practical Skills
	
	
	
	

	Development
	 -
	 -
	 -
	10/15

	Experimental Design
	 -
	 -
	/15
	 -

	Comments:

You explained the core pieces of code required for your software. However, your flowcharts focused more on the functionality of the software rather than on the actual design and architecture of the system itself.
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	5. Transferable Skills for Life and Professional Practice
	
	
	
	

	Reflection
	/10
	/10
	/10
	8/10

	Quality of Report
	/10
	/10
	/10
	6/10

	Comments:
You demonstrated good reflection on the project and showed evidence of learning from the challenges encountered. However, the overall quality of the report was a weak area. Key section headings were missing from the contents page, figures were not properly labelled, and there were several formatting inconsistencies, including the use of italicised text where it was not appropriate. Addressing these issues would have significantly improved the professionalism and presentation of the report.







