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Abstract
This report discusses the information security, governance, and compliance risk issues of FinSure Bank (FSB), an online-based financial institution on a cloud. Quick growth, the BYOD movement, and dependency on third-party infrastructure have made business more vulnerable to cyber attacks, information breaches, and legal liability. Among the major frameworks assessed in the paper are International Organisation for Standardisation, National Institute of Standards and Technology, COBIT, and Information Technology Infrastructure Library, which are identified as involving the enhancement of security and governance.
A hybrid framework is suggested to be involved with risk management, operational security, and governance practises under the support of the policies, protection mechanisms, and compliance strategies. The results highlight the value of ongoing regulatory changes, especially regarding the General Data Protection Regulation, and increasing the resilience and confidence in the financial services. Although the proposed solution provides a holistic, scalable solution, such obstacles as the cost and complexity of implementation still exist. In general, the paper has found that FSB needs an integrated structure that will help in changing its current, disjointed security posture into a solid compliant and sustainable security system.
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The new internet banking development and the growth of cloud-based services have also contributed to the increased security and compliance issues impacting the financial institution like the FinSure Bank (FSB). Its dependence on BYOD and mobile platforms as well as outside infrastructure exposes it to data breakages and cyber-attacks. In this report, the frameworks such as International Organisation for Standards, National Institute of Standard and Technology, COBIT and Information Technology Infrastructure Library are assessed and an integrated approach to enhance governance, risk management, and regulatory compliance is proposed.
[bookmark: _a8zzjopgxyyo][bookmark: _Toc225856475]2. Overview of Security Frameworks and Models
[bookmark: _my88ykncg6l8][bookmark: _Toc225856476]2.1 IT Service and Security Frameworks 
To resolve the broken security posture at FinSure Bank, there are established frameworks that guide the governance, risk management and service delivery in an organised manner. The Information Technology Infrastructure Library emphasises the establishment of the alignment of IT services to the business requirements based on the lifecycle stages involved to service strategy, design, transition, operation, and continuous improvement, making the operations of digital banking reliable (Wang, Zhong and Li, 2022). The advantage of ITIL is that it is process-based in nature thus the process aids FSB to standardise service management, minimise operational disruption, and offer consistency in user support in its cloud-based services.
Especially ISO 27001 provided by the International Organisation of Standardisation, is a risk-based Information Security Management System (ISMS) that is controlled to guarantee data protection, access control and compliance, which is essential in protecting sensitive financial information. Likewise, a flexible framework offered by the National Institute of Standards and Technology is implemented on five central functions (Identify, Protect, Detect, Respond, Recover), which boosts the quality of resilience to cyber threats. Lastly, COBIT focuses on governance and control, which makes IT aligned to organisational goals, regulations and risk responsibility that are necessary in safe, compliant banking organisations (Wulyatiningsih, Mokodaser and Mambu, 2024). COBIT provides the interface between the technical security standards and the executive-level risk management, which FSB board and its regulators desperately require.
[bookmark: _8mqjmli6slhh][bookmark: _Toc225856477]2.2 Comparative Analysis of Frameworks 
A comparative evaluation highlights how different frameworks address FinSure Bank’s (FSB) security gaps across governance, risk, and operations.
	Framework
	Scope
	Focus
	Strengths
	Limitations
	Applicability to FSB

	Information Technology Infrastructure Library
	IT service management
	Operations
	Improves service delivery, supports cloud operations
	Limited security depth
	Useful for managing digital banking services

	International Organization for Standardization
	Information security
	Risk & compliance
	Strong ISMS, supports data protection
	Complex implementation
	Essential for securing financial and personal data

	National Institute of Standards and Technology
	Cybersecurity
	Risk & response
	Flexible, strong threat management
	Not certification-based
	Effective for cyber resilience and fraud prevention

	COBIT
	IT governance
	Governance
	Aligns IT with business goals
	Requires integration with other models
	Critical for governance and regulatory alignment


[bookmark: _8hclhdv3ksxm][bookmark: _Toc225856478]2.3 Visual Models and Diagrams
Visual models facilitate interpretation of organised security implementation to FinSure Bank (FSB). Information Technology Infrastructure Library service lifecycle diagram represents five phases, including service strategy, design, transition, operation, and continued improvement to ensure the efficient and secure delivery of the cloud-based banking services, which is of paramount importance to the management of the digital infrastructure at FSB (Sprintzeal, 2026).
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Fig 1: ITIL service lifecycle diagram
(Source: Sprintzeal , 2026)
According to the International Organisation of Standardisation risk management cycle, a continuous cycle of risk identification, assessment, treatment and monitoring is emphasised. This is a cyclical model that is required to have the FSB deal with the vulnerabilities like the BYOD threats and data security (Advisera, 2026).
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Fig 2: ISO 27001 risk management cycle
(Source: Advisera, 2026)
Moreover, the National Institute of Standards and Technology core functions, which include Identify, Protect, Detect, Respond, and Recover offer a holistic approach to addressing cybersecurity threats. This model improves the capabilities of FSB to avoid fraud, identify breaches, and recover speedily, and develop overall organisational resilience (Mainville, 2025).
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Fig 3: NIST framework
(Source: Mainville, 2025)
[bookmark: _oheykqlrp99][bookmark: _Toc225856479]3. Analysis of FinSure Bank’s Current Security Challenges
The sudden move to adopt digital banking by FinSure Bank (FSB) has demonstrated some level of critical vulnerability to its security system that is posing a significant challenge to its operations and reputation. One of the main areas of concern is the lack of a formal system of governance, whereby there is lack of role definition, inconsistent policy implementation and accountability. Such gaps in the financial institutions risk more regulatory breaches and poor security decision-making.
The incorporation of BYOD makes the issues even more threatening because in most cases personal devices do not have standardised security measures. This puts FSB at risk of malware infections, unauthorised access, and data leakages especially when the employees and third parties utilise sensitive financial systems remotely.
The high dependency of FSB on cloud infrastructure is another vulnerability that brings up other vulnerabilities such as misconfigurations, poor access controls, and over-reliance on external providers. These dangers may lead to massive data breaches unless such risks are adequately monitored.
Additionally, the low adherence to the General Data Protection Regulation can be considered a critical problem, and non-adherence can result in significant financial fines and negative publicity (Noah, Moon and John, 2024). The sensitivity of customer information means that the financial institutions should maintain high standards of data protection.
Lastly, the lack of a systemic risk management approach and defined audits will make FSB fail to detect, evaluate and counter threats in advance. This response stance is especially risky when it comes to the banking field, where cyberattacks, fraud, and insider threats are constantly present and changing, so the proper vigilance of risks must be strong and continuous.
Moreover, FSB is exposed to a major challenge when it comes to audit visibility and log systems. The existing environment does not have centralised security information and event management (SIEM) but the suspicious activities on cloud platforms, BYOD devices, and internal systems are not correlated effectively. The lack of real time monitoring and log retention policies makes the bank find it difficult to rebuild security events and root cause identification, or even to achieve regulatory reporting deadlines. Such lack of forensic preparedness does not only hinder rapid incident response, but also undermines the legal stance of FSB in case a breach of data is being investigated. Therefore, latent movement by attackers are a real risk to the digital resources of FSB.
[bookmark: _khie8yg2it5q][bookmark: _Toc225856480]4. Proposed Security, Governance, and Compliance Framework
[bookmark: _lkxcbqazvyof][bookmark: _Toc225856481]4.1 Integrated Security Approach 
To overcome the lack of a combined security environment at FinSure Bank, a hybrid model that incorporates globally accepted standards will be suggested. Its basis is the International Organisation of Standardisation (ISO 27001) which sets up a risk-based Information Security Management System (ISMS) to safeguard the sensitive financial information and ensure compliance with the regulations (Folorunso et al., 2024). This goes hand in hand with the National Institute of Standards and Technology that works to strengthen operational cybersecurity by the means of its well organised functions, which are Identify, Protect, Detect, Respond, and Recover, improving the capability to withstand fraud and cyberattacks.
COBIT offers governance due diligence to facilitate strategic alignment and accountability that define roles, performance checking, and compliance convergence. Elsewhere, the Information Technology Infrastructure Library assists in delivery of services in a secure and efficient way over the cloud based systems.
Collectively, this combined model allows FSB to have integrated governance, active risk management, and safe service operations within the environment of a complex digital banking.
[bookmark: _75zvh8djdgk][bookmark: _Toc225856482]4.2 Governance Structure
FinSure Bank (FSB) needs to have a formal governance structure to transcend its disjointed security strategy. The security strategy should have a Chief Information Security Officer (CISO), who would ensure that it is aligned with business goals, and requirements of the regulations. The IT team works on the implementation of technical controls, monitoring systems, and keeping the cloud functioning safe, whereas the compliance officers make sure that the rules are followed including the General Data Protection Regulation and in-house policies (Kommidi, Padakanti and Pendyala, 2024). There should be a visible decision-making flow with strategic choices at the executive level, operational choices at the IT management level, and tactical response choices that are dealt with by the security teams. This makes them accountable and quick to respond to incidences.
Also, special security committees, including a Risk and Compliance Committee and an Information Security Steering Committee, should be established to manage the process of risk management, enforcing the policy, and audits (Omolere, 2025). This framework of governance will improve the level of coordination, mitigate any form of insider threats, and enforce strict compliance with the regulations in the digital banking setting by FSB.
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FinSure Bank (FSB) security risks need to be alleviated by having extensive and enforceable policies. Good BYOD policy must outline acceptable use, minimum device security (e.g. encryption, antivirus and remote wiping) and heavy security in authentication to minimise the risks of personal devices using sensitive systems. An access control policy should implement the principle of least privilege, which means that users should only gain access to the data needed by them due to their roles (Wairagade, 2024). This must encompass the multi-factor authentication and role-based access control in order to block unauthorised access and insider threats.
Data protection policy is essential in protecting financial and personal data, which is in line with the General Data Protection Regulation. It must specify data classification, encryption, storage guideline and secure data transfer mechanism to reduce breach and exposure to litigation. Lastly, an incident response policy ought to develop well-defined mechanisms of identifying, reporting, and acting on security incidents (Fathy & Tarek, 2024). This involves specific roles, escalation routes, and recovery measures so that the cyber threats can be contained within the shortest time. All these policies combined build a conducive security environment, minimising vulnerabilities, and increasing regulatory compliance in FSB.
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	Risk Identification
	Likelihood
	Impact
	Risk Level
	Mitigation Strategies

	BYOD vulnerabilities
	High
	High
	Critical
	Enforce device security, MFA, endpoint protection

	Cloud misconfigurations
	Medium
	High
	High
	Regular audits, secure configurations, vendor SLAs

	Data breaches (GDPR)
	High
	High
	Critical
	Encryption, data classification, compliance with General Data Protection Regulation

	Insider threats
	Medium
	High
	High
	Access control, monitoring, staff training

	Cyberattacks (phishing/fraud)
	High
	High
	Critical
	Awareness training, intrusion detection systems


[bookmark: _6r92mramc9u1][bookmark: _Toc225856485]4.5 Compliance and Legal Considerations
To prevent legal, financial and reputational risks FinSure Bank (FSB) needs to focus on compliance. The compliance with the General Data Protection Regulation must be considered paramount with legal data processing, users consent, breach notification, and effective data protection mechanisms (Labadie and Legner, 2023). Any non-compliance can lead to serious fines and customer mistrust.
In addition to GDPR, FSB should be compatible with the international data privacy legislation in the areas of its activity to provide secure data transfer between countries and an equivalent level of protection. This is especially due to its cloud infrastructure, and customers worldwide. Regarding the ethical aspect FSB has an obligation to protect the customer information, ensure transparency and ensure that financial information is not abused. Integration of ethics in the security policies builds trust, promotes compliance and long term credibility of an organisation.
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FinSure Bank (FSB) requires well-developed protection mechanisms to deal with their vulnerabilities to cyber threats. The data at rest and in transit should also be encrypted, so that the sensitive information (financial and personal) is not accessible even in case of its interception or breach. This is especially important considering the cross-border flows of data and the cloud-based infrastructure of FSB. Multi-factor authentication (MFA) enhances access control whereby the access is controlled by one of several factors which minimise the potential likelihood of authorised access by compromised credentials in addition to BYOD environments (Karuppiah, 2025). Personal devices and associated risks must also be controlled through endpoint security. This incorporates device authentication, antivirus, patch management and remote wiping to avoid leakage of information and malware attacks.
Further, identity and access management (IAM), secure configurations, continuous monitoring, and vendor risk evaluation are required types of cloud security controls to reduce misconfigurations and third-party risks (Ang'udi, 2023). All these mechanisms will offer layered security which strengthens FSB to secure the critical assets, eliminate cyberattacks, and ensure that the customers trust the highly-risk digital banking environment.
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In the case of FinSure Bank (FSB), contingency planning is essential to ensure that financial losses and infringement of privacy through cyber-attacks and system failure are mitigated. A healthy disaster recovery plan (DRP) must guarantee the quick recovery of cloud-based systems by means of data back-ups, redundancy, and failover systems (Alozie et al., 2024). Considering the fact that FSB depends on external infrastructure, it is necessary to coordinate with cloud providers in order to ensure recovery time objectives (RTOs) and recovery point objectives (RPOs).
A business continuity plan (BCP) has to make sure that the fundamentals of business banking like transactions, accessibility to customers, and customer support remains intact during the breakdowns (Areo, 2024). This is in the form of predetermined processes, alternate access routes and consistency in testing to ensure operational resiliency. There is also a need to address cyber threats through a structured incident response lifecycle which includes preparation, detection, containment, eradication, recovery and lessons learned. This will allow FSB to react quickly on breaches, minimise damages, and constantly enhance security practises.
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In the case of FinSure Bank (FSB), a clear Service Level Agreement (SLA) is fundamental to service risks due to its intensive use of off-premises cloud providers and third parties. Security expectations should be clearly stated in SLAs such as data encryption, access controls, incident reporting schedules, and continuous monitoring because providers need to comply with high banking security standards (Kommidi, Padakanti and Pendyala, 2024). This becomes very important to avoid any breaches based on misconfigurations or weak vendor controls.
The SLAs should have effective third-party risk management where frequent security assessment, compliance certification, and audit rights have to be applied. This is to make sure that contractors and partners who use FSB systems through BYOD subscribe to the same security measures. As well, SLAs need to have performance and compliance provisions, indicating the guarantee of uptime, recovery goals, and compliance with various regulations, including the General Data Protection Regulation. Punishment in case of non-observance should be established too (Tiitto, 2025).
[bookmark: _lex46ny456if][bookmark: _Toc225856489]5. Critical Discussion: Importance of Updating Regulations and Standards
The changes in cyber threats are high because of technological development, more digitalisation, and sophistication of the cyber attackers on financial institutions (Sendjaja et al., 2024). In the case of FinSure Bank (FSB), the usage of cloud, mobile banking and BYOD greatly increases the attack surface that renders the use of static security controls ineffective as time progresses. Developments of new frameworks and laws are also required on a regular basis in order to cater to new types of risks that have been introduced like ransomware, phishing and data breaches. Regulations such as the General Data Protection Regulation are modified in order to tighten the data protection requirements, so that organisations embrace proactive and adaptive security safeguards (Labadie and Legner, 2023).
The advantages of updated regulations on a regular basis are better organisational resilience, greater regulatory compliance and greater customer trust which are crucial elements in the financial services market where customers are very sensitive to data. New frameworks also promote innovation but at the same time security standards are not compromised. Nevertheless, it is not an easy task to introduce new regulations. These are compliance costs which are very high, complexity in its operations and constant staff training and up-gradation of the systems. Integration and allocation of resources may be an issue with smaller or fast-growing organisations such as FSB.
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The integrated model suggested has a number of strengths on FinSure Bank (FSB). It unites International Organisation of Standardisation, National Institute of Standards and Technology, COBIT, and Information Technology Infrastructure Library, which provides a holistic framework that goes through the governance, risks, and operations security. The model is scalable so that FSB can apply controls when expanding to different regions and enables it to abide by the regulations like General Data Protection Regulation. The integration increases resilience to cyber threats and increases the reliability and accountability of the services. It is also expensive to implement because of the cost of investing in technology, auditing, and professional staff. Integration of several frameworks adds complexity, which would end up having overlaps and inefficiencies unless well handled. Moreover, the training of the staff needs to be done continuously to make its adoption and compliance useful. Nevertheless, these obstacles make the model very appropriate to FSB. Its formal and stratified design is a solution to the existing security gaps in the bank since the planned system will facilitate the shift of a disjointed arrangement of security to an integrated, durable, and compliant security setup.
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As pointed out in this report, the International Organisation for Standardisation, National Institute of Standards and Technology, COBIT, as well as Information Technology Infrastructure Library are the structural frameworks that have their own advantages in solving security, governance, and operational issues. Good governance and regulatory adherence would ensure safety of sensitive financial information and longevity of confidence. The advanced integrated solution will also be effective in changing the disjointed system of FSB into a unified, scalable, and robust security system that is consistent with the industry best practices.
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