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This report is produced as a written reflection of the academic and professional skills covered during the course.  The report will cover the impact on industry with the move to cloud, specifically how that impacts the network professional, RESTful Web Services, Software Defined networking, interoperability, standards, as well as offering conclusion and evaluation of said tasks including evidencing the studies via the appendices.
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[bookmark: _Toc87273277]Introduction

This report contains information gathered via research on how computer networks are moving towards a greater emphasis on software.  It will look at and reflect on the following key areas, cloud computing, job role of the network professional in relation to this, RESTful web services, software defined networking, standards such as Json and evaluation of said tasks along with evidencing studies via the appendices.
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In computing standards are an agreed way of doing things, for the purpose of making it easier for people to create software. De factor standards, are those which have risen to be the accepted standard for doing things, for example HTML or MP3.  De jure standards have been approved by a formal organisation such as the Institute of Electrical and Electronics Engineers (IEEE), an example being ASCII, or hardware like USB or HDMI.
They will either be open or proprietary.  Open standards are usually controlled by “Creative Commons License”, or unlicensed, developed by a community.  Whereas Proprietary software is controlled by a “License Agreement” and is sold by privately owned companies who develop it.
When standards are agreed and met with use, it leads to wide scale adoptions, which is good for a community or the business which created them.  Take HTML as an example, which allows people to code websites.  With this as a standard language, understood by all web browsers, developers of websites can code in the single language, and reach the entire market of users.[1]
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L. Bronsword et al of the Carnegie Mellon Software Engineering Institute, define interoperability for the intention of being encompassing of many areas as
“The ability of a collection of communicating entities to (a) share specified information and (b) operate on that information according to an agreed operational semantics”[2]
As described by Bill Gates, Interoperability is
“letting different kinds of applications and systems do what they do best, while agreeing on a common ‘contract’, for how disparate systems can communicate to ex-change data with one another”[3]
If we take a real-world example of Health care, considering a patient journey between departments, we are likely to find that each department will have different software systems to capture information on the patient.  For example, they would require an appointment to see a Doctor, after which they were sent for an x-ray, and a blood test.  Each one of these tests use a different tool, and ultimately different software set, to the booking system.  That Doctor would now need to look at both systems to see the results, however if the systems were interoperable with the booking system, that data could be viewed there for the Doctor to make use of the information.
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Representation State Transfer (REST), is an architectural style with specific constraints, for the purpose of making it simpler for systems to communicate.  REST compliant systems are often called RESTful.
Through these restraints they are performant, modifiable and scalable.
For something to be REST complaint it should follow the following rules
1) A uniform interface will be agreed, along with-is characteristics, that exposer and consumer will follow without fail.
2) Separation of server and client, with agree standards for communication between the two, allows code changes for one to not affect the other.  Allowing them to be developed independently.
3) They are stateless, server and client do not need to be aware of each other.  As interaction is to agreed standards.
4) Support caching for client and server, tagged appropriately, specifically improving scale and performance.
5) Layered system, for example where exploded mechanisms act as one but are invisible to the client.  For example, different servers for stored data, authentication and APIs yet the client performs a single action.
6) Optionally, code on demand.  You are free to “return executable code” to support part of an application[4].
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An example of a RESTful system is, RESTful Web Services which are designed to use stateless communication protocols, typically HTTP.  They follow REST principles in the following way
· Resource identification: via Uniform Resource Identifiers (URIs), typically links on the web.
· Uniform interface: for resource manipulation or CRUD (create, read, update, delete) in the form of PUT, GET, POST and DELETE.
· Self-descriptive messages: decoupling resources from their representation so they can be accessed in a variety of formats, for example JSON, JPEG, HTML are accessed in the same way, but displayed appropriately.
· Stateful interactions through hyperlinks: allowing interactions to be stateless, so that the request is self-contained[5][6].
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Cloud computing as defined by National Institute of Standards and Technology (NIST)
“is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction”[7]
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The concept of Cloud computing can be traced back as far as 1954 where John Backus described it in a summer session at the Massachusetts Institute of Technology (MIT), it was then developed further by Bob Berner in 1957 and expressed in a scientific paper by W. F. Bauer in 1958, where he outlined the idea as
“Organizations would have input-output equipment installed on their own premises and would buy time on the computer much the same way that the average household buys power and water from utility companies”[8]
Researchers were looking to free computers from the limitation of working on single tasks, due to human interaction happening directly at the console, to working on multiple tasks using the proposed time-shared model.  This would allow the very expensive computer hardware, to be shared by multiple users, giving inputs remotely, therefore making computer use more cost effective.  This is not to dissimilar to today’s business drivers, which will be discussed later[9].
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The time-sharing model wasn’t without its issues, such as the added complexities it brought.  One novel approach to the issue invented and implemented by a team at IBM which included Jim Rymarczyk, was to run multiple Virtual Machines (VM) on its CP-40 operating system, running on its System/360 mainframe hardware.  As the VM was only catering for a single user, it could be a lot simpler, and therefore take up less resources allowing multiple instances to run on the single system.
The concept of the hypervisor became commercially available in 1972 on IBM’s bespoke hardware and operating system.  However, Rymarczyk explains its benefits were clearly felt much sooner within IBM by enabling better test and development processes[10].
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Some view the father of “Cloud” as Leonard Kleinrock who lead research in 1969, for the Defence Advanced Research Projects Agency (DARPA) on a new network, ARPANET, which became the basis of the internet.   In that year he said
“As of now, computer networks are still in their infancy, but as they grow up and become sophisticated, we will probably see the spread of “computer utilities”[11]
A member of his team, John McCarthy, publicly proposed eight years earlier
“If computers of the kind I have advocated become the computers of the future, then computing may someday be organized as a public utility just as the telephone system is a public utility … the computer utility could become the basis of a new and important industry” [11]
ARPANET was looking to connect the users of several independent time-sharing systems of ARPA funded research contractors.  The solution was the packet switching network, ARPANET, which achieved the goal over four locations in the United States.
It achieved this with early versions of packet-networking algorithms, algorithms for reliable end to end transmissions (windowing methods, time-out etc), distributed dynamic routing computation approaches, eventually maturing to the protocols Transmission Control Protocol (TCP) and Internet Protocol (IP) by the summer of 1973 via the work of Robert Kahn and Vint Cerf (TCP/IP being the main protocol, or standard rule set, of the internet connected devices of today).
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Through the passage of time Leonard Kleinrock was shown to be correct, with the wide adoption of multiple input/output devices in most homes and businesses.  As predicted these components increased in sophistication for example mobile devices, network reliability and speeds creating the business need for accessing systems and data from anywhere in the globe.  With user appetite and expectation, meeting technical capability it became commercially viable to provide services through a modern cloud, under pinned by advanced secure hypervisors, which virtualise compute, storage and networking.
Coined by Google CEO Eric Schmidt in 2006, the modern cloud was described as
“It starts with the premise that the data services and architecture should be on servers. We call it cloud computing – they should be in a "cloud" somewhere. And that if you have the right kind of browser or the right kind of access, it doesn't matter whether you have a PC or a Mac or a mobile phone or a BlackBerry or what have you – or new devices still to be developed – you can get access to the cloud.”[12]
The journey described above can be summarised in the timeline figure 1 below.
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Figure 1[13]
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“Anything as a service”, XaaS, is a catch all phrase for the various cloud models which a customer can procure, either directly via subscription or by sale of their personal data[14].  The three main models are IaaS (Infrastructure as a Service), Paas (Platform as a Service) and Saas (Software as a Service).
The ownership of the various aspects of the service stack, are shown in Figure 2
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Figure 2 [15]
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In 2021 business spending on Public Cloud has risen to over 300 Billion USDs[16] driven by the technical benefits it brings such as quicker feature releases, higher availability, access anywhere (accelerated by COVID-19 pandemic).  This makes up about 9% of total global IT budgets, projected to rise to around 14% in 2024[17].
This growth is widely projected to increase year on year for the foreseeable future, driven by emerging technologies such as Internet of Things, Artificial Intelligence and 5G.  Figure 3 shows the International Data Corporations (IDC) projected total market value growth between now and 2025.
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Figure 3 [18]
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As can be understood from the previous sections, Cloud has fundamentally changed the approach of IT departments and will continue to do so in the future, and as expected this impacts the role of all IT professionals.  As figure 2 expresses, moving from On-Site (traditional in house provided IT systems) to XaaS services, means the responsibility of aspects of the stack transition to the service provider.  Therefore, the role of the traditional IT team changes, as whereas once upon a time they were responsible for managing all aspects of a component, they become responsible for none of it, or partially responsible in a different way.
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In most scenarios, the business will require networking support, to access the cloud.  It would be sensible if this remained the role of the network professional, as they could call upon experiences in the traditional Local Area Network (LAN) / Wide Area Network (WAN) space to ensure robust, low latency, secure network links out of business premises to the Cloud, whether consumed entirely in XaaS or hybrid fashion[19].
Likewise, it would be optimal to leverage this knowledge, if a business was to elect to use WAN Edge Infrastructure[20] to connect to Cloud services.  These technologies can be procured to increase availability and performance while accessing Cloud services.  Either, potentially building upon existing Multi-Protocol Label Switching (MPLS)[21] connections, commissioning new ones, or introducing an emerging Software Defined Wide Area Network (SD-WAN) solution which is noted by Cisco as being born out of MPLS technologies, in the software abstraction arena[22].
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Depending on the XaaS procured, from a Cloud Service Provider (CSP), such as Amazon, Google or Microsoft, network management of a kind could be required on the platform to provide redundant, secure, performant access.  Examining Microsoft literature this is described for the different models as either the realm of Microsoft, Shared or the Customer as outlined in Figure 3
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Figure 3 [23]
A network administrator would use the tools provided by the CSP, to configure the network as required, giving their business reassurance that their corporate data was secure.  As these are bespoke it would differ, but below is a quick start guide from Microsoft
https://docs.microsoft.com/en-us/azure/virtual-network/quick-create-portal
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Abstraction in mathematics and computing, is a process, of dividing a concept or system, into its simpler base components.  For the purpose of disconnecting it from the dependency of the real-world object it was formed from, removing redundancy, therefore allowing generalization and wider application through for example standard algorithms and models, such as the OSI model[24].
The concept of abstraction is at the heart of many of Cloud’s building blocks, the various components which allow it to exist in its current, and future form.  As introduced in section 2.1, the industry at large is evolving the various computer components shown in figure 2, to be abstracted, or software defined.
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As noted by Nate Foster et al in “Abstractions for Software-Defined Networks” Software-Defined Network (SDN) is based on two simple ideas.  Firstly, the creation of general network hardware, which has standardised packet processing abilities and secondly, decoupling the management pane so it becomes centralised.  A comparison can be seen in Figure 4.
[image: ]
Figure 4 [25]
This abstraction of the traditional network has some of the following benefits –
· Ease of control through direct programming resulting from the separation of forwarding functions
· Flexibility to dynamically load balance traffic flow as need and usage change.  Thus, reducing latency and increasing efficiency
· Improvements in security, due to centralised controller, allowing granular policies to be applied across the entire estate, as well as micro segmentation reducing complexity over any network architecture (public, private, hybrid or multi cloud)
· Automation introduced by the nature of software, to allow creation of code to configure, secure and optimize at large.
· Simplified design and operation through the use of open controllers (vs vendor specific protocols and devices)[26]
Due to these merits over traditional hardware driven networking, and the open source nature of much of the stack[27] it has become heavily adapted and adopted by the industry despite the requirement to learn new techniques and approaches for example coding, instead of Command Line Interface (CLI) on a switch.
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Figure 5[28]
Figure 5 shows the logical presentation of a SDN.  It introduces the concept of North and Southbound interfaces/application programming interfaces (APIs), north or higher in the model than the controller, south or lower in the model than the controller.  The APIs are used to communicate between the different fabrics, of the abstracted network stack, being application, control and data.
Northbound APIs are usually based on the REST architecture in the form of RESTful APIs[29].  The various types of Applications in the Application Plane, such as Firewalls, Load Balancers, or Orchestrations (OpenStack, CloudStack) /Automation (Puppet, Ansible) systems use RESTful APIs to send their requests to the Controller, in an agreed standardised format such as JSON.
The major Southbound API is OpenFlow, which defines how the SDN Controller interacts with the data plane.  It is developed by the Open Networking Foundation (ONF) which is a non-profile operator-led consortium, using an open source model to promote SDN and standards[30][31].
A real-world example would be, a security system in the application pane, is alerted to an IP range as being compromised by malware.  It would tell the controller, via the northbound APIs, that an action was needed to secure the network.  The Controller with its understanding of the data pane, would send this request on to a device in the data plane through the southbound APIs, informing a device to drop packets to or from that IP range.  Once this is actioned, the device would feedback via southbound to the controller confirming the change, with the controller then updating the application though the northbound APIs.  Once the IP range is secure, the cycle would be repeated removing the rules.

[bookmark: _Toc87273296]5. Conclusion and Evaluation

The computing eco systems that we take for granted, did not happen by mistake.  They were born out of negotiated standards, across a range of disciplines, that were then taken advantage of and improved, to reach where we are today.  There may be no better example than this than the open internet, which allows information and ideas to flow freely around the earth no matter your computer manufacturer, operating system, router, or even country of birth etc.
The research here, and in class, have made me think independently at times about both the idea of singularities[32] and the proposed laws of accelerating returns[33].  It comes from considering how the various individual building blocks, such as the internet and virtualisation of storage, or compute have complimented each other to build what we now understand to be the “Cloud”.  Moreover, how that will go onto compliment other advances in the future.  As discussed by Mark Buchanan, for Nature Physics[33], in reference to another topic DNA sequencing in 2008, he marvelled at the idea of using ionic current’s to moved DNA strands around to allow us to scan them during this journey, allowing sequencing to happen much quicker.  I wonder what he makes of AlphaFold appearing in his stated timeframe[34].
This relating back to that major component which carries information from one node to another, the network.  Like everything else in the realm of IT, it cannot stay the same forever, or only linearly change, and ushered in by a disruptor[35], the Cloud, new ways of delivering networks are entering the enterprise at pace in the form of the SDN.  This requires a different approach from the traditional network engineer, to introduce complimenting agility, performance and availability which has come to define “Cloud” and that will enable the next great leap in innovations.
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I would like to look at the practicalities of introducing a SDN in my home setup, to introduce some better software controls around security like packet inspection, as well as QoS improvements.
Read further into OSS, NMS, EMS, YANG (schema for network device configuration), NETCONF/RESTCONF (APIs).
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