Main Project BontElim		Assignment 2



Table of Contents
1 The current problems	5
1.1 Current BontElim Organisation issues	5
2 Project Scope	6
3 Constraints	7
4 Preliminary Idea’s	8
5 Next Stage	8
6 After Completion	8
7 Application Inputs/ Outputs	9
7.1 Inputs	9
7.2 Outputs	9
8 Ethical & Legal Considerations	9
9 Self-Evaluation / Analysis	10
10 Project Proposal	10
11 User requirements	11
12 Optimizations	11
13 Story Board	14
14.1 Login screen	15
14.2 Dashboard	16
14.3 Upload	17
14.4 My Files	18
14.5 My Settings	19
14.6 Control Panel	21
14.7 Admin Panel	22
14.8 Website Info	23
14.9 Website Users	24
14.10 View Website User	25
14.11 Register	26
14.12 Help	27
15 Site Map	28
16 ERD	28
17 Data dictionaries	29
17.1 MySQL	29
17.1.1 users Table	29
17.1.2 usersettings Table	29
17.1.3 userevents Table	30
17.1.4 useractivity Table	30
17.1.5 tickets Table	30
17.1.6 servermessages Table	30
17.1.7 awssthree Table	31
18 File Management	31
18.1 File Includes	31
18.2 File Structure	31
18.2 Files Structure	31















	Key
	:

	B.1
	Bibliography

	A.1
	Appendix


Project Report





The following Project is being created for the Church and charitable Organisation “BontElim”













Part 1 Project Analysis

[image: ]






[bookmark: _Toc514709796]1 The current problems

When speaking to Jason the head of the BontElim Organisation. I can see a number of issues within the BontElim Organisation that could be removed and fixed via the following project requested.

[bookmark: _Toc514709797]1.1 Current BontElim Organisation issues

· Keeping upback of files, there is a very lack number of users backing up their files, this can lead to data being lost and or not shared to the others.

· Another issue is that some work isn’t submitted on time, this means work becomes late as the user isn’t able to obtain their work when needing to submit.

· Another issue is that the user doesn’t do version control, this could lead to old information being needed and can’t be contained as the user has overwritten the file.

· The Managers/Owners cannot obtain this document being made until the user has sent off their file, this could lead to work being in late or required in a certain time without being able to obtain it.

· User files are stored in a local drive that they can access, this could be their own personal drive or a drive that’s located within the building they work in.



The following issues show that there is a need of an internal or external application that could be used to allow more functionality and less issues that could happen.

[bookmark: _Toc514709798]2 Project Scope

The project will be created to assist BontElim Organisation issues stated above. The project will consist of allowing users to upload, download and view their files on a cloud solution application. This application will be written in some web-based languages, this will allow users to do all the following actions of the application on a browser such as safari, Edge, Chrome, Firefox etc.
The application will limit and decrease the amount of issues that the user or Organisation can commit. This is done by certain functionalities within the application that is listed under the specified Solution heading, check table of contents for location. 
[bookmark: _Toc514709799]3 Constraints

There is a number of constraints that will occur within the project, the list below will contain the issues/limitations that could or will happen within the project;

· Time can become a big issue within the project, this would need to be managed correctly or the project may not be finished in time. If not, it could load to the project not being fully finished or issues within the application.

· Cost is another limitation that the project could also run into, money would lead to a much more developed application in a shorter time, this is done by templates, already written code or applicants that could have been hired.



· Expanding, it will be important to ensure the application can be expanded as possible and to ensure not to limit the amount of work that could be applied within the application

· Skills, when developing the application my skill could and possibly will make the development time, functionality and correct written coding less as I’m still learning and developing my skills.





[bookmark: _Toc514709800]4 Preliminary Idea’s

A web-based system that allows users to upload, download and edit their files.  This system will be managed by the Managers of the organisation, this will allow them to view, edit and delete users content stored on the storage solution. This will allow a number of advantages such as retrieving data from other user’s files, manually or automatic backups supplied by the storage solution. This will limit the number of faults or issues when uploading/viewing files.

[bookmark: _Toc514709801]5 Next Stage

The next stage is important to the developer/’s and Organisation members as this will be after the project is completed and what will happen or could happen after.
Depending on if you still develop the application after the project is completed is important because you will be able to ensure all languages used are still relevant, up to date and if any bugs or flaws are found you are able to update the application to ensure no untheorized access, this also counts for the encryption method used.
The next stage will also involve refining code, functionality and presentation of the application to ensure the best use of it. This is important to make sure all the application works correctly and is in line with what the users/managers have requested within the application.

[bookmark: _Toc514709802]6 After Completion

If I have time after developing the application, there is the ability to improve, add or remove functionality and presentation from the application for the best outcome. This will be important so there is nothing left within the application that could break, not work or doesn’t work correctly. This will also give the chance to update and ensure all the functional code required is running correctly and flawlessly.
[bookmark: _Toc514709803]7 Application Inputs/ Outputs
[bookmark: _Toc514709804]7.1 Inputs
Username, password, first name, last name, email address, files, time stamps, User Files, 
[bookmark: _Toc514709805]7.2 Outputs
Username, password, first name, last name, email address, times stamps, files, User Files, 





[bookmark: _Toc514709806]8 Ethical & Legal Considerations

There is a number of Ethical and legal considerations I will need to take into consideration when developing the BontElim cloud solution application. A large amount of research will take place to ensure all content that I use within the application is under the correct licences for me to use for example the MIT license [A.1 / A.2], I have strived to get all my content under the MIT license with the ability to edit, manipulate, use in personal and commercial use with or without the use to input the source of where the code was gotten from within the code. With all the code, theme, pictures, videos or anything that doesn’t belong to me will be used correctly and will follow the correct licence that has been applied that I have used. It is also important to take note that some copyright acts may be different within different countries however this application is only being developed for the country (UK, Wales) and will be developed as an internal application.  Check Appendix A1 / A2 for more information.


[bookmark: _Toc514709807]9 Self-Evaluation / Analysis

As the developer it is important to take note into what I got to offer for developing the application. Developing the application will require a number of tasks and knowledge that I will contain or already have, the will consist of;

Coding: Knowledge of developing in the languages I am using for the project such as PHP, MySQL, JavaScript, jQuery Library, API’s and more.
Time: Time is important for a project and will need to be managed correctly, I will try to ensure that the project is split up and all the tasks are done and polished before each deadline to ensure the best outcome for the project.
Experience: I have had some experience before doing projects however this project has been a lot bigger than others and has me changing and developing my style of work to ensure the project is complete.

[bookmark: _Toc514709808]10 Project Proposal

When building up issues with the current system and understanding what the Organisation needs out of the project. I have come to a decision with the organisation that the best outcome for the application will be a web-based application, that will be written in PHP, MySQL, JavaScript, jQuery Library, other languages/ Library’s and any other languages or third-party applications that will be involved when developing the application. I will also use Bootstrap 4 as the HTML/CSS outline of the template. This is used as it fits all current devices using a grid system. This will be compatible with Chrome, Edge, Firefox, Safari and other Brower applications. I will also be using AWS S3 storage solution.



[bookmark: _Toc514709809]11 User requirements
There is a number of functionality the user has requested for the website, this is important to ensure you implement the correct functions they are asking for to ensure the best outcome for the website. The requirements are as follows;
· Website must only allow otherized users in.
· Create user account to login and logout.
· Manage accounts, suspended, changing access level/Job role.
· Being able to upload, download, delete and view files.
· Admins being able to view user’s files and also allowing them to edit, delete, download and view them

[bookmark: _Toc482729461][bookmark: _Toc514709810]12 Optimizations
Its important to ensure the optimizations I can do to the website before I start coding and developing it. Such as ensuring all the files that load on the website is small enough to not drag out loading times and another is to ensure images are low resolution enough to still look good however don’t need to be crisp in quality. This will make the website load faster and give users better experiences with your website, I will also need to Optimize and do more future improvements to the website when developing and after you have completed the website for the best outcome.













[image: ]Part 2 Project Design















[bookmark: _Toc514709811]13 Story Board

Letters “A.”, “B.” Etc within the images of the designed story boards are used to make easier comments under the image.
Note: please be aware the colour is just part of the design stage, the colour will change depending on what looks best from the design while developing it, this will also be asked to the customer to ensure the theme is right.

It is important to keep the website theme the same throughout the website, therefore the following list is keep to the same for all webpages.
· Font/Size: Arial 12
· Text Colour Black-Grey
· Colour theme: Green
· Bootstrap 4 theme
· CSS / CSS3



[bookmark: _Toc514709812]14.1 Login screen

[image: ]
This is the design for the login page, this will allow the users to login to the website and stop untheorized users in. the following notes are;
A. Input for username
B. Input for password
C. Login button to allow user to gain access or not depending on the information given.
D. Hyperlink to register Page
E. Hyperlink to Help Page
F. Page Title




[bookmark: _Toc514709813]14.2 Dashboard

[image: ]
This is the design for the login page, this will allow the users to see events and information that Jason has put up on the website, such as deadlines etc. the following notes are;
A. User Picture, by clicking will dropdown with the logout button and settings button.
B. Dashboard, this is the navigation. This displays all the pages the user can access such as, Dashboard, Upload, My files and My settings
C. Dashboard content will be displayed such as information Jason has put up.
D. Page Heading.
E. This is also part of the navigation that is only displayed for the admins, this will be Control Panel, Admin Panel, Website Info, Users.
F. This is the footer, this will be on most pages and contains the copyright symbol, name of the organization and the dates that the copyright is active.



[bookmark: _Toc514709814]14.3 Upload

[image: ]
This is the design for the Upload page, this will allow the users to upload their files to the storage solution. the following notes are;
A. User Picture, by clicking will dropdown with the logout button and settings button.
B. Dashboard, this is the navigation. This displays all the pages the user can access such as, Dashboard, Upload, My files and My settings
C. Button to allow users to upload multiple files.
D. Page Heading.
E. This is also part of the navigation that is only displayed for the admins, this will be Control Panel, Admin Panel, Website Info, Users.
F. This is the footer, this will be on most pages and contains the copyright symbol, name of the organization and the dates that the copyright is active.





[bookmark: _Toc514709815]14.4 My Files

[image: ]
This is the design for the My Files Page, this will allow the users to View, explore, delete and download files. the following notes are;
A. User Picture, by clicking will dropdown with the logout button and settings button.
B. Dashboard, this is the navigation. This displays all the pages the user can access such as, Dashboard, Upload, My files and My settings
C. This is one of the X number of tiles displayed on the screen, this will have a logo of the file, the file type and an option to view or download, within the view, you will be able to edit or delete the file.
D. Page Heading.
E. This is also part of the navigation that is only displayed for the admins, this will be Control Panel, Admin Panel, Website Info, Users.
F. This is the footer, this will be on most pages and contains the copyright symbol, name of the organization and the dates that the copyright is active.



[bookmark: _Toc514709816]14.5 My Settings

[image: ]
This is the design for the My Settings Page, this will allow the users to View and edit their settings and also allow them to lock their account if they didn’t login at the date displayed. the following notes are;
A. User Picture, by clicking will dropdown with the logout button and settings button.
B. Dashboard, this is the navigation. This displays all the pages the user can access such as, Dashboard, Upload, My files and My settings
C. This will contain the content of the page.
D. Page Heading.
E. This is also part of the navigation that is only displayed for the admins, this will be Control Panel, Admin Panel, Website Info, Users.
F. This is the footer, this will be on most pages and contains the copyright symbol, name of the organization and the dates that the copyright is active.
G. This tab will show the user when they last logged in, the user will also be able to lock their account.
H. This is the settings tab, this will allow the user to change their settings and cancel or submit using I. or J. depending on their choice.
I. Allow them to clear and cancel what they wanted to change
J. Submits the content and updates their user settings.

[bookmark: _Toc514709817]14.6 Control Panel

[image: ]
This is the design for the My Control Panel, this will allow the admins to view all submitted requests by the users. the following notes are;
A. User Picture, by clicking will dropdown with the logout button and settings button.
B. Dashboard, this is the navigation. This displays all the pages the user can access such as, Dashboard, Upload, My files and My settings
C. Content of the page.
D. Page Heading.
E. This is also part of the navigation that is only displayed for the admins, this will be Control Panel, Admin Panel, Website Info, Users.
F. This is the footer, this will be on most pages and contains the copyright symbol, name of the organization and the dates that the copyright is active.
G. This contains a list of all the users that have submitted a request or issue through support or locked account.

[bookmark: _Toc514709818]14.7 Admin Panel

[image: ]
This is the design for the Admin Panel, this allows you to navigate to the other 2 pages for admins, website info and users. the following notes are;
A. User Picture, by clicking will dropdown with the logout button and settings button.
B. Dashboard, this is the navigation. This displays all the pages the user can access such as, Dashboard, Upload, My files and My settings
C. This is all the content on the page. Admin Panel allows you to navigate to statistics or website users.
D. Page Heading.
E. This is also part of the navigation that is only displayed for the admins, this will be Control Panel, Admin Panel, Website Info, Users.
F. This is the footer, this will be on most pages and contains the copyright symbol, name of the organization and the dates that the copyright is active.



[bookmark: _Toc514709819]14.8 Website Info

[image: ]
This is the design for the Website info, this will display how many user’s login on certain time spans so between 01/01/2018- 10/01/201, 20 logged in. the following notes are;
A. User Picture, by clicking will dropdown with the logout button and settings button.
B. Dashboard, this is the navigation. This displays all the pages the user can access such as, Dashboard, Upload, My files and My settings
C. This is the content of the website info page, this will display everything within the certain area.
D. Page Heading.
E. This is also part of the navigation that is only displayed for the admins, this will be Control Panel, Admin Panel, Website Info, Users.
F. This is the footer, this will be on most pages and contains the copyright symbol, name of the organization and the dates that the copyright is active.
G. Graph to display how many people use the website on certain times, would be every 10 days or so.


[bookmark: _Toc514709820]14.9 Website Users

[image: ]
This is the design for the user’s page, this will allow the admins to check all the users on the website that has registered and view their profile/ the following notes are;
A. User Picture, by clicking will dropdown with the logout button and settings button.
B. Dashboard, this is the navigation. This displays all the pages the user can access such as, Dashboard, Upload, My files and My settings
C. This is the area that has the page content on it.
D. Page Heading.
E. This is also part of the navigation that is only displayed for the admins, this will be Control Panel, Admin Panel, Website Info, Users.
F. This is the footer, this will be on most pages and contains the copyright symbol, name of the organization and the dates that the copyright is active.
G. This is a table that displays all the users with some information and allowing the admin to go more in-depth and view their profile.



[bookmark: _Toc514709821]14.10 View Website User

[image: ]
This is the design for the View website user, this allows the admin to view the users profile more in-depth and allow them to ban or view their files. the following notes are;
A. User Picture, by clicking will dropdown with the logout button and settings button.
B. Dashboard, this is the navigation. This displays all the pages the user can access such as, Dashboard, Upload, My files and My settings
C. This Is the content that’s loaded within the page, the pages main content.
D. Page Heading.
E. This is also part of the navigation that is only displayed for the admins, this will be Control Panel, Admin Panel, Website Info, Users.
F. This is the footer, this will be on most pages and contains the copyright symbol, name of the organization and the dates that the copyright is active.
G. This is all the fields and titles of all the data that the user has stored on their account.
H. This allows the admin to click and head to the “My files” page but it will load the user’s files instead.
I. This allows the admin to ban the users account, however will not remove it and therefore if they want to get unbanned again they just click the button again.
[bookmark: _Toc514709822]14.11 Register

[image: ]
This is the design for the Register Page, this allows the user to sign up to the website. the following notes are;
A. Page Title
B. Titles and input fields for the user’s information.
C. Agree to terms and service before being able to login.
D. Button to take you back to the login screen.
E. By clicking this and all the validation and input is correct will redirect you to login page with the user data within the database.




[bookmark: _Toc514709823]14.12 Help

[image: ]
This is the design for the Help Page, this allows users that have an account created to submit an issue to the website for admins to view. the following notes are;
A. Page Title
B. Titles and input fields for the user’s information.
C. Button to take you back to the login screen.
D. By clicking this and all the validation and input is correct will redirect you to login page with the help notes put into the database.








[bookmark: _Toc514709824]15 Site Map 

This is a map of all the navigation points you can get from 1 page to another, this shows how the user can navigate between the website and what pages they got access to when they are a certain user / where they are on the website. [A.3]
[image: ]
[bookmark: _Toc514709825]16 ERD
[image: ]

[bookmark: _Toc514709826]17 Data dictionaries

[bookmark: _Toc514709827]17.1 MySQL
I will be using MySQL for the database solution.
	No #
	Value Name
	Size
	Value Type
	Table
	Null
	P/F

	[bookmark: _Toc514709828]17.1.1 users Table
	

	1#
	userid
	12
	Int(Auto_Increment)
	users
	no
	Primary

	2#
	uniqueuserid
	200
	varbinary
	users
	no
	

	3#
	username
	64
	varbinary
	users
	no
	

	4#
	password
	64
	varbinary
	users
	no
	

	5#
	userdisplayname
	64
	varbinary
	users
	no
	

	6#
	firstname
	64
	varchar
	users
	no
	

	7#
	lastname
	64
	varchar
	users
	no
	

	8#
	emailaddress
	300
	varbinary
	users
	no
	

	9#
	profileimage
	300
	varchar
	users
	no
	

	10#
	jobrole
	32
	varchar
	users
	no
	

	11#
	usernotes
	300
	varchar
	users
	no
	

	12#
	accesslevel
	2
	int
	users
	no
	

	13#
	accountcreated
	Pre-set 
	Datetime
	users
	no
	

	14#
	lastloggedin
	Pre-set
	timestamp
	users
	no
	

	15#
	lastactivity
	Pre-set
	timestamp
	users
	no
	

	[bookmark: _Toc514709829]17.1.2 usersettings Table

	1#
	settingsid
	24
	Int(Auto_Increment)
	usersettings
	no
	Primary

	2#
	userid
	12
	int
	usersettings
	no
	Foreign

	3#
	theme
	64
	varchat
	usersettings
	no
	

	4#
	displayinformation
	1
	int
	usersettings
	no
	

	[bookmark: _Toc514709830]17.1.3 userevents Table

	1#
	eventid
	24
	Int(Auto_Increment)
	userevents
	no
	Primary

	2#
	userid
	12
	int
	userevents
	no
	Foreign

	3#
	suspended
	1
	int
	userevents
	no
	

	4#
	reasonofsuspention
	300
	varchar
	userevents
	no
	

	5#
	startofsuspention
	Pre-set
	timestamp
	userevents
	no
	

	6#
	endofsuspention
	Pre-set
	datetime
	userevents
	no
	

	7#
	blocked
	1
	int
	userevents
	no
	

	[bookmark: _Toc514709831]17.1.4 useractivity Table

	1#
	activityid
	24
	Int(Auto_Increment)
	useractivity
	no
	Primary

	2#
	userid
	12
	int
	useractivity
	no
	Foreign

	3#
	useractivity
	Pre-set
	datetime
	useractivity
	no
	

	4#
	ipaddress
	64
	varchar
	useractivity
	no
	

	[bookmark: _Toc514709832]17.1.5 tickets Table

	1#
	ticketid
	10
	Int(Auto_Increment)
	tickets
	no
	Primary

	2#
	userid
	12
	int
	tickets
	no
	Foreign

	3#
	ticketnotes
	300
	varchar
	tickets
	no
	

	4#
	ticketcreation
	Pre-set
	timestamp
	tickets
	no
	

	[bookmark: _Toc514709833]17.1.6 servermessages Table

	1#
	servermsgid
	12
	Int(Auto_Increment)
	servermessages
	no
	Primary

	2#
	userid
	12
	int
	servermessages
	no
	Foreign

	3#
	servernotes
	300
	varchar
	servermessages
	no
	

	4#
	datecreation
	Pre-set
	timestamp
	servermessages
	no
	

	[bookmark: _Toc514709834]17.1.7 awssthree Table

	1#
	s3id
	12
	Int(Auto_Increment)
	awssthree
	no
	Primary

	2#
	userid
	12
	int
	awssthree
	no
	Foreign

	3#
	s3path
	300
	varchar
	awssthree
	no
	

	4#
	accesscode
	20
	varchar
	awssthree
	no
	

	5#
	pathcreated
	Pre-set
	timestamp
	awssthree
	no
	



[bookmark: _Toc514709835]18 File Management

For the application I have come up with the type of file structure I will be using, this is due to making the management and efficiently of the application the best that I can produce.
[bookmark: _Toc514709836]18.1 File Includes

Instead of writing the application code for example the files and metatags within the <head></head> on every pages I used the include function from php instead. This allows me to have 1 file with the information with the <head></head> tags and allow me to include this file on every time. This is a huge benefit as I will be able to edit one file and all the other pages including this file will be affected.
[bookmark: _Toc514709837]18.2 File Structure

First, All files that the user access and is printed to screen are in the Foldername/Index.php this is due to ensuring that the pathing for every page is efficient and is a suitable structure system.
[bookmark: _Toc514709838]18.2 Files Structure

I will also be using certain folders to hold files for example;
· Includes
· Plugins
· Functions
· Js
· Css
And so forth, this allows me to easily navigate depending on the file I’m editing or adding /removing. The following image shows the example folder structure I will be using within my application;
[image: ]
19 AWS S3
I will be using amazons AWS S3 storage solution for the storage of the users files that they upload. I chose this as it’s a suitable use of the service and supplies a full API PHP solution if you want to implement their API with your PHP.







 [1] [Site: stormpath.com] [Date: 2018] [Author: Randall Degges] [Link: https://stormpath.com/blog/how-to-gracefully-store-user-files Date Accessed: 20/04/2018]

[2] [Site: coderthemes.com] [Date: 2018] [Author: Coderthemes] [Link: http://coderthemes.com/minton/ [Date Accessed: 20/04/2018]

[3] [Site: getbootstrap.com] [Date: 2018] [Author: Not-Listed] [Link: https://v4-alpha.getbootstrap.com/getting-started/download/] [Date Accessed: 20/04/2018]
[4] [Site: stackoverflow.com [Date: 2018] [Author: John Kugelman] [Link: https://stackoverflow.com/questions/17958248/the-proper-way-of-implementing-user-login-system ] [Date Accessed: 20/04/2018]
[5] [Site: wikipedia.com [Date: 2018] [Author: Not-Listed] [Link: https://en.wikipedia.org/wiki/Hash_function_security_summary] [Date Accessed: 20/04/2018]
[6] [Site: youtube.com [Date: 2013] [Author: computerphile] [Link: https://www.youtube.com/watch?v=8ZtInClXe1Q] [Date Accessed: 20/04/2018]
[7] [Site: youtube.com [Date: 2013] [Author: computerphile] [Link: https://www.youtube.com/watch?v=8ZtInClXe1Q] [Date Accessed: 20/04/2018]
[8] [Site: owasp.org [Date: 2018] [Author: Not-Listed] [Link: https://www.owasp.org/index.php/Main_Page] [Date Accessed: 20/04/2018]
[8] [Site: owasp.org [Date: 2018] [Author: Not-Listed] [Link: https://www.owasp.org/index.php/Session_fixation] [Date Accessed: 20/04/2018]
[9] [Site: sitpoint.com [Date: 2018] [Author: Sam Deering] [Link: https://www.sitepoint.com/jquery-ajax-validation-remote-rule/] [Date Accessed: 20/04/2018]
[10] [Site: sitpoint.com [Date: 2018] [Author: Sam Deering/Julian Kuhnel] [Link: https://www.sitepoint.com/10-jquery-file-uploads/] [Date Accessed: 20/04/2018]
[11] [Site: designincontrast.com [Date: 2018] [Author: Not-Listed] [Link: https://www.designincontrast.com/best-free-jquery-plugins/] [Date Accessed: 20/04/2018]
[12] [Site: php.net [Date: 2018] [Author: Not-Listed] [Link: http://php.net/manual/en/function.filesize.php] [Date Accessed: 20/04/2018]
[13] [Site: php.net [Date: 2018] [Author: Not-Listed] [Link: http://php.net/manual/en/function.filesize.php] [Date Accessed: 20/04/2018]
[14] [Site: stockoverflow.com [Date: 2018] [Author: Annika Backstorm] [Link: https://stackoverflow.com/questions/7500494/bad-idea-to-create-a-folder-for-every-user] [Date Accessed: 20/04/2018]
[15] [Site: codeburst.io [Date: 2018] [Author: Connor Leech] [Link: https://codeburst.io/tutorial-for-building-a-web-application-with-amazon-s3-lambda-dynamodb-and-api-gateway-6d3ddf77f15a] [Date Accessed: 20/04/2018]
[bookmark: _GoBack]
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