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[bookmark: _Toc235743275]Introduction
In this assignment, I am acting in the role of an IT Technician for NOSSLONDON2026, a company that operates two offices — one in Birmingham and one in London. The purpose of this work is to research key networking concepts and to build and deploy a virtualised network according to the given topology.
This report is structured into three tasks. Task 1 presents the research on the key concepts. Task 2 covers the practical implementation, including the deployment and configuration of the network. Task 3 provides a reflection on the process.
[bookmark: _Toc235743276]Task 1: Research
[bookmark: _Toc235743277]1(a) Research on Hypervisor
A hypervisor is software that allows several operating systems to run on one physical computer. It creates virtual machines, and each virtual machine receives its own virtual processor, memory, disk, and network adapter.
For this project, Oracle VirtualBox was chosen as the hypervisor. VirtualBox is free, easy to install, and suitable for educational purposes, which makes it a practical choice compared to other hypervisors that may require licensing or more advanced configuration [2]. Unlike a Type 1 (bare-metal) hypervisor, VirtualBox is a Type 2 hypervisor, running on top of a host operating system rather than directly on hardware [1].
The main advantage of using a hypervisor is not only saving physical hardware, but also the ability to safely experiment with network settings. If a mistake is made while configuring a server or routing, it can be corrected without affecting a real system. In addition, VirtualBox supports different network connection modes, such as Internal Network and Host-Only Adapter, which allow real network situations to be simulated without needing several physical computers.
Another useful feature I used a lot was snapshots. A snapshot saves the current state of a virtual machine, so if a configuration step goes wrong later, it is possible to go back instead of reinstalling everything from the beginning. This was helpful especially with the Debian machines, where some settings did not work correctly on the first try.
Each virtual machine also has its own amount of CPU, RAM and disk space, which is set when the machine is created. So the four machines used in this project (Windows1, Windows2, Linux1 and Linux2) do not share these resources with each other directly, even though they all run on the same physical laptop. Still, because the laptop hardware is limited, running all four machines together made the whole system slower, which is explained more in the reflection part of this report.
For this specific topology, a Type 2 hypervisor was more suitable than a Type 1 hypervisor because the project was designed as a testing and learning environment rather than a production network. The topology requires Windows Server 2022 and Debian virtual machines to run on the same physical laptop, where hardware resources such as CPU, RAM, and storage are limited. A Type 2 hypervisor such as VirtualBox allows both Windows and Linux systems to run simultaneously on the existing host operating system without requiring a dedicated server machine. This makes it a cost-effective and practical solution for creating a virtual network environment, testing configurations, and troubleshooting problems. A Type 1 hypervisor would provide better performance in enterprise environments, but it would require dedicated hardware and would be unnecessary for this coursework.
[bookmark: _Toc235743278]1(b) Research on IP Addressing
An IP address can be described as the postal address of a computer on a network. Without an IP address, a device cannot send or receive data.
IPv4 is the most widely used version of the Internet Protocol. It uses a 32-bit address, written as four decimal numbers (octets), where each octet can range from 0 to 255 [3]. An IP address consists of two parts: the Network ID, which identifies the network, and the Host ID, which identifies the specific device within that network [3].
Due to the rapid growth in the number of connected devices, the pool of available IPv4 addresses became insufficient, which led to the development of IPv6 [4]. IPv6 uses a 128-bit address, written as eight groups of hexadecimal numbers [4]. Its advantages include a practically unlimited number of addresses, more efficient routing, built-in support for IPSec, and reduced reliance on NAT. IPv6 was not designed only to increase the number of addresses, but also to simplify the growth of the internet, since today nearly every device — smartphones, televisions, cars, sensors — requires its own unique address.
Subnetting is the process of dividing one large network into several smaller subnetworks (subnets). This improves network organisation by reducing unnecessary broadcast traffic, increasing security through network segmentation, and allowing more efficient use of available IP addresses. For example, different departments in an organisation can be placed into separate subnets, which makes management and access control easier.
A simple example can show how this works. If a company has the network 192.168.1.0/24, this network can hold up to 254 usable host addresses. If this network is split into two subnets, for example 192.168.1.0/25 and 192.168.1.128/25, each new subnet has 126 usable addresses. Every subnet also needs its own network address, broadcast address and default gateway, so the total number of usable addresses gets smaller after subnetting, but the network becomes easier to manage and more secure. In this project a similar idea was used in practice, but on a larger scale: the Birmingham office (Windows machines) and the London office (Linux machines) were placed into two separate networks, 172.16.1.0/24 and 172.16.2.0/24, so each location works as its own subnet, with no direct routing between them by default.
[image: ]
Figure 1: Example of subnetting a /24 network into three smaller subnets
[bookmark: _Toc235743279]1(c) Research on Routing
Routing is the process of selecting the path that network packets take from a sender to a receiver. While an IP address identifies the destination device, routing determines the best path for delivering the data. Routers use routing tables to decide where packets should be forwarded next.
There are two main types of routing: static and dynamic.
Static routing requires the network administrator to manually configure routes. It is simple, uses minimal router resources, and can be suitable for small networks. However, it does not adapt automatically when the network changes, meaning failed routes must be corrected manually [6].
Dynamic routing allows routers to exchange information and automatically update routing tables using protocols such as RIP, OSPF, or BGP. If a connection fails, routers can calculate an alternative path, which improves reliability and scalability. The disadvantage is that dynamic routing requires more configuration and additional network resources [5].
In my understanding, static routing is like a fixed map where the route is chosen in advance, while dynamic routing works more like a navigation system that can recalculate the route when conditions change. Therefore, static routing is suitable for small stable networks, whereas dynamic routing is more appropriate for large corporate networks.
[bookmark: _Toc235743280]1(d) Research on Network Services
Network services are services that support the operation of a computer network and automate many tasks that would otherwise have to be performed manually. Thanks to these services, users can connect to the network, access company resources, work securely and remotely, and verify their identity.
DHCP (Dynamic Host Configuration Protocol) automatically assigns network settings — an IP address, subnet mask, default gateway, DNS server addresses, and a lease time — to a device when it connects to the network. Without DHCP, an administrator would have to configure every computer manually, which in a large organisation would take a long time and lead to errors [8].
VPN (Virtual Private Network) creates a secure, encrypted communication channel over the Internet between a user and a remote network, so that intercepted traffic cannot easily be read. It is commonly used for remote working, secure connection to a corporate network, protecting data on public Wi-Fi, and secure communication between branch offices. A VPN can be compared to a private corridor inside a large public building: everyone else shares the open space, but your own data travels along a separate, protected path. It is important to note that a VPN mainly provides connection security, not complete anonymity.
Active Directory Domain Services (AD DS) is Microsoft's directory service, which centrally manages users, computers, and resources within a corporate network. It is used to store user and computer accounts, provide centralised authentication (signing in through a single account), manage access rights, and apply Group Policies to configure devices. In simple terms, AD DS allows an administrator to manage an entire organisation from one place, instead of configuring every computer individually [7].
Certificate Authority (CA) is a service that issues digital certificates to verify the identity of users, devices, and servers. It is used for secure connections such as HTTPS and VPN. In simple terms, CA works as a trusted authority that provides electronic "passports" confirming that a device or user is genuine.
[bookmark: _Toc235743281]Task 2: Technical Documentation
[bookmark: _Toc235743282]2.1 Choice of Hypervisor
VirtualBox was selected for the practical implementation because it provides all required functionality for building the proposed network topology while remaining free and easy to use. It supports multiple guest operating systems, including Windows Server 2022 and Debian, which are required for this project. VirtualBox also provides useful features such as snapshots, allowing previous machine states to be restored if configuration errors occur. This is especially valuable during network testing and troubleshooting. Since the environment is running on a single laptop with limited hardware resources, using VirtualBox avoids the need for additional physical servers and provides a flexible platform for creating and testing the virtual network.
[bookmark: _Toc235743283]2.2 Download and Setup
2.2.1 [bookmark: _Toc235743284]Evidence of Download and Installation
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     VirtualBox download page / installer
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 creation of Windows1 and Windows2 virtual machines 
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creation of Linux1 and Linux2 virtual machines 
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desktop of each of the 4 running machines - Windows1 
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Windows2 
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[bookmark: _Toc235743285]2.2.2 Network Deployment

[image: ]
 Internal Networks 'WindowsNet' and 'LinuxNet' created via VBoxManage, with all four virtual machines confirmed as connected to their respective internal network (showvminfo output)
[image: ]
Linux2 network adapter configuration confirming attachment to Internal Network 'LinuxNet
[bookmark: _Toc235743286]2.3 Configure IP Addressing
The following IP addressing scheme was used, based on the topology provided in the assessment specification:

	Machine
	Role
	Location
	IP Address

	Windows1
	B-DC (Server)
	Birmingham
	172.16.1.1/24

	Windows2
	ClientS1
	Birmingham
	172.16.1.10/24

	Linux1
	L-CD (Server, CLI)
	London
	172.16.2.1/24

	Linux2
	ClientL1 (GUI)
	London
	172.16.2.10/24




[image: ]
ipconfig output on both Windows1 machines

[image: ]
  ipconfig output on both Windows2 machines
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 ip addr output — Linux1
[image: ]
ip addr output — Linux2


[bookmark: _Toc235743287]2.4 Test and Troubleshoot
Outcome 1 — successful connectivity within the same network:
[image: ]
ping 172.16.1.10 from Windows1

[image: ]
ping 172.16.1.1 from Windows2
[image: ]
 ping 172.16.2.10 from Linux1 successful connectivity within the Linux network

[image: ]
ping 172.16.2.1 from Linux2 successful connectivity within the Linux network




Outcome 2 — unsuccessful connectivity between different networks (expected, since no routing is configured between the Windows and Linux Internal Networks in this coursework):
[image: ]
ping from Linux1 to Windows1 (172.16.1.1)- unsuccessful, confirming network isolation

[image: ]
ping from Windows1 to Linux1 (172.16.2.1) — unsuccessful, confirming network isolation
[bookmark: _Toc235743288]Task 3: Reflection
[bookmark: _Toc235743289]3.1.1 Technical Reflection

During the installation process, one problem encountered was the "No bootable medium found" error when starting the Windows virtual machine. To troubleshoot this issue, I checked the virtual machine settings, including the attached ISO image and the boot order configuration. The problem was resolved by correctly attaching the Windows installation ISO file and ensuring that the virtual optical drive was selected as the first boot device.
Another practical decision was using Windows Server for both Windows virtual machines. Although one machine was intended to represent a client, this approach was chosen because of limited time and available resources. Windows Server still allowed the required networking concepts, domain services, and connectivity tests to be demonstrated within the coursework environment.

[bookmark: _Toc235743290]3.1.2 Personal Reflection
 Looking back, I would have been more careful when installing the Debian virtual machines, since I nearly lost track of the login credentials during the unattended installation process, which caused a significant delay later on. The manual installation of Linux was the most difficult part of the whole project, as it required careful attention to each step. I also learned that running too many virtual machines at the same time slowed down my laptop considerably, which taught me to manage system resources more carefully when working with virtualisation.
[bookmark: _Toc235743291]Conclusion
This assignment provided practical experience in designing and deploying a virtualised network environment. It demonstrated how virtualisation, IP addressing, routing, and network services work together to create a functional network. The project also improved my troubleshooting and technical documentation skills.
[bookmark: _Toc235743292]
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the exact distribution terms for each program are described in the
individual files in /usr/share/doc//copyright
pebian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent =L
pernitted by applicable law
o LhaeL inux1:~s ping -c 172,16,2,10

: invalid argument: '172,16,2,10"
o LhaeL inux1:s ping -c 4 172.16.2.10
PING 172.16.2.10 (172.16.2.10) S6(84) bytes of data

--- 172.16.2.10 ping statistics ---
4 packets transmitted, o received, 100% packet loss, time 3062ms

jolhagLinux1:~$ ping -c 4 172.16.1.
PING 172.16.1.1 (172.16.1.1) 56(84) bytes of data

[--- 172.16.1.1 ping statistics ---
4 packets transmitted, @ received, 100% packet loss, time 3066ms

jolhaaLinux1:~s _
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Download VirtualBox

The VirtualBox Extension Pack is available for personal and educational use on this page under the PUEL license. The VirtualBox Extension Pack is also
available under commercial or enterprise terms. By downloading, you agree to the terms and conditions of the respective license.

L L

VirtualBox Platform Packages

VirtualBox Extension Pack
VirtualBox 7.2.14 Extension Pack

VirtualBox 7.2.14 platform packages
8 Wwindows hosts

macos / Intel hosts

macOsS / Apple Silicon hosts
Linux distributions

Solaris hosts

Solaris 11 IPS hosts

This VirtualBox Extension Pack Personal Use and Educational License -

governs your access to and use of the VirtualBox Extension Pack. It does .
not apply to the VirtualBox base package and/or its source code, which
are licensed under version 3 of the GNU General Public License “GPL").

See our FAQ for answers to common questions.

(] [B]<<>d

VirtualBox Extension Pack Personal Use and Educational License
(PUEL) v
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Platform packages are released under the terms of the GPL version 3





